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Terms of delivery of service certificates 

General 

Service certificates issued by the Digital and Population Information Agency are software 
certificates that are used to verify a service provider's server or service. Service certificates 
are issued for various purposes. Service certificates can be used to identify services in both 
the public administration and the private sector. 

DVV does not issue certificates for the internal network or wildcard certificates. 

The Digital and Population Information Agency produces social and healthcare service cer-
tificates required for the use of Kanta services. Social and Health Service certificates are 
issued to organizations in the THL-SOTE organization register. 

When issuing a certificate, DVV checks the applicant's and the application's information. 
The issued certificate is delivered to the customer in accordance with the agreement. 

Terms of delivery 

The Digital and Population Data Services Agency must have access to any domain names 
and information on their administration when processing the application. The Digital and 
Population Data Services Agency only issues server certificates for IP addresses or do-
mains used for public administration purposes. Before issuing the certificate, the Digital and 
Population Data Services Agency will check the applicant's information.  Domain names 
will be checked using any available online services or other reliable methods. A power of 
attorney must be submitted with the application if requested, if the certificate applicant is 
acting on behalf of a company/organization. The other information content of the service 
certificates must also be verifiable. 

The validity periods and technical content of service certificates are stated in the technical 
information document for service certificates, which is published on the dvv.fi/palveluvar-
menteet website. The price of the certificate is the fee according to the service price list. 

The target processing time for applications in the ACME service is five business days. The 
ACME service can be used by registering an ACME account for an organization in DVV's 
online services: asiointi.dvv.fi. To open an account in online transactions, Finnish identifica-
tion means are required. Without them, an ACME account cannot be registered. The right 
to produce service certificates is obtained by applying for a production right for the data 
content of the certificate with an application. The data content of the certificate is checked 
in accordance with the normal inspection process before the application is approved and 
production is authorized. 

The applicant is obliged to check the certificate upon delivery and to notify the Digital and 
Population Information Agency in writing if the product does not correspond to the order. 
The notification must be made without delay, or at the latest within a week of installing the 
certificate. In this case, DVV will check the delivered certificate and take the necessary 
measures. The customer is also obliged to notify DVV of any problems that occur in the 
ACME service, such as a compromise of the private key, without delay. 
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The service certificate application is binding and the revocation of the certificate or cancel-
lation of the order does not, in general, entitle for a refund of the fee after the certificate has 
been delivered.   

Purpose and archiving of the certificate 

The purpose of the certificate is specified in the certificate policy and certification practice 
statement of each certificate type and in the certificate. The certificate may only be used for 
the intended purpose. The relying party must check that the certificate is valid and that it 
does not appear on a revocation list. The trusting party cannot trust the certificate in good 
faith if its validity has not been checked. Before accepting certificates, the relying party 
must check that they are not on the revocation list. The information published by the certifi-
cation authority is available on the certification authority’s website (https://dvv.fi/en/service-
certificates).  

Confidential data used in the certificate system are stored in the certification authority's own 
confidential repository. The certification authority’s data are archived according to the valid 
archiving rules. According to the authority’s valid archiving rules, the archiving period is 
seven years after the certificate expires. The provisions of the Archives Act (arkistolaki, 
831/1994) are applied as the general act on archiving. 

Certificate holder’s responsibilities 

The certificate holder (customer) is responsible for ensuring that the data provided in the 
application for the certificate are correct.  

The service certificate holder is responsible for ensuring that the certificate is used in ac-
cordance with the purposes stated in the service certificate application, the regulations gov-
erning certificates, the certificate policy, the certification practice and the contractual terms 
binding on the certificate holder.  

The certificate holder must notify the certification authority immediately if the information 
content of the certificate produced does not correspond to the certificate ordered. In this 
case, the certification authority will close the certificate in question and deliver a corrected 
certificate in its place. When using ACME, DVV will make the necessary changes to the 
ACME Server. 

The certificate holder must immediately revoke the certificate if the organization's infor-
mation has changed, the organization has ceased to exist, the certificate has become un-
necessary, or the private key of the certificate is suspected of having been obtained by an 
outside party. The service certificate is revoked in the online services of the Digital and 
Population Data Protection Agency. Revocation instructions can be found here: 
https://dvv.fi/en/revocation-of-a-service-certificate. When revoking the certificate, the rea-
son for revoking the certificate must be stated. The certification authority is obliged to re-
voke the certificate based on the revocation request within 24 hours of receiving the revo-
cation request. 

The user of the ACME service must immediately close the certificate with the ACME Client 
if the organization's information has changed, the organization has ceased to exist, the cer-
tificate has become unnecessary, or it is suspected that the private key of the certificate 
has come into the possession of an outsider. In addition to this, the ACME user must can-
cel the order for the certificate in question in DVV's e-Services. The responsibility of the 
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holder of the service certificate for using the certificate ends when he has informed the cer-
tifier of the necessary information to close the certificate, and for the ACME user in addi-
tion, when they have canceled the order. In order to terminate the liability, the closure no-
tice/closure must be made immediately when the reason for the certificate closure has 
been discovered. 

Applicable agreements, certification practice statement and certificate policy  

The certificate applicant’s rights and obligations are stated in the certificate policy and certi-
fication practice statement documents. By signing the application, the applicant confirms 
that the information provided is correct and accepts that the certificate will be created and 
published. At the same time, the applicant accepts the rules and conditions pertaining to 
service certificate use and undertakes to protect the service certificate and report any mis-
use. An agreement has been concluded between the certification authority and the registra-
tion authority as well as other vendors that provide parts of the certificate services, indisput-
ably specifying the rights, liabilities and obligations of both parties. When a certification au-
thority issues a service certificate, it also approves the application for a certificate.  

Obligations and responsibilities of the certification authority 

The certification authority provides certificate services on the terms and conditions set out 
in the legislation, agreement and certificate policy and assumes responsibility for their func-
tioning. The certification authority is responsible for the functioning of the certificate system 
on its own behalf and on behalf of the registration authorities and technical suppliers used 
by it. The certificate policy documents are published and available for anyone at 
www.dvv.fi/cps. This certificate policy has been registered by the Digital and Population 
Data Services Agency. The certification authority's operation is audited every year and 
whenever significant modifications have been made in the system. The Digital and Popula-
tion Data Services Agency is a statutory certification authority. The certification authority 
shall use reliable systems and products protected against unauthorised use.  

The Digital and Population Data Services Agency’s liability related to the provision of certifi-
cate services is determined under the valid service contracts and pursuant to the provisions 
in the Tort Liability Act (412/1974). 

Limitations of liability for the certification authority 

The Digital and Population Data Services Agency is not liable for any damage caused by 
the disclosure of a private key of certificate holder unless it is a direct consequence of the 
Digital and Population Data Services Agency’s actions. The maximum extent of the Digital 
and Population Data Services Agency’s liability to the holder of the certificate and its trust-
ing party is for the direct damage incurred, if the damage is the result of the Digital and 
Population Data Service Agency's direct actions. The Digital and Population Data Services 
Agency is not responsible for any indirect or consequential damage caused to the certifi-
cate holder. Neither is the Digital and Population Data Services Agency liable for the indi-
rect or consequential damage suffered by a party trusting a certificate or by another con-
tractual partner of the certificate holder. The Digital and Population Data Services Agency 
is not liable for the functioning of public telecommunications or information networks, in-
cluding the Internet. 
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The certification authority has the right to interrupt the service to perform modifications or 
maintenance. Modifications and maintenance concerning the revocation list will be an-
nounced in advance.  

The certification authority has the right to develop the certificate service. A certificate holder 
or a party relying on a certificate must bear their own expenses incurred for this reason, 
and the certification authority is not liable to compensate the certificate holder or a party 
trusting the certificate for any expenses caused by the certification authority’s development 
work. The certification authority is not liable for errors in the online service or applications 
intended for end users and based on a certificate or any expenses arising from them.  

Force majeure 

The certification authority is not liable for any damages caused by natural disasters or other 
force majeure events. 

Audits of the certification authority  

The Finnish Transport and Communications Agency (Traficom), which supervises trust ser-
vices, may audit the certification authority’s operation under the prerequisites laid down in 
the Act on Strong Electronic Identification and Electronic Signatures. The Digital and Popu-
lation Data Services Agency has the right to audit its technical suppliers in accordance with 
the audit procedure specified in the technical supply agreement in question. An audit is car-
ried out at least once a year and at the start of each new contract period. Audits are carried 
out to determine the technical supplier's compliance with the agreement, taking into ac-
count the requirements of information security management standards. Technical suppliers 
are generally assessed on the basis of the ISO 27001 standard. The audit is carried out by 
the Head of Information Management at the Digital and Population Data Services Agency 
or an external auditor commissioned by the Digital and Population Data Services Agency 
who specialises in auditing technical vendors pertaining to certificate services. In the audit, 
consideration is given to the implementation of eight areas of information security. Audited 
information security properties include confidentiality, integrity and availability. The audit 
covers Traficom regulations on the information security requirements of certification author-
ities. In the audit, the policy and the application instructions are compared with the opera-
tions of the entire certificate organisation and system. The Digital and Population Data Ser-
vices Agency is responsible for the compliance of the application instructions with the certif-
icate policy.  

Processing of personal data 

The handling of private information in the certification authority's systems is subject to the 
provisions of the law on the handling of private information and the protection of privacy, 
including Act on the Population Information System and Certificate Services Provided by 
the Digital and Population Data Services Agency (661/2009), EU's General Data Protection 
Regulation (679/2016) and the Data Protection Act (1050/2018). 

Special attention is paid to the handling of personal data, and the Digital and Population 
Data Services Agency has published a specific set of procedures for the provision of certifi-
cate services in accordance with the Data Protection Act. The certification authority has 
also prepared a description of file for each component of the certificate system compliant 
with the Data Protection Act with respect to the processing of personal data. The provisions 
of the archive act (arkistolaki, 831/1994) are applied as the general act on archiving. The 
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right to obtain information is determined according to the Act on the Openness of Govern-
ment Activities (621/1999). With respect to the archiving of certificates, the provisions per-
taining to archiving in electronic services legislation are also applied.  

Appeal and dispute resolution 

A certificate issued in the Digital and Population Data Services Agency is an indication of a 
positive administrative decision, and the rejection of an application for a certificate is an in-
dication of a negative administrative decision. The instructions for claiming a revised deci-
sion and appeal instructions are attached to the Agency's decision. 

If you are dissatisfied with the Agency’s decision, you may request a revised decision from 
the Digital and Population Data Services Agency. A claim for a revised decision to the 
Agency must be made in writing. The claim for a revised decision may be free-form but it 
must include the matters and appendices mentioned in the instructions for revised deci-
sions and appeals.    

If you are still dissatisfied with a decision made during revision procedures, it can still be 
appealed to the Administrative Court. An appeal to the Administrative Court is filed must be 
submitted in writing. The appeal for a revised decision may be free-form but it must include 
the matters and appendices mentioned in the instructions for revised decisions and ap-
peals. The appeal must be submitted to the administrative court in whose jurisdiction the 
Digital and Population Data Services Agency is located. The period for appeal starts when 
the appeal instructions have been appropriately appended to the decision and served to 
the client. 

The certificate holder can also use dispute resolution methods as specified in the agree-
ment. 

On the basis of the agreement, disputes concerning the agreement that cannot be settled 
in negotiations between the Parties will be handled in the Helsinki District Court in Finnish. 
Within the central government, disputes are resolved through negotiations. 


