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1 Introduction

This PKI disclosure statement is a summary of the Digital and Population Data Ser-
vices Agency's certificate policy for the social welfare and health care professionals’
certificate. The prerequisites, application and scope of the Public Key Infrastructure
(PKI) certification activities of the Digital and Population Data Services Agency are
set out in the certificate policy. At practical level, the principles contained in the certifi-
cate policy are laid out in the certification practice statement and other procedural
guidelines supplementing the certificate policy.

In this PKI disclosure statement, references are made to the following documents:

Certificate policy for social welfare and health care professionals’ certificate, OID:
1.2.246.517.1.10.206, 1.2.246.517.1.10.306 and 1.2.246.517.1.10.356

Certification practice statement for social welfare and health care professionals’ certif-
icate, OID: 1.2.246.517.1.10.206.1, 1.2.246.517.1.10.306.1 and
1.2.246.517.1.10.356.1

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23
July 2014 on electronic identification and trust services for electronic transactions in
the internal market and repealing Directive 1999/93/EC will apply with regard to sig-
nature certificates in trust services as of 1 July 2016. This document describes the
procedural requirements concerning the activities and administrative practices of cer-
tification authorities that issue identification and signature certificates under the Regu-
lation. The use of a secure signature creation device is described in the procedural
requirements specified in this document.

The Digital and Population Data Services Agency adheres to a certificate policy con-
cerning signature certificates issued to the public as per trust services under Regula-
tion No. (EU) 910/2014. The document reference as per ETSI EN 319 411-1 [2],
QSCD is: OID: 0.4.0.194112.1.2. Signature certificates issued in accordance with this
certificate policy can be used to authenticate electronic signatures that correspond to
approved certificates and creation devices for electronic signatures as referred to in
the Regulation and provided for in Articles 28 and 29 of the Regulation. The level of
the identification certificate meets the requirements of High level of assurance in ac-
cordance with the Regulation and the regulation on levels of assurance.

2 PKldisclosure statement

2.1 Certification authority's contact details
Digital and Population Data Services Agency
P.O. Box 123 (Lintulahdenkuja 2) Tel. +358 295 535 001
00531 Helsinki kirjpamo@dvv.fi

Business ID: 0245437-2
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Digital and Population Data Services Agency (DPDSA) Certificate Services
P.O. Box 123
FI-00531 Helsinki

www.dvv.fi/en

2.2 Certificate type, verification procedures and intended uses

The Digital and Population Data Services Agency issues authentication and signature
certificates to health care professionals referred to in the Act on Health Care Profes-
sionals (559/1994) and to social welfare professionals meeting the qualification re-
quirements for social welfare professionals performing professional functions that are
laid down in the Act on Qualification Requirements for Social Welfare Professionals
(272/2005).

The applicant's identity is verified from a valid identity document issued by the police
(identity card or passport) Other acceptable forms of identity are: a valid passport or
identity card issued by an official government agency of an EEA member state, Swit-
zerland or San Marino-or a valid passport issued by an official government agency of
another state. If the applicant does not hold any of these documents, the police will
verify his/her identity by other methods. The practice rights of social and health care
professionals are checked from the central register of Finnish health care profession-
als (Terhikki register) or the central register of social welfare professionals (Suosikki
register) maintained by the National Supervisory Authority for Welfare and Health
(Valvira). Certificates can be used for personal authentication and encryption or elec-
tronic signing. The certificate can be used without limitation according to its purpose
in administrative applications and services and those provided by private organisa-
tions.

Social welfare and health care professionals’ certificates are used for the electronic
identification of certificate holders and electronic signing or verifying the authenticity,
integrity and non-repudiation of digital documents or other data (such as patient rec-
ord entries and electronic prescriptions).

Log data relating to certificate issuing and revocation will be retained for at least
seven (7) years after certificate validity.

2.3 Trusting the certificate

Provisions on the main uses of the certificates are contained in the Act on the Elec-
tronic Processing of Client Data in Social and Health Care (159/2007) and in the Act
on Electronic Prescriptions (61/2007). Certificates can also be used in other infor-
mation systems of social welfare, health care and pharmacy services.

The intended use of the certificate is defined in the certificate policy and the certifica-
tion practice statement of the certificate and the certificate may only be used in ac-
cordance with its intended use.
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The party trusting the certificate must check that the certificate in question is valid
(from the OCSP service or by ensuring that the certificate does not appear on the
revocation list). The trusting party cannot fully trust the certificate if the validity of the
certificate has not been verified from the OCSP service or the revocation list. Before
approving the certificates, the trusting party must verify the certificates on the OCSP
service or that they do not appear on the revocation list so that they can be revo-
cated, if necessary.

The trusting party is responsible for ensuring that in its own information systems the
certificate is used only for the purpose specified in the certificate policy. The certifi-
cate policy contained in the certificate can be used to ascertain the appropriate use of
the certificate.

The trusting party must ensure that its applications meet the requirements laid out in
the certificate policy.

2.4 Certificate holder’s obligations

Social welfare and health care professionals must undertake to act in accordance
with the certificate policy when applying for and using the social welfare and health
care professionals’ certificate. The certificate holder is responsible for ensuring that
the data provided in the application for the certificate are correct.

Liability for the use of the smart card and for the legal actions taken with it and their
financial consequences rests with the certificate holder.

Social welfare and health care professionals must keep and manage their certificates
and key pairs and the associated codes and certificate cards with due care. The cer-
tificate holder must take measures to prevent the loss of the certificate card and pro-
tect PINs against unauthorised disclosure or misuse.

The certificate card must not be left in a reader unattended or given to another per-
son in any circumstances.

Social welfare and health care professionals must notify the revocation service of the
following:

e of the loss or suspected misuse of their certificate card.

If the certificate card is damaged, the card holder must arrange for the certificates
held on the card to be revoked and apply for a new card at the registration point. The
card renewal procedure is the same as the procedure for applying the card and the
certificate for the first time.

PIN codes used to activate the keys must not be kept together with the certificate
card. The certificate holder must change his/her PIN codes if there is reason to be-
lieve that they may have been disclosed to unauthorised parties.

Certificate holder can change the PIN code and unlock a locked PIN code by using
an activation code. If the activation code is lost, certificate holder must visit a registra-
tion point in person to order a new activation code.
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2.5 The trusting party's duty to verify the validity of a certificate

2.6

Before approving the certificate, the trusting party must verify that the certificate is
valid and it has not been revoked.

The trusting party is responsible for verifying the validity of the certificate status data
from the OCSP service or from the valid revocation list. The certificate can only be
trusted if the trusting party has carried out the following certificate revocation checks:

1. The trusting party must check the revocation path and its authenticity from the
certification authority's electronic signature.

2. The trusting party must check the validity period of the revocation list to ensure
that the list is valid.

3. The certificates (the public key) can be stored locally in the trusting party's sys-
tem, but the validity of the certificate must be verified before it is approved.

If the valid revocation list is not available due to a fault in the system or service, the
certificates must not be approved. If, however, the trusting party approves the certifi-
cate, it does so at its own risk.

Non-liability clause and limitations of liability

The non-liability clauses included in the agreements concluded between the certifica-
tion authority and its contractual partner or in the certification authority’s specific re-
quirements concerning certificate holders and parties using the certificate system ap-
ply to the certification authority’s contractual partner, certificate holder and the party
using the certificate system in the same way as non-liability clauses and limitations of
liability set out in the certificate policy.

The certification authority is not liable for any damage caused by the conduct of the
certificate holder or the party using the certificate system in violation of the law, the
certificate policy, certification practice statement or other instructions.

The certification authority is not liable for damage caused by the disclosure of PIN
codes, an activation code and a certificate holder’s private keys unless the disclosure
is the direct result of the certification authority’s direct actions.

The maximum extent of the certification authority’s liability to the certificate holder
and a party trusting the certificate is for direct damage incurred, if the damage is the
result of the certification authority’s direct actions.

The certification authority is not liable for indirect or consequential damage caused to
the certificate holder. Neither is the certification authority liable for the indirect or con-
sequential damage incurred by a party trusting a certificate or by another contractual
partner of the certificate holder.

The certification authority is not responsible for the operation of public telecommuni-
cation connections, such as the Internet, or for the inability to execute a legal transac-
tion because of the non-functionality of a device or card reader software used by the
certificate holder or for the use of a certificate in contradiction to its intended use.
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The certification authority is not liable for damages caused by force majeure, such as:
strike, fire, war, insurrection, seizure, currency restrictions, public authority acts, legis-
lation and public official commandments, interruptions in telecommunications connec-
tions, or other such extraordinary events or circumstances beyond the control of the
certification authority.

The certification authority has the right to interrupt the service for changes or mainte-
nance. Changes to or maintenance of the revocation list will be announced in ad-
vance.

The certification authority has the right to develop the certificate service. A certificate
holder or a party trusting a certificate must bear their own expenses thus incurred,
and the certification authority is not liable to compensate the certificate holder or a
party trusting the certificate for any expenses caused by the certification authority’s
development work.

The certification authority is not liable for errors in the online service or applications
intended for end users and based on a certificate or any expenses arising from them.

The responsibility of a certificate holder ends when he/she or the representative of
the certificate holder's organisation have reported the necessary data to the revoca-
tion service for revoking the certificate and when they have received a revocation no-
tice from the official receiving the call. In order to terminate the liability, the revocation
request must be made immediately upon noticing the reason for the request.

2.7 Agreements, certification practice statement and certificate policy

The rights, responsibilities and duties of the certification authority and the certificate
holder are specified in the certificate policy. By signing the certificate application, the
social welfare and health care professional undertakes to observe the terms and con-
ditions governing the use of the certificate. The social welfare and health care profes-
sional will receive the valid terms and conditions together with the certificate.

Upon signing, the social welfare and health care professional undertakes to immedi-
ately notify the revocation service if the certificate card is lost or if there is a suspicion
or possibility of its misuse.

The certification authority and its authorised registration authorities conclude an
agreement which states both party's rights, responsibilities and duties.

The certification authority may conclude agreements with trusting parties and other
parties. Each agreement must clearly state both party's rights, responsibilities and du-
ties. The certification authority concludes agreements with the certificate service sup-
plier and component suppliers as necessary.

The certificate application and the general terms and conditions of use form the
agreement concluded with the certificate holder. The terms and conditions of use are
part of the certificate policy documents.

The application document and instructions for use clearly state that the applicant for a
certificate, with his/her signature, approves the correctness of the information pro-
vided and the creation of the certificate and its publication.
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The Digital and Population Data Services Agency will prepare a separate certification
practice statement for each certificate type that it has issued. The certification prac-
tice statement refers to the certificate policy, which serves as a more general set of
rules and guidelines describing the certificate type and that is common to all certifi-
cates, irrespective of the technical instrument in which the certificate is placed. The
certification practice statement describes in more detail how the certificate policy is
applied on different technical platforms.

The certificate policy and the certification practice statement are available at
https://dvv.fi/en/certificate-policy.

2.8 Privacy protection

The handling of private information in the certification authority’s systems is subject to
the legislation on the handling of private information and the protection of privacy.
The handling of public information in the certification authority's systems is subject to
the provisions of the Act on the Openness of Government Activities (621/1999). The
certification authority ensures that private information handled in its systems is pro-
tected against unauthorised access. Information can be disclosed to authorities on
the basis of acts, decrees and associated regulations.

The certification authority has published specific policy rules conformant to the Per-
sonal Data Act with regard to the certificate services.

2.9 Compensation for damage

The Digital and Population Data Services Agency's liability for damages related to the
production of certificate services is determined according to the service agreement
concluded with the certificate applicant. The Digital and Population Data Services
Agency is bound by the certification authority’s liability for damages conformant to the
Act on Strong Electronic Identification and Trust Services and the Act on Electronic
Services and Communication in the Public Sector. Where applicable, the Tort Liability
Act (412/1974) and Act on Electronic Services and Communication in the Public Sec-
tor (13/2003) are also applied.

2.10 Applicable law

Finnish law applies to the social welfare and health care certificate service. The par-
ties endeavour to settle any disputes arising from the social welfare and health care
certificate service by negotiations. If no settlement is reached, the disputes between
the parties will be brought before the district court of the certification authority’s domi-
cile in Finland.

The Act on Strong Electronic Identification and Trust Services and the Act on Elec-
tronic Services and Communication in the Public Sector contain provisions on the
identification by means of strong electronic identification and electronic signatures by
means of a signature certificate. Provisions on the certificates issued by the Digital
and Population Data Services Agency are contained in the Act on the Electronic Pro-
cessing of Client Data in Social and Health Care, the Act on Electronic Prescriptions,
and the Act on the Population Information System and the Certificate Services of the
Digital and Population Data Services Agency (304/2019).
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The Digital and Population Data Services Agency's liability for damages related to the
production of certificate services is determined according to the service agreement
concluded with the certificate applicant. The Digital and Population Data Services
Agency is bound by the certification authority’s liability for damages conformant to the
Act on Strong Electronic Identification and Trust Services and the Act on Electronic
Services and Communication in the Public Sector. Where applicable, the Tort Liability
Act (412/1974) also applies.

2.11 Acceptance audit of the certification authority’s operations

The Finnish Transport and Communications Agency (Traficom), which supervises
signature certification authorities, may audit the operation of a certification authority
under the prerequisites set forth in the Act on Strong Electronic Identification and
Trust Services.

The certification authority has the right to audit its technical suppliers in accordance
with the audit procedure specified in the technical supply agreement in question. The
audit is carried out at least once a year and at the start of each new contract period.

The audit is carried out to determine the technical supplier's compliance with the
agreement, taking into account the requirements of information security management
standards. Technical suppliers are generally assessed on the basis of the ISO 27001
standard and Traficom regulations.

The audit is carried out by the Digital and Population Data Services Agency's Head of
Information Management or an external auditor commissioned by the Digital and
Population Data Services Agency, who specialises in auditing technical vendors per-
taining to certificate services. In the audit, consideration is given to the implementa-
tion of the eight areas of information security. Audited information security properties
include confidentiality, integrity and availability.

The audit covers Traficom regulations on the information security requirements of
certification authorities.
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