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ACME-accounts - Registering, managing, and ordering service 
certificates in an ACME account in DVV's E-Services 

1 The ACME-account 

To start using the ACME service, the client organization needs an ACME 
account to manage the service. Steps for registering an ACME account:  

First, agree on who will register the account for the organization or team. 
Account registration is carried out as follows:  

1. Go to the asiointi.dvv.fi website, select “Create a customer account by 
registering,” and then select “Create an ACME account by registering.”  

2. Authenticate yourself securely to the service.  

3. During registration, provide a shared email address that will also serve as 
the unique identifier for this account. If your organization also requires a 
second ACME account, please note that the same email address cannot be 
used for both accounts. This email address cannot be changed later, so if you 
notice you have entered it incorrectly, contact vptuotanto@dvv.fi as soon as 
possible. 

4. Enter the externally visible IP addresses OR domain names of the ACME 
client software into the "Organization IP addresses" field, separated by 
semicolons (;). You can also edit the IP addresses/domain names later under 
the "Organization IP addresses" menu option. These IP addresses/domain 
names will be whitelisted for the ACME API. If the IP address is dynamic, 
always provide the domain name here. 

 5. Once you have registered the account, invite any other users via the user 
management section of the menu. 
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Here are the instructions in visual form:  

 

 

When registering the account, enter the account's email address and the IP 
addresses/ domain names to be whitelisted. A shared email address must be 
assigned to the account. This email address serves as the account identifier, 
and account-related notifications will be sent to it. Please note that this 
account identifier, the email address, cannot be changed later.  

User management can be found in the menu. There, you can invite users to 
the account.  
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The ACME account is valid for a maximum of 10 years; see section 5.1 for a 
more detailed description of the account's validity. 

2 Ordering a Service Certificate  

1. Start by pressing ”Fill in a new ACME application” 

2. Choose a product 

3. Fill in the product information ja send the application to DVV for handling. 

Fill in the form:   
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A separate application is required for each service certificate with unique data 
content. Note that if two service certificates with identical content are needed 
for the same server, generally only one application is required. This is 
because an ACME client can be used to generate as many service certificates 
as desired, and they can be renewed as frequently as needed.  

If a service certificate is no longer required or the data content changes, the 
application must be cancelled. DVV may also cancel a customer's application 
if it becomes apparent that the certificate's data content is no longer up to 
date, if there is a suspicion that the certificate's private key has been 
compromised or the certificate has fallen into the wrong hands, or if the 
organization has ceased to exist. 

3 An approved service certificate application 

Once the application has been approved, it will appear under "Completed 
applications."   

Once the application has been processed, it will appear under "Completed 
items," and you can find the KID/HMAC pair required by the ACME Client in 
the menu of that application row under "Show ACME credentials." You can 
now start using the service.   

 

NOTE!  You can only generate certificates that match the specifications of 
your application. If you attempt to generate certificates with data content that 
differs from the application, the attempt will fail. Similarly, you can only 
generate the specific type of certificate for which you applied. If you require 
both test and production certificates, separate orders must be placed for each. 

4 What else you can find on your ACME-account 

The following functions are available under the main ACME account menu: 

1. Real-time log data 

2. Real-time statistics on your service certificates (valid, expired, revoked) 
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3. Ability to add and remove IP addresses/domain names authorized 
(whitelisted) for the API. 

You can find log and statistical data here:    

 

You can whitelist IPs/domain names for the service here:   

 

 

You can both add and remove IP addresses and domain names from this 
view. Please note that processing changes takes approximately one week.  

Each application (for a specific certificate type and content requiring 
production authorization) receives its own KID/HMAC pair. In addition, the 
ACME client must be provided with the ACME account username, that is, 
the unique email address assigned to the account for the service to 
function. 
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5 Important timelines and specifics of the ACME account 

5.1 ACME account validity period 

An ACME account is valid for a maximum of 10 years. Upon the expiration 
of this 10-year period, the customer is asked whether they wish to create a 
new account and continue using ACME. The customer then registers a 
new account and assigns it a new shared identifier—specifically, an email 
address. Subsequently, the DVV transfers any valid certificate requests to 
this new account. At the same time, the KID/HMAC pairs for all certificates 
are renewed. This procedure is based on regulations, and the DVV cannot 
decide to conduct otherwise. 

A customer may wish to renew their ACME account if there is a suspicion 
of unauthorized access or if the account has otherwise been compromised. 
Renewal is also required if the associated identifier—specifically, the email 
address—needs to be changed. Customers always have the right to 
request account renewal, and the DVV aims to process such requests 
without delay. 

Similarly, a new KID/HMAC pair may be requested for individual 
certificates if there is a suspicion that the existing credentials have been 
compromised. 

5.2 Processing of applications 

DVV processes the customer's application using the same procedure and 
checks applied when issuing a service certificate not following the ACME-
protocol. If the application is in order, DVV authorizes the certificate for 
production and provides the customer with the KID/HMAC pair required for 
production.  

Subsequently, DVV conducts an annual review to verify whether the 
conditions for production authorization are still met. If these conditions are 
no longer met—for instance, because the organization has ceased 
operations or changed its name—the application is terminated; the 
customer must then submit a new application for production rights with 
corrected details or create an ACME account for the new organization. 

5.3 KID/HMAC pair, IP/domain name whitelisting, and ACME account identifier 

The production-enabling KID/HMAC pair associated with the application is 
renewed every three years. The old and new KID/HMAC pairs remain valid 
concurrently for two weeks. This gives the customer time to update their 
ACME client with the new credentials without interrupting production. 
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To generate certificates using the ACME Client, the following conditions 
must be met: 

1. The server's IP address or domain name must be whitelisted. 

2. The KID/HMAC pair must be correctly imported into the Client – note 
that each request (i.e., certificate) requires its own KID/HMAC pair. 

3. The type and content of the requested certificate must match those 
authorized in the certificate application. 

4. The email address defined for the ACME account has been correctly 
added to the ACME client. 

6 Contact information 

 
If you encounter problems during the application process, please contact 
vptuotanto@dvv.fi. 
 
If issues arise in the interface between the ACME Client and the ACME 
Server, please first check the ACME Client log error code and consider 
whether it is possible to resolve the problem before contacting DVV for help. 

 

mailto:vptuotanto@dvv.fi
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