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SERVICE DESCRIPTION

1 General points

2 Concepts

This service description concerns the online services of the Population Register Centre (PRC).

Customer account refers to a User organisation's online service account which has been created
in the Service and which the User organisation’s Users can access.

User refers to a User organisation representative who uses the Service.
User organisation refers to an organisation that uses the Service.
Service refers to the Population Register Centre’s online services.
Suomi.fi service administration refers to... (tdma& mythemmin)

Public servant user refers to a public servant or other staff member of the Population Register
Centre who uses the Service.

Terms and conditions of use refer to the conditions of using the Service that a User must accept.

Intermediary refers to the Population Register Centre’s partners or other parties that handle ser-
vice application, coordination and administration processes on behalf of other organisations fol-
lowing a centralised operating model.

3 Service description

In the Population Register Centre’s online services, PRC’s customer organisations can electroni-
cally apply for and administrate services offered by the PRC. Online services are available in con-
nection with the following Population Register Centre services:

e VTJkysely Service and its administration service
e VTlInterface

e Modified data update service

e Sampling or update service

» Service certificates

e System signature certificates

e Smart card agreements

e Ordering of test cards

e Authorisations to enter building data

e Building data controller agreements

e VTJmaintenance (application for system administrator level access)

Suomi.fi services are usually applied for through Suomi.fi service administration (to be published
later in spring 2017).
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The service can be used by organisations. It is not available for citizens. A private sector partner of
the Population Register Centre handles sampling and update service applications in the system
on behalf of other organisations.

The Service is available for Users who represent a User organisation, the Population Register Cen-
tre’s Public servant users, other organisations and persons that represent the Population Register
Centre, and the Intermediaries. The Intermediaries can use the Service on behalf of certain organ-
isations, in which case the Population Register Centre may require that an authorisation be putin
place.

The user interface of the Service is available in Finnish, Swedish and English. In addition to Finnish,
other content may also be available in Swedish and English.

The personal data of User organisation representatives and the representatives of other parties
as well as personal and building data associated with the provision of certain services are pro-
cessed in the Service. For more information on the processing of personal data, see the Terms and
conditions of use, section 7 Data processing and protection of privacy.

The service description is a general description of the online services. More detailed instructions
concerning the services that can be applied for through the Service and their administration pro-
cesses are available in the Service itself.

4 Service documentation and communication

For documentation related to the Service, visit https://eevertti.vrk.fi/asiointi

The site contains the following documents:

e Service description (this document)
e Termsand conditions of use
e Descriptions of file

The documentation is published in Finnish, Swedish and English.

In addition, other content may be published on the site, including instructions. In addition to Finn-
ish, the other content may also be available in Swedish and English.

All questions concerning registration with the Service, modifications, and termination of Service
use may be addressed to the Population Register Centre primarily by sending a message to the
Population Register Centre through the Service or by contacting the e-mail address: asio-
inti@vrk.fi.

5 Modifications in the Service and its terms and conditions

The Population Register Centre reserves the right to modify the content, functioning and Terms
and conditions of use of the Service, the Service description, and other documentation or content
produced for the Service in order to improve the Service or for other reasons considered justified
by the Population Register Centre.
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User organisations will be informed of any modifications in the Service that affect the Users
through the Service or by other means specified by the Population Register Centre.

For more information on modifications in the Service and its terms and conditions, see Terms and
conditions of use, section 4 Modifications in the Service and its terms and conditions.

6 Deployment of the Service
6.1 Registration with the Service and acceptance of Terms and conditions of use

The User organisation and Users must be registered to use the service. When a User organisation
representative registers with the Service, strong authentication by means of Suomi.fi identifica-
tion is required. In order to use the service, the data required by the Population Register Centre
on the User organisation and the User must be provided, and the Terms and conditions of use
must be accepted in connection with the registration. The Population Register Centre utilises the
data in the Business Information System to check and update organisation data.

Organisations can register with the Service. The legislation sets or may set restrictions on User
organisations’ possibilities of accessing Population Register Centre's services that can be applied
for through the Service.

Data, descriptions and/or reports provided by a User are passed on to actors responsible for the
technical provision of the Population Register Centre’s services to whom the Population Register
Centre has assigned the responsibility for providing services under contracts.

6.2 User ID and password

After registration, a User can log in to the Service with a user ID and a password. In addition, the
Population Register Centre always requires strong electronic authentication when certain services
are used.

The Users create user IDs and passwords for themselves as they register. The user ID is the e-mail
address entered by the User. The format of a password created by a User must meet the require-
ments set by the Population Register Centre.

Registered Users can change their passwords in the Service. A user ID cannot be changed by the
User. If the e-mail address that comprises a User’s user ID changes, the User may invite him-
self/herself and the other Users of the User organisation to access the Customer account with their
new e-mail addresses and then remove the user rights associated with the User’s old e-mail ad-
dresses.

A User isresponsible for any Service use that takes place with his or her user ID and password. The
User has the responsibility to keep the password secret.

6.3 Control of access rights

All Users have access rights of the same level in the Service.
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Registered Users can invite other Users in their organisation, or Users outside their organisation,
to join the organisation's Customer account and administrate Users who have access to the Cus-
tomer account. When registering with the Service, each User must complete strong authentica-
tion and accept the Terms and conditions of use.

A User organisation must always have at least two (2) registered Users. If one of these Users is no
longer available for the User organisation, it must immediately register another User.

A User can remove the access rights to the Service of another User in his or her User organisation.
If the User organisation only has one (1) User, this User cannot remove his or her own access rights
to the Service.

The Population Register Centre has the right to remove a User’s access rights for a justified rea-
son. The Population Register Centre may also remove a User’s access rights after receiving a no-
tification to do so, if he or she is the only User of the User organisation and the organisation no
longer needs the Service, for example because the User organisation has ceased to operate. Ter-
mination requests are made by sending a message to the Population Register Centre through the
Service.

6.4 Customer accounts

In order to user the Service, a Customer account needs to be created for a User organisation. A
User organisation may have several Customer accounts in the Service, but the Population Register
Centre recommends that those working in the same organisation or organisation unit only create
asingle account and invite other Users to join it. In this context, an organisation unit refers to such
as a sector of municipal health services or one of its parts.

AUser can only see those applications, authorisations, agreements, decisions or similar in the Ser-
vice that have been produced using the relevant online service Customer account. As a rule, the
Customer account will not show the applications, authorisations, agreements, decisions or similar
that the User organisation has produced or received before registering with the Service.

Users who have access to a Customer account can see processes initiated through that account,
decisions that have been received, and documents and data related to exchange of messages
through the Service. If data that contains Population Information System data or other data that
must be protected is uploaded to the Customer account, the uploaded data can only be seen and
processed by the User who initiated the application or other process to which the data is relevant.

A User may be registered to multiple Customer accounts but a User can have only one User ID at
atime.

The Population Register Centre will inform the User organisation of a decision, message or similar
that has been sent to the Customer account by an e-mail message addressed to the Users.

7 Applications for and administration of Population Register Centre services

A User organisation may apply for Population Register Centre services when it has a registered
User who has accepted the Terms and conditions of use.
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The processes related to applying for Population Register Centre services are administrative pro-
cesses to which the Administrative Procedure Act (434/2003) and other general and specific legis-
lation apply.

7.1 Initiating an application

To apply for a Population Register Centre service, an application must be initiated. The applicant
is the User organisation or an organisation whose application is initiated by an Intermediary. A
User organisation may also represent another organisation in certain processes when it has an
authorisation to do so.

The Service has a function for initiating a new application, which the applicant can use to initiate
an application for a Population Register Centre service and to place orders related to services al-
ready granted.

When submitting an application and placing an order, the applicant must fill in the data required
by the Population Register Centre. The User organisation's basic data recorded in the Customer
account is automatically shown in the application or the order. If the User organisation operates
as an Intermediary, it must provide the data of the organisation on behalf of which it is acting in
the application or the order. The User organisation must also provide any other information nec-
essary for the application or the order. In certain processes, the organisation that the Intermediary
represents must provide the information required for the application or the order.

In certain online service processes, the applications, agreements or other commitments must also
be accepted either in the application phase or after the applicant has been notified of the decision,
or an agreement must be signed. Application phase acceptance or commitment can be given by
logging in to the Customer account or in some other way as required by the Population Register
Centre, and by giving the required acceptance and commitment as specified in the requirements
of the process in question.

The application will then be sent through the Service to the Population Register Centre for pro-
cessing.

7.2 Complementing an application or an order
The Population Register Centre may ask the applicant to complement an application or an order.

If the User organisation is operating as an Intermediary, the Population Register Centre addresses
the request to the Intermediary, which forwards it to the organisation that is the actual applicant.

An application or an order can be complemented in the Service by responding to a message or
complementing the actual form as requested by the Population Register Centre, or in some other
manner required by the Population Register Centre.

The application will then be sent through the Service to the Population Register Centre for pro-
cessing.
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7.3 Decisions and notifications to applicants

The Population Register Centre issues a decision on the applicant’s application or order. An appli-
cation or an order may either be accepted or rejected. An administrative decision is made to ac-
cept or reject an application, and the User organisation is notified of the decision through the Cus-
tomer account. Notification of accepting or rejecting an order is given through the User organisa-
tion’s Customer account.

If the User organisation operates as an Intermediary, the Population Register Centre notifies the
Intermediary of the decision. Depending on the process in question, the Population Register Cen-
tre or the Intermediary notifies the organisation the Intermediary represents.

If an agreement must be concluded between the Population Register Centre and the User organ-
isationin order to deploy the service that has been applied for, the Population Register Centre will
make a decision to accept the User organisation’s application before the agreement is concluded.
The User organisation is notified of the decision through the Customer account. The actual agree-
ment is sent to the User organisation's Customer account for signing.

The decision is a document in pdf format that the User can download from the Customer account
and save to their own system if necessary.

Should the Population Register Centre wish, it can also send the decision uploaded to the Cus-
tomer account by mail and use proof of delivery.

Further information on giving notification of decisions and the deadlines for appeals are provided
in the Population Register Centre’s instructions for appealing.

7.4 Appeals and decisions made on appeals

Instructions for appealing are attached to each decision issued by the Population Register Centre.
A claim for a revised decision can be made, and the decision can be appealed following the in-
structions.

The User organisation can submit a written claim for a revised decision to the Population Register
Centre through the Service, by sending a written claim for a revised decision to the Population
Register Centre by mail or e-mail, or by delivering the claim directly to the Population Register
Centre.

The matter will then be processed by the Population Register Centre. The Population Register
Centre will notify the User organisation of a decision on a claim for revised decision through the
Customer account or by mail. If the User organisation operates as an Intermediary, the Population
Register Centre will notify both the Intermediary and the organisation it represents of the decision
on a claim for a revised decision.

7.5 Actions required of the User organisation following a decision

When the User organisation has been notified of a decision sent to the Customer account, the
User organisation must take any action required to deploy the service.
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In certain online service processes, the applications, agreements or other commitments must also
be accepted either in the application phase or after the applicant has been notified of the decision,
or an agreement must be signed. After being notified of the decision, the User organisation may
signify its acceptance and give a commitment by logging in to the Customer account and giving
the required acceptance and commitment, or giving the acceptance and commitment in some
other manner required by the Population Information Centre. The agreement is signed by a smart
card or some other electronic method as specified in the requirements of the relevant process.

The User organisation has the duty to ensure that the information provided on the User organisa-
tion and its Users is up to date. For more information on this duty, see the Terms and conditions
of use, section 4 User’s rights and obligations.

Notification of changes in the User organisation’s data should be given through the Service. A
notification can be given by any one of the User organisation’s Users. An Intermediary may give
notification of changes in the information of an organisation it represents through the Service.
Notification of changes should be given by sending a message to the Population Register Centre
through the Service.

Modifications in a service granted to a User organisation may be made on the initiative of the
Population Register Centre or the User organisation. If a User organisation applies for a modifica-
tion ina service granted to it, the modification request should be made by initiating a new process
in the Service.

Modifications may also be made on the Population Register Centre’s initiative. In this case, the
Population Register Centre can ask for information from the User organisation through the Ser-
vice or make the modifications without a request for information. A decision must be made on
any modifications made by the Population Register Centre in a service granted to a User organi-
sation. The decision can concern a modification in a data access authorisation, agreement or sim-
ilar and its conditions, or terminating an authorisation, agreement or similar and replacing it with
anew one.

7.7 Ceasing Population Register Centre service use

If a User organisation wishes to cease using aservice or access rights granted to it, a request should
be made, or notification should be given of this, by sending a message to the Population Register
Centre through the Service.

The Population Register Centre may withdraw a User organisation’s right to use a Population Reg-
ister Centre service for a justified reason. The Population Register Centre may ask for information
from the User organisation through the Service or otherwise. The Population Register Centre may
also make a decision on terminating a data access authorisation, agreement or similar or with-
drawing a right without a request for information. The Population Register Centre will notify the
User organisation of a decision to terminate an authorisation or withdraw a right through the Cus-
tomer account or otherwise. The decision may concern the termination of a data access authori-
sation, agreement or similar, or withdrawal of the right to use a Population Register Centre ser-
vice.
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8 Termination of Service

If a User organisation wishes to cease using the Service, notification of this should be given by
sending a message to the Population Register Centre through the Service. A User can remove the
access rights of other Users in the User organisation. In order to close the Customer account and
to remove the rights of the last User, however, the User organisation must contact the Population
Register Centre by sending a message to this effect through the Service.

For more information on the Population Register Centre’s right to withdraw the right to access
the Service of a User organisation or one of its Users, see Terms and conditions of use, section 13
Service provider’s right to prevent Service use. The Population Register Centre will notify the User
organisation of its decision to terminate an authorisation or withdraw a right through the Cus-
tomer account or otherwise.

9 Service levels

The Population Register Centre makes an effort to provide a service that is available 24 hours a
day and 365 days a year. The Population Register Centre provides support for service use during
office hours from 8 am. till 4.15 p.m. as part of its official duties.

For more information on the availability of the Service, service outages and providing information
on faults, see Terms and conditions of use, section 11 Availability of the Service and 12 Notification
of outages and faults in Service provision.

10 Responsibilities of the parties

The parties’ responsibilities are specified in the Terms and conditions of use.

11 Information security of the service
11.1 Design and implementation of the Service

The requirements of information security have been addressed in the design and provision of the
Service. The production environment of the Service is secure, and any integrations and links to
the Population Register Centre’s various services and registers have been implemented in compli-
ance with the relevant requirements.

The Population Register Centre uses a risk management technique to assess the needs to meet
information security requirements related to the services and the implementation of information
security. In addition, the risks associated with the Service are regularly monitored.

The legislation on information security and data protection has been complied with in the design
and provision of the Service. In the context of processing personal data, descriptions of file have
been prepared, and information security requirements exceeding protection level IV for pro-
cessing personal data have been observed in the design and implementation of the Service.

The production environment and interfaces of the Service comply with the information security
requirements of protection level IV, and where necessary, information security requirements of
protection level lll.
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The Population Register Centre ensures that the Service is tested as necessary, especially in con-
nection with modifications, to verify that the modifications function appropriately.

The Service was audited by an external party before going into production.

The usability and reliability of the Service are monitored in cooperation with the Population Reg-
ister Centre’s operating services supplier.

11.2 Monitoring and disruptions

Normal and anticipated external disruptions and security threats were taken into consideration in
service design and implementation.

Monitoring and incident management processes have been created for the Service. For more in-
formation on notifying users of disruptions, see Terms and conditions of use, section 12 Notifica-
tions of outages and faults in Service.



