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HTMLS5 and Digital Signatures

1 Introduction

This specification describes a method to generate digital signatures in HTML5
applications [HTML5] that are executed in User Agents, i.e., web browsers. The
specification utilizes the Cross-Origin Resource Sharing (CORS) specification
[CORS] that enables an HTML5 application downloaded from Site A to communicate
with a service located in Site B using Javascript's XMLHttpRequest mechanisms
[XHR], for instance. The communication protocol uses HTTP protocol and the
information elements are transferred using JSON format [JSON].

The HTMLS5 application makes a signature request by sending the data that needs to
be signed to the Signature Creation Service (SCS). Upon receiving the request, the
SCS displays a certificate selection dialog to the end user, who will select the
certificate that will be used to generate the digital signature. If required, the end user
enters the PIN code for accessing the private key to generate the signature. Once
the signature is created, the SCS sends the signature along with the certificate chain
and other needed information to the HTML5 application. Upon receiving the digital
signature, the HTMLS5 application uses it according to its specifications.

1.1 Definitions and Acronyms

CMS Cryptographic Message Syntax
CORS Cross-Origin Resource Sharing
CRL Certificate Revocation List

JSON JavaScript Object Notation

OCSP Online Certificate Status Protocol
oS Operating System

PKCS Public-Key Cryptography Standards
SCS Signature Creation Service

EC Elliptic Curve

ECC Elliptic Curve Cryptography
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2 Signature Creation Service (SCS)

The SCS functions as a simple web server that provides access to signature creation
functionality via HTTP/1.1 protocol [HTTP].

2.1 Requirements
The SCS SHALL support the following functionality:

e The SCS SHALL support https scheme and it MAY support http scheme for
browser access. The SCS SHALL generate a key pair, generate a server
certificate and import that certificate to device’s trusted certificate store.
Additional requirements can be found in chapter 2.3.

e The SCS SHALL support CORS [CORS]:

o Each HTTP response SHALL contain the Access-Control-Allow-
Origin header with value "".

o When User Agent makes the CORS preflight request, i.e., the
OPTIONS request, the corresponding HTTP response SHALL contain
the following headers: Access-Control-Max-Age header with
default value "3600", Access-Control-Allow-Methods header
with default value "GET, POST", and Access-Control-Allow-—
Headers headers with default value "Content-Type, Accept".

e The SCS SHALL process all HTTP requests.

e The SCS SHALL show certificate selection dialog for every signature creation
request it receives.

e The SCS SHALL process HTTP requests where the Origin header
containing https protocol in the URL. HTTP requests with Origin header
containing http protocol in the URL SHALL not be processed.

e The SCS SHALL show the content of the 0rigin header of the signature
creation request to the end user (so that end user is able to identify the origin
of the signature creation request). It MAY be included in the certificate
selection dialog.

e The SCS SHALL have only one active signature creation request active at a
time. If another signature creation request is received, the SCS shall silently
ignore the request and send a response to the requesting HTML5 application
that another request is already active.

e The SCS SHALL respond to all incoming requests.

e The SCS SHALL be able to handle HTTP requests where content length is up
to 100MB (=100*1024*1024 bytes). The SCS MAY be able to support larger
HTTP requests.
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e The SCS SHALL be able categorize signature creation requests to be either
in signing purpose category or authentication purpose category. This
categorization SHALL be based on the capabilities of the end entity certificate,
namely by checking the KeyUsage and ExtendedKeyUsage extensions of the
certificate. If the end entity certificate can be used for authentication
purposes, the SCS SHALL allow only operations that are allowed for
authentication purposes.

o An end entity certificate can be used for authentication purposes, if the
KeyUsage extension has the DigitalSignature bit set, or the
ExtendedKeyUsage extension has the ClientAuthentication OID
present or the ServerAuthentication OID present.

o An end entity certificate can be used for signing purposes, if the
KeyUsage extension has the NonRepudiation bit set. In particular, the
end entity certificate SHALL NOT have the authentication purposes
key usages as specified in previous paragraph.

NOTE: With FINEID profile, the end entity certificates that have the
DigitalSignature bit set in the KeyUsage extension can only be used
for authentication purposes. The end entity certificates that have the
NonRepudiation bit set in the KeyUsage extension can be used for
signing purposes.

e The client application SHALL be able to send the data that is to be signed for
signing purposes, i.e., the SCS will receive the full to-be-signed data, and
calculate the digest of this data itself.

e The client application SHALL be able to send a challenge request to be
signed for authentication purposes. The challenge request SHALL be in the
following format:

challenge_request = origin | nonce
where

origin is the address of the web server from where the HTML5
application application was downloaded from, i.e., origin SHALL be the
same as the content of the CORS’s Origin header (e.g.,
“https://dvv.fineid.fi"), and

nonce is an octet string that SHALL be random and at least 64 octets in
length.

The maximum length of the challenge_request SHALL be 1024 octets in
length.

The SCS SHALL validate that the challenge request is in correct format.

e The client application SHALL be able to send the digest of the data that is to
be signed for signing, i.e., the client application will calculate the digest of the
to-be-signed data, and send it to the SCS.
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e The client application SHALL NOT send the challenge request in digest
format for authentication purposes. The SCS SHALL not accept signing
requests in the digest format.

e The SCS MAY validate each end entity certificate (that is available on the
device) and its certificate chain. If SCS validates end entity certificates and
finds out that one expired, this end entity certificate is not shown to the end
user as a selection option.

NOTE: Even if the SCS validates end entity certificates, the server
consuming digital signatures generated by SCS must also validate
the end entity certificate and its corresponding certificate chain when
checking the signature.

e The SCS MAY pre-filter applicable certificate list (before they are shown to the
end user) and certificate filtering MAY be based on one or more values in end
user certificates:

o Key algorithm type,
o Issuer DN field,
o KeyUsage extension values, and/or

o AuthorityKeyldentifier extension.

This way the HTML5 application is able to indicate to the SCS the acceptable
end user certificates.
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2.2 Message sequence diagram

Below is an example message sequence diagram of signature generation for HTML5
applications and SCS functionality. This specification concentrates on the interface
between the browser and the SCS, namely steps 5, 6, 7, and 20. Moreover, the steps
5 and 6 are specified by the CORS specification. Steps from 8 to 19 are described for
completeness but the actual steps depend on the OS architecture.

End user device
HTTP Server
(Origin server} m OS5 CryptoAPI

1. Get HTMLS app from arigin server

2. GET https://originserver.com/ HTTR/1.1

3. HTMLS application

4. HTML app needs signature

5. OPTIONS for CORS

- D LT Optoms
7. POST https://localhgst:53952/sign HTTP/1.1

8. Getall available end entity certificates
] 3-aer anavalatie eng

9. Certificate list

| 10. Pre-filter certificate list |

11. Show pre-filtered certificate list to the end user

12. Picks a cenificaEI

13. Selected certificate

14. Check certificate purpose | . o
| purpa: 15. Initiate signing

16. Access control query

17. Access contro

18. Access control answer

19. Signature

20. Signature + params

| 21. HTMLS app processes signature |
T

1. The end user types the URL of the origin server to the browser.

2. The browser makes a request to the URL. It is recommended that the URL
uses https scheme.

3. The browser downloads the HTML5 application, which typically consists of
several HTTP requests being made by the browser to the origin server. If the
HTMLS5 application is downloaded using secure connection, i.e., https
scheme, the HTTP requests to the SCS in step 5 and step 7 must be done
over https scheme as well. If the HTMLS5 application is downloaded using
unsecure connection, i.e., plain http scheme, the requests to the SCS in step
5 and step 7 must be done over http scheme as well.

4. At one point, application logic of the HTML5 application requires that a digital
signature is needed.
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5. The browser makes an OPTIONS request to the SCS to discover whether
CORS type requests are allowed. This request may have been done also
earlier.

6. The SCS returns the CORS options allowing requests being made from the
current HTML5 application context (identified by Origin).

7. The HTMLS5 application makes a signature creation request.
8. The SCS queries local crypto API for all available end entity certificates.
9. The Crypto API returns all available end entity certificates.

10. The SCS pre-filters the end entity certificate list if signature creation request
contained filters (selectors based on issuer name, authority key identifier or
required key usage parameters). Additionally, the SCS may locally validate
the end entity certificates, and filter out the ones that are not valid.

11. The SCS presents the end user with a list of (pre-filtered) end entity certificate
list.

12. The end user selects one of the listed certificates.
13. The selected certificate is returned to the SCS.

14. The SCS checks the selected certificate whether it belongs to the signing
purposes category or to the authentication purposes category. If the
certificate belongs to the authentication purposes category, the signature
creation request must in the form of challenge request. Ifitis not, the SCS
will show a notification the end user that the signature creation request is not
acceptable, and stops processing the request.

15. The SCS initiates the digital signature generation with the private key
associated with the selected certificate and with given signature parameters
received in the signature creation request.

16. Crypto API requests end user to give authorization to the usage of the
selected private key.

17. End user enters the authorization data (e.g., PIN code).

18. Authorization data is returned to the Crypto API. If it was correct, the crypto
API generates the signature.

19. Signature is returned to the SCS.

20. The SCS generates the signature creation response (with the signature,
signature algorithm, and the certificate chain of the selected end entity
certificate) and returns it to the HTML5 application.

21. The HTML5 application processes the signature including validating the
certificate chain of the used end entity certificate (e.g., validity and revocation
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status). The validation can also be done by the origin server (not depicted
here).

Variations possibilities:

e After step 4, the HTML5 application may scan through the https ports that are
listed in Base profile (section 4.1), and automatically detect the port that is
being used by the SCS.

e Before showing the end user the certificate list for certificate selection, the
SCS could show a natification what is being signed, i.e., show the actual data
that is being signed. However, if data is not textual (e.g., XML signature
element, or plain binary data), the end user might get confused by this
notification.

2.3 Server certificate

In order for SCS to use https based scheme to communicate with browsers, it must
generate a local key pair and a server certificate that needs to be imported to the
devices trusted certificate store. The browser that wishes to use SCS must then use
that trusted certificate store when validating server certificates.

Upon installation of the SCS to the target device, it SHALL generate two key pairs,
one for the local root certificate that is going to be used sign the server certificate.
After the certificates have been generated, the SCS SHALL delete the key pair of the
root certificate, and store the key pair of the server certificate securely. The
certificate chain, i.e., the root certificate and the server certificate SHALL be imported
to the trusted certificate store of the target environment, or any other certificate store
that the web browsers in the device are using.

The key pairs and the certificates have the following requirements:
e The key pairs SHALL be at least 2048 bits in the case of RSA key pair.
e The server certificate SHALL have the following attributes:

o The SubjectDN parameter SHALL include CommonName attribute
containing “127.0.0.1”.

o The certificate SHALL contain SubjectAltName extension with at least
following attributes:

= extension is not critical,
=  dNSName: “localhost”, and
= jPAddress: “127.0.0.1".

o The certificate SHALL contain KeyUsage extension with following
attributes:

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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= extension is critical,
» digitalSignature key usage, and
» keyEncipherment key usage.

o The certificate SHALL contain ExtendedKeyUsage extension with at
least following attributes:

= extension is not critical, and
= serverAuth key usage.

e Additionally, the certificate SHALL include any attributes that are specified in
[PKIX] and [HTTPS].

e The SCS SHALL generate a self-signed root certificate from which the server
certificate is issued. The root certificate SHALL contain attributes as specified
in [PKIX].

2.4 CORS preflight check

A browser that supports CORS will do a preflight check to see if a CORS request is
allowed to be sent to the SCS. This is done by sending an OPTIONS request to the
web server indicating the Origin of the requesting HTML5 application, and the
allowed request methods and headers. An example of such request is below.

OPTIONS /sign HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Access-Control-Request-Method: POST
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Access-Control-Request-Headers: accept, content-type
Accept: */*
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;qg=0.2

As a response, the SCS should send an HTTP response back with specified CORS
headers. An example of such a response is below.

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Server: SCS 1.2 (2021-12-01)
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headers: Accept, Content-Type
Access-Control-Max-Age: 3600
Access-Control-Allow-Origin: *

Accept: application/json, */*
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‘Date: Wed, 04 Jun 2017 07:38:01 GMT

2.5 Version check

251

252

Request

The HTMLS5 application checks the version of the SCS as well as discover the
supported mechanisms, and availability of the SCS by sending an XMLHttpRequest
to the SCS.

HTTP parameters:
e HTTP-Method: GET
¢ Request-URI: /version

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1
and CORS specifications.

Example HTTP request for version check.

GET /version HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

Response

The SCS responses to the version check request by sending version check
response.

HTTP protocol parameters:
e Status-Code: 200
e Content-Type: application/json

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1
and CORS specifications.

Version check response:
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version (string, mandatory): the version of the specification the SCS
supports. For this specification the value is "1.2".

o httpMethods (string, mandatory): the allowed HTTP methods for signature
creation request. The value for this specification is "GET, POST".

e contentTypes (string, mandatory): the supported data types supported by the
SCS. The value for this specification is "data, digest".

e signatureTypes (string, mandatory): the supported signature types supported
by the SCS. The value for this specification is

o "signature,signature-plain,cms,cms-pades”.
o signature given data
= If used key type is RSA, raw operation result is returned

» |f used key type is ECC, signature is ASN.1 DER encoded
response if R and S integers as follows:

¢ SEQUENCE {INTEGER =R, INTEGER =S}
o signature-plain
» |f used key type is RSA, operation is compliant with ‘signature’

= |fkeytypeis ECC, R and S components are returned as
concatenated octet string: R || S

e Thelength of R and S are padded to the same byte
length as curve field length.

o cms; if given content is

= "data", cms structure becomes attached. Structure includes
plain text data together with digital signature

= "digest", cms structure becomes detached. Structure doesn’t
include signed data.

o cms-pades;
= Designed to be used for PDF signatures [PADES].
= Should be used in detached mode only.

e selectorAvailable (boolean, mandatory): determines whether the SCS
supports the selector functionality. Possible values are "true" or "false".

e hashAlgorithms (string, mandatory): the supported hash algorithms
supported by the SCS. The value for this specification is "SHA256, SHA384,
SHA512".
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e signatureAlgorithms (string, mandatory): the supported signature algorithms
supported by the SCS. Possible values are "™, "RSA", "RSASSA-PSS" and
"ECDSA".

o Example#1; if SCS contains only ECC keys, value is "ECDSA".

o Example#2; if SCS contains only RSA keys but doesn’t support
RSASSA-PSS padding, value is "RSA".

o Example#3; if SCS contains RSA and ECC keys and RSA key
supports PSS-padding, value is "RSA,RSASSA-PSS,ECDSA".

o Example#4; if there is no security token (like smart card) present,
value is empty; "

e applicationOIDs (string, optional): Display list of object identifiers introduced
in “EF(DIR) Discretionary ASN.1 data objects”. Currently used OIDs are listed
in the table below.

e The version check can be used by the client application to discover the
service, and validate that it is up and running.

Object Identifier Card type
1.2.246.517.4.2.2.1 IAS ECC token for org. usage (“Toimikortti”)

1.2.246.517.4.2.2.4 IAS ECC token for temp. usage (“Varakortti”)
1.2.246.517.4.2.3.1 IAS ECC token for healthcare (“Ammattikortti”)
1.2.246.517.4.2.3.2 IAS ECC token for healthcare (“Henkilostokortti”)
1.2.246.517.4.2.3.3 IAS ECC token for healthcare (“Toimijakortti”)
1.2.246.517.4.2.3.4 IAS ECC token for healthcare (“Varakortti”)
1.2.246.517.4.2.3.5 IAS ECC token for healthcare students (“Opiskelijakortti”)
1.2.246.517.4.2.4 VRK FINEID ID.me org. card

1.2.246.517.4.2.4.1 ID.me token for org. usage (“Toimikortti”)
1.2.246.517.4.2.4.4 ID.me token for temp. usage (“Varakortti”)
1.2.246.517.4.2.5 VRK FINEID ID.me sote card

1.2.246.517.4.2.5.1 ID.me token for healthcare (“Ammattikortti”)
1.2.246.517.4.2.5.2 ID.me token for healthcare (“Henkilostokortti”)
1.2.246.517.4.2.5.3 ID.me token for healthcare (“Toimijakortti”)
1.2.246.517.4.2.5.4 ID.me token for healthcare (“Varakortti”)

1.2.246.517.4.1 VRK FINEID S4-1 v1.1 Citizen elD card (1.12.1999-31.3.2003)
1.2.246.517.4.1.1 VRK FINEID S4-1-1 for KELA-FPA-SII (xx.xx.2000-31.12.2003)
1.2.246.517.4.1.2 VRK FINEID S4-1-2 v1.31 Citizen elD card (1.4.2003-->)

1.2.246.517.4.1.3 VRK FINEID S4-1-2 v1.31 Citizen elD card with sv-information (1.6.2004-->)
1.2.246.517.4.1.4 VRK FINEID S4-1 v3.0 Citizen elD card (1.1.2017-->)

1.2.246.517.4.1.5 VRK FINEID S4-1 v3.1 Citizen elD card (11.01.2021-->)

1.2.246.517.4.1.6 VRK FINEID S4-1 v3.2 Citizen elD card with ICAO-applet (03.08.2021-->)
1.2.246.517.4.1.7 DVV FINEID S4-1 v3.2 Citizen elD card with ICAO-applet (15.02.2023-->)
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Example HTTP response:

17 (39)

1.2

HTTP/1.1 200 OK
Content-Length: xx
Content-Type: application/json
Server: SCS 1.2 (2021-12-01)
Access-Control-Allow-Origin: *
Accept: application/json, */*

{

"version": "1.2",
"httpMethods": "GET, POST",

"selectorAvailable": true,

Date: Wed, 04 Jun 2017 07:35:16 GMT

"contentTypes": "data, digest",
"signatureTypes": "signature,cms,cms-pades",

"hashAlgorithms": "SHA256, SHA384,
"signatureAlgorithms": "RSA,RSASSA-PSS,ECDSA",
"applicationOIDs": "1.2.246.517.4.2.4.1,1.2.246.517.4.2.5.1"

2.6 Signature creation

2.6.1 Request (POST)

The HTMLS5 application makes a signature creation request by sending an

XMLHttpRequest to the SCS.
HTTP parameters:
e HTTP-Method: POST
¢ Request-URI: /sign

o Content-Type: application/json

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1

and CORS specifications.

Signature creation request parameters:

e version (string, optional) contains the version of the SCS specification version
that the HTML5 application expects the SCS to support (which for this version

is "1.2").

e selector (object, optional) contains the certificate selector parameters

o issuers (array, optional) a list of acceptable issuers of the end user
certificate in string format (e.g., "CN=Trusted CA, OU=Unit,
O=Organization, C=FI") or in ASN1/DER encoded form as it is present
in the end user certificate (i.e., the issuer field in the end user
certificate [PKIX]) in which case the format is “base64:<ASN1/DER
encoded issuer field as it is present in the end user certificate in

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)
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base64 encoded format>". Values are case sensitive. If specified, the
end user certificate MUST have one the listed issuers as the issuer.

It is recommended to pre-filter the certificate list using the “akis” array
field instead of the “issuers” array field.

o akis (array, optional) a list of authority key identifiers of acceptable
issuers in base64 format (key identifier is the content of the
“keyldentifier” field in the AuthorityKeyldentifier extension in the end
user certificate as specified in chapter 4.2.1.1 [PKIX], i.e., either the
SHA-1 hash of the authority certificate’s public key or 60 least
significant bits of this hash preceded by ‘0100’ bits as specified in
chapter 4.2.1.2 in [PKIX]). Values are case sensitive. If specified, the
end user certificate MUST have one of the listed keyldentifiers present
in the AuthorityKeyldentifier extension.

o keyusages (array, optional) a list of required keyusages as they are
listed in KeyUsage extension ("digitalSignature”, "nonRepudiation”,
"dataEncipherment”, "decipherOnly", "encipherOnly", "keyAgreement",
"keyEncipherment", "keyCertSign", "crlSign"). Values are case
insensitive. If specified, the end user certificate MUST have all the

listed key usages present in the KeyUsage extension.

o keyalgorithms (array, optional) a list of acceptable key algorithm of
the end user certificate ("rsa", "ec"). Values are case insensitive. If
specified, the end user certificate SHOULD have one of the listed key
algorithms as type of the subject public key in the end user certificate.

o strictKeyPolicy (Boolean, optional). This selector is used with
together with keyalgorithms. If the value is true, selected end user
certificate MUST have one of the listed key algorithms as type of the
subject public key in the end user certificate.

e content (string, mandatory) contains the data to be signed that is base64
encoded.

e contentType (string, optional) specifies the type of the data field. Default is
"data". Options for type are "data" meaning that the data field contains the
data that should be signed, and "digest" meaning that the data field contains
the digest of the data that should be signed. Supported values are "data" and
"digest".

o For authentication purposes, contentType must be “data”, “digest” is
not allowed.

o For signing purposes, contentType can be either “data” or “digest”.

e hashAlgorithm (string, optional) specifies the requested signature algorithm.
Default is "SHA256" indicating "SHA256withRSA" signature with RSA keys,
and "SHA256withECDSA" signature with EC keys. Supported values are
"SHA256", "SHA384", and "SHA512".
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NOTE: If the contentType parameter value is "digest", the data parameter
must contain a digest calculated using the digest algorithm indicated
in the algorithm parameter.

e signatureAlgorithm (string, optional) specifies the requested signature
algorithm. Supported values are “RSA”, “RSASSA-PSS” and “ECDSA”.
Default algorithm is “RSA” or “ECDSA” depending on used key type.

o “RSA” stands for RSASSA-PKCS1-v1_5 signatures [PKCS1]

o “RSASSA-PSS” stands for PKCS#1 v2.1 padding scheme that is
suggested to be used with new implementations
“ECDSA” for EC keys [ECDSA].

e signatureType (string, optional) specifies the requested signature format.
Supported values are "signature”, “cms” and “cms-pades”.

o Default is "signature” indicating plain raw signature

o Value “cms” indicates that signature is based in CMS signature format
[CMS].

» The signed data is included (attached) to the CMS signature
when contentType is “data” or

» signed data is excluded (detached) from the CMS signature
when contentType is “digest”. See CMS content profile in
section 4.

o Value “cms-pades” indicates that signature is based on CMS signature
format with exact attributes defined in ETSI standard for Advanced
Electronic Signatures [PADES].

» This signature type should be used with “digest” (detached)
contentType only.

Example HTTP POST request of signature creation request:

POST /sign HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Content-Length: 155
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Content-Type: application/json
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

{

"version": "1.2",
"selector": {
"issuers: [
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"CN=VRK CA for Qualified Certificates, ..., C=FI",
"CN=VRK CA for Qualified Certificates - G2, ..., C=FI"
1,
"keyusages": [
"nonrepudiation"
]
}s
"content": "VGhpcyBpcyB0aGUgZGFO0YSBObyBiZSBzaWduzWQuLid="",
"contentType": "data",
"hashAlgorithm": "SHA256",
"signatureType": "signature"
}

2.6.2 Request (GET)

The HTMLS5 application may send the signature creation request also using GET
method. The HTTP protocol and request parameters are the same as with POST
method with following exceptions:

HTTP parameters:
¢ Request-Method: GET
Sighature creation request parameters:
e selector functionality is not supported with GET method.

Example HTTP GET request of sighature creation request:

GET
/sign?content=VGhpc...QulLi4=&hashAlgorithm=SHA256&contentType=digest
HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

2.6.3 Response

The SCS responses to the signature creation request by sending the signature
creation response.

HTTP protocol parameters:

- Status-Code: 200
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Content-Type: application/json

Other HTTP parameters are filled in as specified by HTTP/1.1 and CORS
specifications.

Signature creation response:

version (string, mandatory) contains the version of the SCS specification
version that the SCS supports (which for this version is "1.2").

status (string, mandatory) indicates whether the signature creation operation
was successful.

o "ok"indicates that the operation was successful,
o "failed" indicates that the operation failed.

reasonCode (integer, mandatory) gives the reason code of the response
status. Possible values are listed in section O.

reasonText (string, mandatory) gives textual description of the reason code.

signature (string, optional) contains the digital signature that is base64
encoded. Present if signature creation operation was successful.

signatureType (string, optional) contains the type of the signature.
Supported values are "signature”, “cms” and “cms-pades”. Present if
signature creation operation was successful.

signatureAlgorithm (string, optional) contains the format of the digital
signature. Supported values are:

o "SHA256withRSA"

o "SHA384withRSA"

o "SHA512withRSA"

o "SHA256withRSASSA-PSS"

o "SHA384withRSASSA-PSS"

o "SHA512withRSASSA-PSS"

o "SHA256withECDSA"

o "SHA384withECDSA"

o "SHA512withECDSA"

o Not present or empty value if operation failed

chain (array, optional) contains the certificate chain of the end user certificate.
The end user certificate is at index 0. All certificates are base64 encoded.

DIGITAL AND POPULATION
DATA SERVICES AGENCY
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Present if signature creation operation was successful. The chain may be
incomplete and contain only the end user certificate.

Example HTTP response of signature creation response:

HTTP/1.1 200 OK

Content-Length: 5858

Content-Type: application/json
Server: SCS 1.2 (2021-21-01)
Access-Control-Allow-Origin: *
Accept: application/json, */*

Date: Wed, 04 Jun 2017 07:38:16 GMT

"version": "1.2",

"signatureAlgorithm": "SHA256withRSA",

"signatureType": "signature",

"signature":
"eHF10XKD62+KTSUb3GPNMhYumwjtL. . .EVvvo++k+fzDK41nvK51AZSkA=="",
"chain": [

"MIIGADCCBOigAwWIBAgIEBfetjDA...iLniyk0O+r5aasoF7TY9n4tpMiWimg=="",
"MIIFcDCCBFigAwIBAgIDAJLDMAO. . . fBVhROQzKoDAk1DPtglgOADYfLg==",
"MITEH]jCCAwagAwIBAgIDAdTAMAO. ..lEtXfFCfvI9DA8MeVIUfa2pTH6Tk=""

1,

"status": "ok",

"reasonCode": 200,

"reasonText":"Signature generated"
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2.7 Transactions
Transactions are designed to fulfill following requirements:
1) Allow SCS to see who is requesting signature
2) Protect communication between SCS and server

3) Allow server to query certificate from SCS before server composes actual
signature request.

Message protection is based on signed and encrypted Json Web Tokens [JWT]. First
two “begin transaction” messages are signed (JWS) messages, followed by two
“execute transaction” messages that are encrypted according JWE.

Message payload follows this specification.

Server Browser SCS 1 2
requesting GORS > BeginTrosacion
signature 1 ) it seiacor oy o g o
Page that contains 7 Se|ect
Compose T WS 1 “Begin Transaction” Certificate
" n ” " > Response with certificate chain
JWS I 2) JWS signed with client ECDHE key Dialog
Response that contains
Validate ,W‘ selected certificate
certificate == 1
(CRL/OCSP), Continue transaction;
c;mspose q Page gwa; cuntdeuns 3 ) REQEU:.:E:;;;\QS;‘J‘\J/?E\’::\?;;;Z‘:;‘:ddkv:{/usa
“toBe! igne ” "toBeSigned” With signature type definition
» "JWE” >
Decrypt PIN Dialog
encrypted
Json Web Response with the signature N
Token (JWE) Encrypted response 4) Encrypted JWE with exchanged key Card Operatlon
ith the signature
and handle " JWE” " "
the SCS L
composed
signature

2.7.1 Begin transaction

“Begin transaction”-phase allows the SCS user to confirm from where the signature
request was generated. Also, during this phase server and client executes key
exchange routine, that is used to encrypt messages in the “execute transaction”-
phase in the way that only client and server can decrypt transmitted data.

Begin transaction messages are composed as follows:
1) server generates ephemeral EC keypair (ECDHE)

2) server composes payload JSON message that contains following claims;
version, selector, contentType, hashAlgorithm, signatureType, content,
serverKey, serverCert claims are used in this phase.
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e version, selector, contentType, hashAlgorithm, signatureAlgorithm and
sighatureType are encoded as defined in the chapter 2.6.1.

e serverKey string object (generated ephemeral EC keypair) should be
encoded as follows;

o Value is base64 encoded public key according ANSI X9.62, chapter
6.4, Syntax for Public Keys [X9.62] and SEC 1, chapter C.3, Syntax for
Elliptic Curve Public Keys [SEC1].

» Suggested ECDHE curve type is secp256r1.

e content string object is UTF8 encoded string that will be displayed during
signature request.

e serverCert string object is base64 encoded binary array that contains DER
encoded server certificate. This certificate is used to validate JWS.

3) Server signs payload with its private key.

Example “Begin transaction” message:

POST /Sign HTTP/1.1

Host: localhost:53951

Connection: keep-alive

Content-Length: 2651

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45
Safari/537.36

Content-type: application/jwt

Accept: */*

Origin: http://127.0.0.1:53951

Referer: http://127.0.0.1:53951/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9,fi;g=0.8

eyAiYWxnIjogIlJdTMjU2IiwgImtpZCI6ICIGMEEORD1CQzMWMTAENUM3RDgwOENDND1BODkK5SRUI4QzU4NDMONZVGIiwgInR5cCI6ICIKVIQiIHO . eyA
1dmVyc21vbiI6ICIXLjIiLCALic2VsZWNOb3Ii0iB7ICJIJrZX1hbGdveml0aGlzIjogWyAicnNhIiwiZWMiIFO0sICJrZX11c2FnZXMiOiBbICJub25yZX
B12G1hdGlvbiIgXSBILCAic2VydmVyS2V5IjogIklGa3dFdl1IS29aSXpgMENBUV1JS29aSXpgMERBUNNEUWABRVJIOVVB5ZDh5djhTSk4VEBZCFIxd
kRyT2VXMEUzM1dhL2pRc1hnUXpRaXZNdi9dnWStnS25GUVZLNHAOT1VZWVRNTH16Yz1aYUlYaGhJcHkzTTESZDZRPTO01LCALic2VydmVyQ2VydCI6ICIN
SULFQORDQOF2Q2dBd01CQWAJISW1wY3AwcXhVZS9vdORRWUpLblpJaHZj TkFRRUXCUUF3VXpFTE1Ba0dBMVVFQOmMhNQlJra3hHekFaQmdOVkIJBblRFalo
XYW1sMGMzVWASbWx1YkdGdVpDQ1B1VEVUTUNVROEXVUVBeE11UmSWcWEFYUnpkUOJFYVdkcFUybG5iaUJINYjJ0aGIDQINiMjkwTFVOQk1CNFhEVE14TU
RreU56SXpOVGsxT1ZVvWERUTXhNRGt5T1RJek5UazFPVmI3VnpFTE1Ba0dBMVVEFOMhNQlJra3hHekFaQmdOVkIBb1lRFaloxYW1sMGMzVWdSbWx1YkdGd
VpDQ1B1VEVYTUNrROEXVUVBeE1pUmSWCWEYUnpkUOJFYVdkcFUybG5iaUJNY]jJOaGIDQkRaWEowYVdacFkyRjBaVENDQUVNJIdORRWUpLblpJaHZj TKER
RUJCUUFEZ2dFUEFEQONBUW9DZ2dFQkFMUEpMNNVEdX1jZGIxR11YW11RZ1BZamVySGVRAXZDem5UMm1 IdFFPVD11aWxISG5RT3haOUY2Vz13L24xXREV
IbW1RNjZoeEVITExHYXBzUXVUVUMxQXNORHBMKOU4dDEOMzJDbHIWZjZPd2tJaklgqZTIBYXYrR202VXRGZnVieU1nQ1lVOTi90V2FZTW11WitpNmFuY0
NOcUtBa3FQempDRDAhYXJVOTNESnpFYzBMTHAEWktHY21MN2IycVd2WTUOOVB5S0EWT0JicHRoeU4ySzJjMURQTOtWN1UZzcThUR)FOMWVyYY3M3MSszV
JJILdytGdUQyRDNXdzI3TV12ckx1MnF1SVJIiKOdFZFBOQVQ4aGNaSGVJIdmd6Z1cvUlZxV1dVOUFVIWDVIS2gzU3AxdXR1Z2DJIxa2Q2Wj ZPRUZMVO1uWmlK
UzhiQTVIMERpelpvandaUkV6b2NDQXdFQUFhTOIyekNCMKRBZEInT1ZIU1VFRmpBVUJInZ3JCZ0VGQ1FjREFRWULILA11CQlFVSEF3SXdEZ11EV1IwWUEF
RSCIOCQVFEQWAXZ01DVUdBMVVKRVFRZU1CeUNDV3h2WTJGc2FHOXpkSULIKTVRIMOxXgQXVNQzR4aHASLOFBQUINRUFHQONZROFRVUZCAOVCQkRRAO1gQOX
dCZ2dyQmdFRkJRY3dBb11rYUhSMGNEb3ZMMnh2WTJGc2 FHOXpkRG8XTXprMULTOXpjMnhwYzNOMVpPYSXVZMOowTUI4ROEXVWRJA1IFZTUJhQUZDdUkzS
EwS5WD1pVzdtZXgvNDIrR1hKOEFKkbTRNQjBHQTFVZERNUVACQIR3cES5tOE1CZ1Z240WdJekVtb211dU1XRUS IWHPpBTkJIna3Foa21lHOXcwQkFRc0ZBQUID
QVFFQU1IVDRpeXowcUd4Ymw0Y09DME4xR0JwaEhgqQVBXZDcxMzVPTGAnbzBNS3EzZNE1hOVZpeGd50HZ INDFCTUS53SktMZ11wc3Q0zaVAdvMVREV11tUnN
1YVA2SHA2TWNpanhQdGJIXMj ZSOHdxbFhnUnpxNCtvQVdtczhsRHpIbmpO0Llk2ako3MWJIhcld5aHVMRVNsOTFuRmh1lY0M4aVNPazF4S0J1eWxwZmlGMW
1PcXplQ21luclINOEs3ZzNiQkVRWUloWVZNeFB2UVgybm9EAC82YU5ucjJHTGNycER3MDFoc3Q5amR1VGhGRzZBaHVBMWhpcXFNRkkyajJxN1Z6dUMIM
OFFSTdPVWRUUORrTmFOeEhBK1V1WFBaTD1GZmRtQUNOaGt0Q1JWo0Y0ObmRIY21DOSInUTRRelJpdnptalpVeDcObEFiSV1SY2g5aUg4ZzNoeSswQ2ta
dz09IiB9.SDckvDg-hGOeU4NVEUtDkK45Y2K~

z1Pk1bBh47pCMWJJan_e6Z8Tpleu z9gPAjmuTZ32w3EZbAlOx4PLNKOG9332u24LvZ56ExtLOrvsEKh13yDAMXMCz4XhnuoRIFULb3oMlytbrsLvoZ
HD0423L, RHzFjhsfi20I1J423-P£6pI91GFXBQWLB5ypSMEVL—
ob45M25DFYoSunlcCTVggb5nwncltHXEBDKt4R7C6abfxY96GqdWekInnIZ4NWEONQLZibRgB6HKTNWIYNaGbOFS5fCH370HUyYzK1097eNuXSR—
51M2WqZVvvNP£fV1g42ZDbrPxnmUUHUCrxbZNF4w

JWS Header:
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"alg": "RS256",
"kid": "BCYCDE58A009D52BFA065FC2114E19188CDEDSBD",
lltyp " : " JWT "

JWS Payload:

{

"version": "1.2",
"selector": {
"keyalgorithms": [ "rsa","ec" ],
"keyusages": [ "nonrepudiation" ]
bo
"serverKey": "MFkwEwYHKoZIzj...",
"serverCert": "MIIECDCCAVCgAwI..."

Request is validated by SCS and it MUST ask user confirmation to continue.

e After confirmation, response is sent back to caller with SCS side ECDHE key
and certificate chain.

e transaction string object contains ephemeral ECDH public key of SCS side.

o Value is base64 encoded public key according ANSI X9.62, chapter
6.4, Syntax for Public Keys [X9.62] and SEC 1, chapter C.3, Syntax for
Elliptic Curve Public Keys [SEC1].

¢ chain (array, mandatory) contains the certificate chain of the end user
certificate. The end user certificate is at index 0. All certificates are base64
encoded.

Example response message:

HTTP/1.1 200 POST

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: http://127.0.0.1:53951
Content-Type: application/jwt

Content-Encoding: gzip

Host: localhost

Content-Length: 6601

eyAiYWxnTjogIkVDM3U2IiwgImtpZCI6ICI2MTCczZREI2RUU20ERBNRGM) YOMzVGM) U1RTMzQzJFMUT10TU2RUNBT iwgInR5cCT6ICIKVIQi THO . eyA
idmVyc21vbiI6ICIXL)IiLCAIdHIhbnNhY3Rpb2410iAiTUZrdOV3WUhLb1pJemowQOFRWU1Lb1lpJemowREFRYORRZOFFCO4weFMrZjNrSFBxay8rRk
NJR1FPSnNSRJYzQUN1cy81R1UrbEN]Z224U1J3SUSxc2ITWNCXTGI3U1pIZFIXWGCYMWEYd3NjeW52ajZ0d2 IwMmlpOHCcIPSIsICTjaGFpbiI6IFsgT
k1JSUhLekNDQ1JPZ0F3SUJIBZ01FQmd6R2XEQU5CZ2t xaGtpRz 1 3MEJBUTBGQURCNU1RC3dDUV1EV1FRROV3SkATVEVGTUNFROEXVUVDZ3dhVml GbGMz
UnZ3jbVZyYVhOMFpYSnBhM1Z6YTNWek1GUkZVMVE4RORBVOJINT 1 ZCQXNNRDFSbGMzUnBkbUZ5Y 1 dWAWRHVIMxKREVY TUNrROEXVUVBA3dpVmxKTEL1GUKZ
VMVENUTBFZ1ptOX1JR1JsYzNRZ1VIVn1jRz16W1hNZ0XxTQkhOREF1RncweE 9UQTFNakFA4TVRINELGTMFGAzB5TkRBeU1gVX INVFULT1Rs YUL IMHhDek
FKQMAOVkJIBWVRBa1pKTVEOdORBWURWUVFLREFWVWRXeHNhVEVTTUJBROEXVUVCUK1KT1RrNU1EUTVOe kV3TVEOdORBWURWUVEXREFWRVIVNUPVEKVVT
UJJROEXVUVCQXAMU2XWV1ZFbE1RVWxPU1U0eEpEQW1CZ05SWQKFNTUCWCFZWV1 JKVEVGS1RrVk 9JRVIGVGE SVE1EazVPVEEWT 1R eE1EQONBYU1 3RFFZ
SktviWk1odmNOQVFFQkJRQURNZ0JQQURDQOFZb0NNZ0dCQULoWUOWVTINze1V2aURvbi 9STHFEAWAITG92T2Nj czhoaGJGOHApS1JSe i OMSHBWWTRZ czZN
2SXVEMN NGZ 6MWhMZ zMwaGtaRDUWWHhpY 3FTOTJIXQ1Z rbXdWNm5Y ZWk 2bkp 6aE5 JATdBeVgrzm5aeGAIQ1 JwZH1 rY3h1VidjeEJJaTRSWG5SECHBr ZF
ViSnzidkY1UmFYa2xKeHBua2dDVW5NSzJhU1FYQ21DaDAvb]NmMRERXM2 93 QkVCaHBKOHPRK3JTQOdkcUdidXB1Z%0d3RU4ZzY 3pTWGIMTnIPOXFMMVVSM

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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WRNQXNgGNENrMFBLOU9pY202bnhnR0x1iZmo5Zjh5RG5FVMZJYUdhUGLhVEISNSsxRkFsZVRzTVQ4WVNZQWMyNON3RmNIaGRkMDFwTHFi0GpzRGg5TUFz
MWg5MnF0bUxHQ2UyWHdUazRxbjESNGFJREN3bmd12U95d2tSYkF4bEdndjdtWG1sMTNpLOVIamp6MINVWU1Ub1BmZVY3SV1uRk15dTV6dHYWQ3g521N
yaUNwb3dNLOErUjVBSTBDV1VQeEFSTTNGUGN2bjA5cHcydndFY1VrT]jZ1amRCUG80W]jV5KOhRYmtWeHcxckNTeXdjVOdxVXFQMFFoVFZNZDRPaXJjWk
VodlFkeTNPTmZXRUA5Y3FUMkg4amY3WnB3NVYxUU1EQVFBOmM80SUNOVENDQWpFAOh3WURWUjBgQkJInd0ZvQVVQWnFqdGZnVkV1OFJI5dXZIWEUyVGAMT
EhQOEV3SFFZRFZSME9CQ11FRkxGa3d4TGMzZX1FZThiM1EXNnBzWUx1icFQ1ZU1BNEdBMVVkKkRHAFQi 93UUVBA01HUURDQNPpnWURWUjBnQk1IR01JSERN
SUhBOmMdvcWdYYUVCV01LZ1VzQk1JR3hNQ2NHQONZROFRVUZCA01CRMhO0b2RIUNdPaTh2ZDNkMOxtWnBibVZwWkM1bWEFTOWpjSE01T1M4d2dZVUdDQ3N
HQVFVRkJ3SUNNSGthZDFaaGNtMWxibTVsY0c5c2FYUnBhV3RyWVNCAmIpOnpZV0YwWVhacGIJHeGhJQzBnUTJWeWRHbG1hV3RoZENCA2IyeHBZM2 tnWm
1sdWJuTWAMUOJEW1hKMGFXWnBZMkYWW1NCd2IyeHBZM2tnYVhNZ11YWmhhV3hoWW1l4bE1HaDBkSEE2THk5M2QzY3VabWx1Wldsa0xtWnBMMkS3Y3prN
U1DVUdBMVVkRVFRZU1CeUJHbVJIsYmlsekxtcDFkWFIJwYkdGcGItVnVRSFIXYkd4cExtWnBNQThHQTFVZEV3RUIVA1FGTUFNQkFRQXdAOd11EV1IwZkJE
0XdMakFzbONxZ0tJWW1hSFIwYORvdkwzQOnliM2glTGlacGJtVnBaQzVtYVMS5amNtd3ZkbkpyZEhBMF15NWpjbXd3YmdZSUt 3WUJCUVVIQVFFRV1gOmd
NREFHQONzROFRVUZCekFDaGlSb2RIUndPaTh2Y0OhKdmVIa3VabWx1Wldsa0xtWnBMMk50TDNaeWEzUndOQzVqY25Rd0xBWULLd11CQ1FVSE1BROAJR2
gwZEhBNkx50XZZM053ZEdWemRDNW1hVzVsYVdRdVpta3ZkbkpyZEhBME1DMEADQ3NHQVEVRkJ3RURCQOV3SHPBSUJINWUVBSTVHQVFFAOV3WUACQUNPU
mdFR01Ba0dCd1FBamt ZQkJnRXAEUV1KS29aSWh2Y05BUUVOQ1FBRGANSUJBRDcrVOFhdjNXZkRZMk4zV01pWHRNcFN3bUUvYUhZUOhCc2tVKyttSzVV
azNCMWRENFdHYStrdTFocTNXdktOUTZQdHRHCTAXY0dXcGRVNENWOGhwWUNRS2NUSMV2WV1vYz1Xa040WkQ2RWS5 jRkove IMWMC 9] T1pSUWx3SXhkbzV
FbX1ZaWNXeUFOZktgMT1QTGXWYjZFTHFLUkcxdmxFSW1wQOpyUmdGUGNKaitDdldzeFoxZDhOMDJuS2FqbUdwRzQ0OM3g3SjdvTHhYT1dPZ0JTN1JzVT
I2MkNkbjlPS2t5S3BnNW1YaXA0UHIneVBJIS]jZjY28wcF13RCsyenFwYml1dORHM1FMROdpK1k1VDUxQzJ2THZnbEZsS0txKzJLOM05Z21JYL2VoR044U
2hgN2VvdjFNZVBBRTd2bnRNQ2EOR1kyaD1oN1UyNitaNmNSUW11WU1lsTSt4cWlueHowLOxpa2RScHUORORYN]JiUUd4UDVCNDJPVX1TbH1 6TWVRTHNL
bOw3TkhPdHIOS1JWYUZENHFWNJVQSX1XNTJTUWIOWmxUSFJIxUINoR1BVRW40YmZXUD1vaDROR1JrMHVLY0ZMckl10RXBpeHVRcis4ZV1ECG1 rMWRNSTB
yczQyUWVsVDBnOngyQTkvYVVHNnZWcXFaenBPTnpaTE 9KOUpFSGxtQVN1K1IVUFNQAHBMMUtzYX13WnVwcUpXeEdZTnZ0aXZYc1IN6Tks1Ui9pa3laTm
taMG1lEUnRxYkZra0Q4anBPbUk1YTJ4ZGN6STBmNzA3cnhKTG1YOFRENUN]Lzdgdjk2K3pxU2pzbWoyenNRa210ZmxaL09PcmNTZ3plYzU40UczVytéa
1ZCdmtTb0h4MW1MdGhDM2phNOVPRVY3L3RBLzZR2bWRVYKkM5S0ULiLCINSULIZXpDQOJXT2dBd01CQWAJREEXAGPNQTBHQ1INXRINJY jNEUUVCRFEFVQU1J
R11NUXN3Q1FZRFZRUUdFdOpHU1RFak1DRUdABMVVFQ2d3YVZtRmxjM1J2Y21WcmFYTjBaWEpwYTJIJWemEzVnpJR1JIGVTFReEtUQW5CZ05WQkFzTULFTmx
jblJwiWmlsallYUnBiMjRnUVhWMGFHOX1hWFI1SUZObGNuWNBZM1Z6TVJIrd0Z3WURWUVFMREJCV11YSnRaVzV1W1lhCaGIIWmxiSFYwTVIOdOhBWURWUV
FEREJWV1Vrc2dWRVZUVKNCU2IyOTBJRUSCSUMwZ1J6SXdIaGNOTVRNd01gQTVNVEF3TmpJIMFdoY05Nemd4 TURFA01UQXdOakkwV2pCNU1Rc3dDUVIEV
1FRROV3SkdTVEVQTUNFROEXVUVDZ3dhVm1GbGMzUnZ jbVZyYVhOMFpYSnBhM1Z6YTNWek1GUkZVMVF4RORBVOJInT1ZCOXNNRDFSbGMzUnBkbUZ5Y1dW
dWRHVmMxKREVYyTUNrROExVUVBd3dpVmxKTE1GUkZVMVFNUTBFZ1ptOX1JR1JsYzZNRZ1VIVnljRz16W1hNZ0xTQkhORENDQW1JdORRWUpLblpJaHZjTkKE
RRUJCUUFEZ2dJUEFEQONBZ29DZ2dJQkFNYUNORXJBaSt ZYW5wM2pZeHBFAUtCA0JrZWYwek9LSGI5czhtM3N2SWQ3aXU2eHBWb31jUTBrR2wlTUXYSW
PSAUNOTWhRbkEvcFdZbjczLzRnd3pRMFpXdkwzbjNIaWptcUdlaDFraHNXSE1DZD15Q2pVROFNT2MweXdsc25QNzhvcEhwakNDT3JqYkkzZGtVQkRub
VEVY1INGUG95SG4wQ1lIyRitjaDN1bUpWZGRuc29Way9FSkl5ejZ0NmFtcUkzVVVrMGInY0VgakU2SEM1aDVVOHFHVEFsVzBLOzFRanRZOnRtV1c4MWVh
czZKMU4xaHp6M1JWWHZmc09ZbjF3eUFZQi 9DYMES5Zkk2MEE2TXZGcWgvbUJXc1hXblgzL3JwdzgzWIMwTmEMW1cvVGV1Z0hhdStjaVR1cGxPRGE2eHp
zVUEreFhWeW4 zWkwvcUN2WnBnV1djek420FpOMzY5SGRDMSs3ZWE3Uz IzYXkxb2t 5MWInbj1VaEVCNGlyRnpFcjJjS09ZWEhITEFELUhOR1 1nRUkxa0
VoUmVBbFRNNGZKbm5kZ0dZRGMrRCs5aFJiK1R2dHMyWGRxdVVndnJtNVczbnNXOTRpbTRNYWAJd2pQZHZpc1hMSDM2MTk2Rk01W1llaWExzaTdQQkd5a
kczQ2dMOmpZWVZQaDZHKzJkSHBrd0x6bFJ4UTRnczBlaEkOL1B2TzNTb05vMzISNE9aQUsyS3RxUzM2ZWlaakFEK1RJaWJtbFNhbXhYOXhHMkYyZTJIX
Z11JNXkONmcvNONXaldIR3pCMWJablMlaEhoM2tvMDZTalNMM1VQRS 9tL2pYOEZvc2FXbE1ocDIJIMGx2R1RmckxYeDhKbWxjWCtramlDd1F2MDcwb3F
yZmtDZUNxMVh6cno3ZEdvWEFNTUJBQUAgZ2dIcUlJSUI1akFmOmdOVkhTTUVHREFXZ0JTR1BhRGGvTEVKS1itUYXZSKOdpMEFHY 2t JS2dUQWRCZOSWSE
EORUZnUVVQWNFqdGZnVkV1OFJ5dXZ IWEUyVGAMTEhQOEV3RGAZRFZ SMFBBUUgVQkFRREFNRUANSUhPQMAOVKkhTQUVNnY113Z2NNd2djQUdDaXFCZGIRR
113cUJTUUV3Z2JFd2dZVUdDQ3NHQVFVRkJI3SUNNSGthZDFaaGNtMWxibTVsY0c5c2FYUnBhV3RyWVNCAmIpQnpZV0YwWVhacGIHeGhdQzBnUTJWeWRH
bG1hV3RoZENCd2IyeHBZM2tnWmlsdWJuTWAMUOJEW1hKMGFXWnBZMkYWW1INCd2IyeHBZM2tnYVhNZ11YWmhhV3hoWW1l4bE1HaDBkSEE2THk5M2QzY3V
abWx1WldsaO0xtWnBMMk53Y3prNU1DY0dDQ3NHQVEFVRkJI3SUJGaHRVZEhSdO09pOHZkM2QzTGlacGItVnBaQzVtYVM5amNITTVPUZzh3RWAZRFZSMFRBUU
gvQkFnd0JnRUIVAO1CQURBNUJNT1ZIUJhFTWpBd01DNmdMS0FxaGlob2RIUNdPaTh2Y0hKdmVIa3VabWx1Wldsa0xtWnBMMkZ5YkMSMmMNtdDBaWE4wT
W1FdVkzSnNNSFFHQONzZROFRVUZCAOVCQkdnd1pgQXZCZ2dyQmdFRkJRY 3dBWV1qYUhSMGNEbL3ZMMj 1Y ZNCMFpPY T3 BMbVpwYmlWcFpDNW1hUzkyY210
MFpYTjBNbU13TXdZSUt3WUJCUVVITUFLROoyaDBkKkSEE2THk5d2NtOTR1UzVtYVcl1bGFXUXVabWt2WTJFdmRuSnJkR1Z6ZERKakxtTnl1kREFOQmdrciwh
raUc5dzBCQVEWRkKFBTONBZO0VBRkhpODVURNFOV1I4bWICREdhcEXMUJRMRIEOAWIS5eWxBQ1JESHBKYXAYTGZTOHAXTEIyRmtoRGFzdnFITERpWUNaaE
huWkFydOhpaEpCcmlVbGFPY2ZjaHd5WkxYSNNFAERSCWRNATBjTU9sYkt1QU9uZkFsdnU2SnFybXdtemhOTnNINTJhME1obFA3TDVRA30yU3VpWkJLR
UO0ONnB5VXIyU3JaTVAzZGOOWWNXQ1i91UUpoMGtNbS95TWOwbEPpOMmM4 5RO0owUD1KTUt1elN1YmNVbOMycFFyeUhZaEl1TcTVaSDI4ZFY5SkNyN1EvbnZN
eForY3cyaFJzY1RtdS9mY1k3bXIxNm5mQXNiaHM4TihnQ21EWjArUEpXZE9ydHowzZDJvaGt 6VnhZR1IhFTTARSJM2aEhKNS9ja005TGFsdi 9iTzhUUmE
HM2h1RFJPT11STjFOdnFFRXYrazFmYmdEZVAJOHdMcD14ZmhOZVBS5cTVjRmpWczFtRXV4VkxSSFEWOGxXDQ21IcG14bUsxKOg2REJSTVREMGI1VU9tMz
FpRNFMOXQ4VFJGeGhBelBuY1JQONXZwcjBYWDAZTEt1YUJ5VMNIR1IFGemZMUHZLAEX6T3JZRy81Z01Kb1FaU3hyU0JImVVZwbis2Uml3aytKM]jF1lbUdsN
2FzdHkxNFc5UzBRSVFJTJNEdH1hbTdXdGtGYVEWOW1uZFZ4bGNKTGVPZ JRITWs riWWp5Unh4Ym44L3FtNjkva0ZyVINZVKkhGRES5SVHpOM2d1a2NSWCtp
ckFoRVZzRnJWUW1CQTRieHpt ZWVIOEcO0Y0p3Y0dzS30ovZG93eEozQnVWM]FNcExIRzZZUjZtdEl1YVWJaeHpzamRIb3RvaHRaeG1KNm4 yeTVuUXRHVzd
FN1dKanlSTnhRYJjA9IiwiTUlJROVgQONBL3FnNQXdJQkFnSURBMXRNTUEWRONTcUATSWIzZRFFFQkRRVUFNSUdZTVEzdONRWURWUVFHRXdKR1INURWPNQO
VHQTFVRUNNd2FWbUZsYzNSdmNtVnJhWE4wW1lhKcGEyVnphM1Z6SUZSR1UXUXhLVEFuQmdOVkJBcO01JRUS5sY25ScFptbGpZWFJwYjI0Z1FYViBhRz15Y
VhSNU1GTmxjblpwWTJWek1lSa3dGd1l1EVIFRTERCQ1dZWEpOWlcldVpYQOmhiSFpsYkhWME1SNHAIQV1EV1IFRRERCV1dVa3NnVkVWVFZDQ1NiMjkwSUVO
Qk1DMGdSek13SGhjTk1UY3hNREV4TVRBA016TX1XaGNOTXpneE1ERXhNVEF3TXpNeVdqQ0JtREVMTUFrROEXVUVCaE1DUmtreEl 6QWhCZ05WQkFvTUd
sWmhaWE4wY jNKbGEybHpkR1Z5YVA0bGMydDFjeUJVU1Z0VU1Ta3dKd11EV1FRTERDQkRaWEowYVdacFkyRjBhVz11SUVGMWRHaHZ joWwwZVNCVEPYSJ
JhV05sY3pFWk1CYOdBMVVFQ3d3UVZtRnlivV1Z1YmlWd1l1XeDJaV3gxZERFZU1CdOdBMVVFQXd3V1ZsSkxJR1IJGVTFRZ1VtOXZkQOJEUVNBAELFY31NS
UlDSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQWc4QU1JSUNDZ 0t DOQWAFQXBkMX1HZ2g5NmNtRD1LVn1PclBEMMVSaWM4NjBLRmp0S1ZHQ3hZNXA2MTNO
dy90cHgONn1uSFNBMHpaQWtCdzFyUkFaMTgvTUNVZnE4K11rWVEXTT1ZbjJvRFpkeHJ1UHV20Fk3L2g1TGI9wZGdKQWtaODRNRHB1ZjEXZEpKLDR1ZWh
40ENZWFJ5Mkcve jM3dUV6QnVWTHOo2U3J1Qz 1mbGRmRXdyckFaR2YyTzVRAmZCTkFEMVFaMUhaYTQvamFueCtMUzNmVjI5dFRQa2 90SDJUOWIWSWE2TW
pOYVh1YTUOdlYveng4c3JwNkxZaC9DZUF1THg3M3pFMHFQUUAFS1NmZEJBaGpMdUNve TNoemo5U3d6VG100XpwS0VsR21BZXh30HV1U255SXBxb0ZGN
JZ2d3k0KzczOVQ1VE1QSnhkUmQOdnErcXBKUO1pNU5IbzZDZk5TVnpBeHVLbjVCTW81SXF4aFdrT1d6Z1itKSFE1dkVLQzIxamNpZzVOcGI5U1JrUDJL
T2xgRDVTbzZ2UEJkZTE3V2puRES5nYktTODBMQ] VrK3ZkU2pxYVVGbGAMMmMV4 SWRBUXEWDES52ZENXRVVhS2Qwd1RHL1dvOXU2RWVNMGNveHZwbGNMbW5
0Y1cwSSIKWTZhUWUOVE41NC91Z01vYKFFVVAhMTZ5ZJRTUOIvbzVCNXJYOCtJdnhmeTZaT3Y10mdTRkc1Ky9aT1Q4NHhMQOkJiQzZhcjNERDFrNTglUV
hOcmk3cjRLL1IZRWHUVAMR2UHUXUVhwT2xDcGXxWKO0xkV2dVZG50dW1ImTE45Q0VzW1Rxel1FYSXpUNzhaK2dQREpoVWISWi 9VQOWo3UCtQYmxmaDht ZHhrS
Gc4TU1BCENJaFNPVUJOULIRVQO0rK3d0OWswOHIxcU100TZFQOF3RUFBYUS5QTUdFAOh3WURWUjBgQkJInd0ZvQVVoVDINNGZ5eENTZmsycjBmaG90QUJIu
SkNDbOV3SFFZRFZSME9CQ11FRk1VOWIPSDhzUWtuNU5x0Ug0YUxRQVPSUWdxQk1BNEABMVVKRHAFQ1 93UUVBA01COmpBUEJNT1ZIUk1CQWY4RUJUQUR
BUUgVTUEWRONTcUdTSWIZRFFFQkRRVUFBNE1DQVFBVHREQzBYbOgvWTZyZ1RVRHBXUHIYREtvZ3JsWHZjcTZallZxajJEWkSRTGMXREp 5SUHADSKkRVOW
tKaEIyOVdlYmE2cj1lGZkFHADR] SOhwMnJaNXFYYWdYMnNNOSWAEJATZ0d3pBeXFCeC9IM2JUbWhTYWpQemJvV1ZyWlpwaGpldTYwaORsaGZZzVTZDOGxJO
VdqVHpjVGNyY1pOd2V1bUpZeVpmOHInb2V6YX1PemZNZk1nViNFbkdIRWIBRUZ5T0Q1bz1SZkg0SnMwVXdxaHdhUWVkL2syTmNyTzZPS3VwSmp4cESp
cDdWMS8rMO1BNWZsc2k1lcFM5Vmg0ZWIRAXFLRzhjWXJhWHB3Qz JKWXgyblZCU3ZDTVEFvVQTBCRks4MW1VVXVDeWdCZGwzaUE3RFFCNzJ4Uk1KUZFVS1F
IemZkRDJOWT1WVzJHeUS5JOXBNb2NBT1JVWFF1ZWAES1itpbFh2WGRzOUhMd21qUFV3TzR5bVpxZUFNnSTZ1UVIMQOXNjbUS0MTNwSjJOYkKZYVXhhRW5rV1
grWUV5UDUOb1Z5Kz1wQlEWN1BOZnINWWZCbWN4ZGZmcHFOaEM3N1IzTmpobk5jeEVKSVAvUHFjUlhwcFNNRVQOdktvU2J1iZWNrV2xkSFpDVHArRVhSN
1VIYmxiNG5rT11kUjhZRmZDSDhjV3VHU1BvUnRoM0ZSeHZhal JPSGRJRUZtRkJInUGt jRG1kaU0rbWZIJQWRUeWdJQkhnenUSMDFJW1EXRWErbzVPUO0S
L2x3RWpCZ3VXdnhQU3VKS1hqZGlta3ZYUjQ3UzlpcnR6RVPjUHAUWUFML3JKM3VyZmIwTEOyeGoxSEx3aUQwSGIMbmRkZNhMRHRS5AWIMVHNS5Z zRUV1FE
0dVJIwb30ovTU9hY1RQb242RCIMOMIOOVEIPSIgXSwgInNOYXR1cyI6ICIvayIsICIyZWFzb25Db2R1IjogljIwMCIsICIyZWFzb25UZXh0IjogI1RyYW
5zYWNOaWOuIHNOYXJ0ZWQiIHO .MEUCIFRKxzI09qfll7hXxQdMgsMz 7wGWi7PUz8sm5NquDJIrbAiEAu-E5ynZHNrHDSKzVFwyQ2poMdZytSm—
QkDbeYoPBnl0

JWS Header

{
"ES256",
"6173DB6EE68DA64F26435F255E33C2E1B5956ECA",
"typ": "JWT"
}

JWS Payload

{

"version' "i.2",
"transaction": "MFkwEwY...

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange) ~ Contact Information, see www.dvv.fi/en
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"chain": [

1,
"status": "ok",
"reasonCode": "200",

"MIIHKzCCBROgAWIBAQIE. ..
"MIIHezCCBWOgAWIBAGID. ..
"MIIGEJjCCA/qgAwIDAltg. ..
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"reasonText": "Transaction started"
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2.7.2 Execute transaction

Execute transaction and SCS response messages are encrypted JWE tokens. Used
encryption algorithm is AES-GCM.

e Encryption key is the result of ECDH key exchange algorithm. If the key
exchange result exceeds 32 bytes, only leftmost bytes are used.

e Key management mode is “Direct Encryption”

Encrypted signature request payload follows chapter 2.6.1 definition with the
difference that selector is not present.

Example request:

POST /Sign HTTP/1.1

Host: localhost:53952

Connection: keep-alive

Content-Length: 350

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45
Safari/537.36

sec-ch-ua-platform: "Windows"

Content-type: application/jwt

Accept: */*

Origin: https://127.0.0.1:53952

Referer: https://127.0.0.1:53952/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9,fi;g=0.8

eyAiYWxnIjogImRpciIsICJI1lbmMiOiAiQTIINkdDTSIGEQ. .UdIVCcZ vwoW8Po7
2 .K40b5TTmIdAXAgmph2YREtxAekV1owUOpaAgEjduRWFolg 6bTozggDUIzCw3k
tR9dP 343uCp8FoopgOxlxpEo6DpBjHVP33CVSnbllEbLzGvaJGWJIVMD 094HeO
z3cvpzY8ZTkNi9Zkl1RQFo-viWpmU-7wGb0ZM1 z-
MnvvY4AzmxigMIRyuburW3MGKWHE8skBHJiaotJUEqi07T~

voiDEpC U7Zp9%a cSGolJJPAB57v587NI6wdvONdA7/Ce20G7v2HARwW . DpS—
y1lmtrvDHI4b5WHSX9A

Example request details and test vector for developers:

JWE element Value

Header eyAiYWxnljogImRpcilsICJIbmMiOiAIQTI1INkdDTSIgfQ

Decoded header {"alg": "dir", "enc": "A256GCM" }

Encryption key ECDH key exchange result:
658F205270C4C5C6C7217A039870C0337DEA1F41662DFF5
7AC3A8BA7DDFCBCS8B

Initialization Vector | UdlVcZ vwoW8Po72

Payload K40b5TTmJdAXAgmph2YRtxAekVIiowUOpaAgEjduRWFolq_
6bTozqgDUIzCw3ktR9dP_343uCp8FoopgOxIxpEo6DpBjHVp3
3CVSnb11EbLzGvaJGWJIVMD 094He0z3cvpzY8ZTKNI9ZK1R

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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QFo-vWpmU-7wGb0ZM1z-
MnwvY4AzmxigMIRyuSurW3MGKWH8skBHJiaotJUEQIO7T-
VOIDEpC_U7Zp9a_cSGolJJPdB57v587NI6wdvONdA7Ce20G7
v2HdRw

Authentication tag | DpS-yImtrvDHI4b5WHsX9A

Decrypted payload | 7B202276657273696F6E223A2022312E32222C2022636F6E
74656E74223A202266344F785A582F782F464F354C6347425
34B48575866777453782B6A316E636F5374335341424A746B
476B3D222C2022646973706C617954657874223A202254726
16E73616374696F6E2074657374222C2022636F6E74656E74
54797065223A2022646967657374222C202268617368416C6
76F726974686D223A2022534841323536222C20227369676E
617475726554797065223A2022636D732D706164657322207
D

Plaintext payload { "version™: "1.2", "content":
"fAOXZX/XIFO5LcGBSKHWXfwtSx+j1ncoSt3SABJtkGk=",
"displayText": "Transaction test", "contentType": "digest",
"hashAlgorithm": "SHA256", "signatureType": "cms-pades" }

Response:

HTTP/1.1 200 OK
Content-Length: 3991
Content-Type: application/json
Server: SCS 1.2 (2021-12-01)
Access-Control-Allow-Origin: *
Accept: application/json, */*

eyAiYWxnIjogImRpciIsICJ1lbmMiOiAiQTI1INkdDTSIgEQ. .3~

ceXbhoZ6ReqFGF . 3VgpdZZAdJrP7EXt6910A TthPM8kxcGevgx1mPQPopESt fOhMPMLLKwut CIH2iHZ17ke20Tg3_ SiCyvfnfRgEuk83gqC0O2QYwn9
ZnX1ldnazR0O2RuU_FplSXdMiRRk2cUWZb8NoJ Y38QufO7TKCOlfEfgildF7KxC3EXUurEylwZ4wDPmad 9wNHiwZ fLXx1NRjUuja96VNwQ4yfC8hriHg
BluuKaRATd5AQGBW-7ApC6TPdm7xukzQfpiOvG3nRgUggpeVcEwquSW51LEX-VQcR-9L2jwrtL88rTr1IXZgyBN7psQmbgiIuYgAZY2S-F2c7-
O7VCF_fmpHzxPm0QSTON7CV2_fzJLMh6U_O-

xeTyPd7HbBuTxZ8rtWhwTDdvarIMofrQAt2]j yKNgtIZT9LiDzYvL1u27tQskjY8ghK82NiwZBtGdOT9zkM2MBnYmTs8SFAOyxhjUSM5G553~
IARat-YBtXR 46A0d6ubDbZ8nWbm-dtWIpab02yd 7CtEk6CSAEzQO7wEOa8fnNwdEKROgGNRSEAMNOF9Qs-

iwnvyLcBm2621pQ8Mo71LMJIA4Wbys 9g8QZLWKgO—

a79gLO1kH_zV7QL_JBSsWJcj7DvhNbOz2crOmriiGen5XPSs8VhmCm kS1ps7cLsGFBnwVKVQSWBL3nLao7Mn7Rr-EndLHRCgI3pHU 5sZ3j—
SaBgbpgbaHJjiYGV2fTMhOP_Zt4dfoTyleZiv_ 2pxB-
EnUL4F6hyUCo0Tgz0efRgba0Ho3yXalGwOUaC7CJIx2sKhS8MBNCR_EalDoGzF4tUJNtMyRxMT6daiwdrFznxgb-
nogsob8wadmowZ_6gmGAIRLB2CrJH160Qh0Ozt R1YOsv-Ad4agfikXWtKITWUCOwUx06pNz1WUSES8Mte9S0SF131JjsyFHOms87KaYYU GsHclKn8JPL-
GeKh-10n_n2ELBU1H3_n6PX6qllbXa-vTqtwOy8ee3GBKWFUMOWJLKTH-
1gNpYS64UJGUHZbGGCNGa20YBLICeF703DIEB62YMx0YQIdbHaN5y0adz f fFyqXQE8zcgXPTAZ6G7QbPpmKwlJiixowaX7hWpx3b O0kDKKan9M7tZKx
gSZ3L8tVg soHNzdDIr2sLYWVpO7YKpglO200MCY1p30sH6hOXfngme8Xt cdSY00Z1ZDcoHIHGAFONUJ6HOSBGGI4nwYMA8d51SvVYVb7 vVGkghFX
bHtd15xAT6u-WuBYJ0D1sXyWdhPDUKZROUEUISNyOn-ZGBA3aeuAG81NpRLaFk6xgeXuz5Q0QinRu9knvQalymFHQ5p4GCexYg767LvNOUW2W—
_J5dKUy11knB36tyAQFz-g4qOEzvo2drX6nfU4Zv-Xvy 4GsVKRcBrlIRz4n9sTGAOEix-IBTvTpL3-6vtw7UIdQrz-GS7pdFj—
R2PNW1Z758S5qa060QikeUlbgNcDEfN-VIDk09iomETDR104j003QalUy-VmIZ60IG—
Ng208zUOgk6v_1£fVIiCckStXhptWFoikstWo3fAcCKcNOUFxIXE2QqHYhr8itEMTiiReO0eu5PxsyVOMoVaBwz—
gbuioD11U7PpOvg6L995q4s71WssHWER3JKOIMHVUTp6£5p2017UW1Gi17MEHSsmjOx_F3DoRWnxQe8NgCuVSA06NOYg5W323kXLpTcOFD143TwDPh_
AZT9zPXiB0_ uKYvmwFOB05Ds28DnJyJryr06A41M3TI0_ ORL-fgCChvfmzHgKfTsu i5-

ieVwrtXGMHWEmMi4LtsQw83 xbPmejDeYwcjxH5vrtTYBn2lkysfGU-KBM2MDWxys8Z2dTi99t6xVFCIk3rfdpDK2ryqjdysHzY1mUtsoS5rhDf-
£xMyGNC9415T6Skh98F_ 7p-gtpLoik bGDUQEH51n5HXHANogBISFR2nqgdm yAfmzjOVzgheNMJIPN5BuyTCB6XNE9HMOPOSFxu35MAFZROW-
OgHpyMWnaiJ4XNUiSMOVAOSdNmo73z0wQbcCucMyxmiHzMFW0S2ZackSBIDCbELNMPupi7r fnpBl1AhjmHc_Wb-k8yFTyg8M4 6ND—
AvIuXYOcoDo5jPJSuhaKleBxbt0zyxxFOiNwWbEVVDFsMkfsf5EeMy9ilE61ZMeltf70RNpIJGMwgcXX—
Cz7JFLExIdZb8AJ8ry3cEW8trWzqFr6ixnIXWm S5D2fiYr2QeFsTCvE8l6ukuErIee-S1_CaU81FX4r3d3JaxRDoXNG—
DOBB6kRvN2Q3DY2YUY2gBkTz7Kdco9a B4gS9 M1tv3hDI1XLBOOR_SOAECB grQZWRoR5r8 krsLA8gPR5Ia0qTd6cgB9Ayxu23z9-
PTLmDelpdsyulIOaEjkeuW9iA8MOZeAlp3kLcoehHjLc7qrdPho4 fBhvbViWa-ckSZYyEd8S7YZw]jGCdbFmjbcHIJ66GDNnBFdraDsballztdSLpv—
CkQJKCVRor2s3nYWqIYCcAESC20hNW4AOXESUCYHCUMEJQINKL0686190T ixuquTYgcYY6sCO2kQEwfsY OuVPDzIWlIPa43VHeGa6VHOwodOjZ_ tW
OWnnKgIFVHRzytYdhN3U4WtOCwj9QIi6biMiOdtgIJRmXYgoSwz724~

bx2KXjveG9I1sHG4QgB 6H11DKtsfsLOzd5tQYjOaWgltDglazulVD3DXpPboVinVCkNp4G-FHyupyCnUMuZD-uKZePUOipl-f0jbEZpY—
mFVnU8Y65mD-7b-ID-njydxymXMKLLtb8P_ I5Ks12LC3YeeNW_1SUUY4aEtZc8IzxIGXLINKmISfcW—
iSFgKIMuiffcizedmrri49rsWOdY1ClxyjyNcY3 b4IQdGA4cydh8AZZDO1 FAFVVESNWNOGMZDYZTHAEJbWVHZLm) DCEANGZ 9UYBOEWS 5m6ZiBISQ
YkfIV1yvOPLoegHG-ZgPOr2JLek5MuXg9hnKg8r woih4 bTstksIUWD7MBIupxlEGaGtEplCvObKHerxEnPTbLsmjz_ CelBMJ-
qtaWG51_gC_ftoDiFifRfFQbdrj5_ BOO-ROcyiD33K-929gyrH3g5napyk-ibTAP-
kOWmMEtTjsebnrFWSfSeKAN4GNODgkFJ24GwYnORmxsZyTOdFBU2w8y085hbVZXzEzX6EVtAVi30HCsn8ev1pCDWCCXpIlw8IxiWlUcuFNCAO8evdC4H
7TLBx3rEIxzPOOESJrOSh-
L91Kwr41lYJaFihEC9uE5eZZvhePFVCoBRMoaqJK815W6fCJ70hLVOCXS3eaiUHthvHakZ9ViNlg2 BwBO6E2htPkyQ0H4 9WqQCzLbTVrYjPTuACaNGkM
WCG6UfoawzMVYsn RmRrHIcoOLVhAVr9uJOFhnPcOWt5dgeX7ujZ7gxFiFXLRxYRe3C1lE-
nz8aHaXXbCiBduTbanurpMoUUjVh4C2rvduajK5vG7k aKHmMUKZKGKOeAlFdSY tQqwdB4fIu9RixhNsJhsMBh FDxR4jZMMOKw6u89hv0OQKQLXSVX
x98Y_ SDnl1PUbINiV2JINweHtAPfBAErFTZyAtn9t0SGAIDrx7Mx972a85N10TDECMON]jBL74jiGgs_Hii0_pOK1W79pgHIx8d1T83sXTBLeM MhBfRS53
zmLZLJ8PIym M8NypgOQoezSOnJhtgzz_ SJ A3EEnRvSQ210hBSqWO7xnXtN64ZxBbfgBJyCWIqcYWM5gR3h7ImTnpqz3nIX6POusBDp7QVLMAfSLKD
fdSguWwpAm6A7e7rCt_ cwrAqPdUjtsCa9fE4z7t5ppv5UexA2MwvcGYdD1s47uQ303NWbFFO2A~

RITTQwn00y0A4150ZXk4YNhZSUb5wedS sNSi1N522G691J921JTucI5hifADuPsBoQ2gBmhwYdvmhI2 6MgEQwQCoJa2cW—
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nWIOra2dgMbUyTPv8C3sQgkckIPEOEOPmkyLAWUztLe5SMSFw7yBQcQ-BCNLYxvti6mKOSMA51Z_ JGFVKmK31G3nDMP8puHvyDFCXNEL3gLT12iu-
1Dyf2zvv7TPyZs8LKgiv2gtOgw38s_ EfBXdiez-DWObTGAIMmkUYI]jsWWQIwgkOQPLvfPLIKLMK]Z1cCmEOOOmk6Nh4gRCUbHXPRKA-
Gdas4WFt£13MQ3AaHyxswQCXTfzEOYga50ur7qQf2w9vbwlwoNAemk8SeZhDIyhgZlmjulQ9Iz5eeRglaff2sedsehZBOBH6AtEx0DaGYQe 9t SuulpL
eEnTAd8zrpoDjZg4pUd2EIpOx3EptDy96U-Vxo8aQVLy50K1wThJ—

gBMgkJS_ehak57cUbtR_MXBmCEKSN6HbrmxZcJ FUEKHrDXO9LWMmpnafZPAOkaEyDWEMS5ZzJ5AUL8N8aX 7~

s8ft87quLA8LnLSjdm41P1QKV 1pfRI8CNgFDxR4hFczJ5SmBNfH55sGKhJ65AU3BIi8 CeslYw7gEHRCXLil -
Jj7m6dJyH397uDcsebW2Npf£3]j0v8VrrVnwgTJ1S2xz1leNbQcmg]jCXdeDbxwt OVxBSFk1FYdpgd wk81536LyMpe3x0iyWbzZ2NZwRnd6z0zg8ALDBK7S
_ XDXWyVMNc94MrDGzCdzGjVy_ZaDD_uhsnSScxiGNOOLSFnUSkgMMC4Xnd80amNIX8e6a08WOLgeuLKjulSEk18QLIt7Z2A0eD_Rf8RtPuNwDegMefhn
gbdDpIYLXDFD--g4gnlH8iwfoutHHNSZxiL_JmsfmNAXfemsrDw4qgsWCihPTJIPBmlet-
UY31UrLaR6ogqaFpmJgz2d1lm9Pj8GIkvM59zEHN8zNwcV7skG3dm73NWzMOng30QgOkIazmkWXw8Er23MjqzYOAISYxcte94ellexs3uoMOb0k9DaA39
TtKxH3YNBLkY9gix6v5Vwjvpp bSGSEJsRdeClIFDsavr8VBKAJix-eIU6lmboEgdepLZEDJIgkv3h5AS0u2B5—
eVaFCUEIeLoRs1YCJZM3p5G_VZTCwHCZHTNC4D17vJ6kzTPhUrsEydjA—-
87jCgBQ567jW_whiwIOUKIEGOxseSJQ3BrnWNfl3e63NzRCgOyp4niducBaSOpTr8Pmp86A.FFUJIAH HJEZg7XRuXmVég

Response details and test vector for developers:

JWE element

Value

Header

eyAiYWxnljogImRpcilsICJIbmMiOiAIQTI1INkdDTSIgfQ

Decoded header

{"alg": "dir", "enc": "A256GCM" }

Encryption key

ECDH key exchange result:
658F205270C4C5C6C7217A039870C0337DEA1F41662DFF5
7AC3A8BA7DDFCBC8B

Initialization Vector

3-ceXbhoZ6ReqFGF

Payload

3VgpdZZAdJIrP7EXt691QA  TthPM8kxcGevgximPQPopEStfOohMPMLLKwut ¢ C\HZIHZl7keZOTgS SlcyvlnfRgEukBSqCOZQYwnSZnX1dnazR02Ruu FpISXdMIRRk2cUWZb8
NoJ_Y38QufO7TKCOIfEfgi1dF 7KxC3EXUUrEy1wZ4wD fLXXINR]UU]

7ApC6TPAM7xukzQfpiOVG3nRgUgqpeVCEWqUSWSILFX-VQCR- 9L2|wnLaarTr||><ZgyBN7psQmbququszzs F2c7 ovvc: - fmpHzxPMOQSTON7CV2_fZJLMh6U_O-
XxeTyPd7HbBUTXZ8MtWhwTDdvarlMofrQA2]__yKNgHZTOLIDZYVL1u27tQskjY 8ghK82NiwZBIGAOT9zkM2MBNY mTS8SFAOYxhjUSM5G553-1ARat-

YBIXR_46A0d6UDbZ8NWhm-dtWipab02yd_7CEKECSAEZQOTWEO g Qs-iwnvyL Q8MO71LM. QZLWKqO-
a79qLO1KH_zV7QL_JBSSWJcj7DvhNbOZ2¢rO m_KkSlps7cL. QSWBL3nLao7Mn7Rr-EndLHRcgI3pHU_5sZj-
SaBabpgbaHJjiYGV2(TMhOP_ZtadfoTyleZiv_2pxB- EnULAF6hyUCnDquDelRqbaDHoSyXaleOUaC7CJX25KhSSMBNCR EalDoGzF4tUINtMyRxMT6daiwdrFznxgb-
nogsob8wamowZ_6gmGAIRLB2CrJH16QhOzt_R1YOsv-AddagfikXWtKI TWUCIWL 0SF13iJj 7KaYYU_GsHclKngJPL-GeKh-

10n_n2ELBUIH3_n6PX6qLIbXa-vTqtwOyBee3GBKWFUMOWJLKTH-
1qNpYSMUJGUHZquCNGaZOYBLJCeF703DIEBGZVchYQ\deaN5y0a4szFquQE8159XP7AZGG7QprmKw1J|\xcwaX7thx3b OkDKKanQMﬂZquSBLBNg SOHN
2dDIr2sLYWVp07YKpglO200MC YIp30sHEhOXfngme8Xt_cdSY00ZIZDcoHIHGAFONU. Vb 15XAT6U-
WuBYJODISXyWdhPDUKZROUEUISNYON-ZGBA QQ! QaymFHQSpAGCeng767LvNOUW2W _J5dKUy1IknB36tyAQFz-

142y-Xvy_ TGAOEix-IBTVTpL3-6vtw7UIdQrz-GS7pdF- R2ZPNWIZ75854a060QikeU 1bqNCDIN-VIDkOSiomETDR104/003QaUy-
\/mIZGOIG Ng208zUOgK6v_IfVIiCckStXhptWFoikstWo3fAcKeNOUFXIXE2QqHY hr8itEMTiiReOeu5PxsyVOMoVaBwz
abuioD1IU7PPOVGELI9SQ4S7IWSSHWIRGKOIMHVUTp6ISp2017UWIGHTMIHSSmiOX | F3DORWXQeBNGCUVSAOBNOYG5W323KXL pTCOFD143TWDPh_AZT9zPXIBO_UKYY

_ORL-fgCCl IQKFTsu_i5-ieVWrtXGMHWEmi4LtsQw83_xbPmejDeYwcixHSvrtTYBn2lkysfGU-

KEM2MDnysBZZdTlQ9leVFCQk3r1dpDKZrqudystYlmU(saSthl fxMyGNCO4i5T6Skh98F_7p-
qtpLoik_bGDUGEHS51n5HXHANOGBISFR2ngdm_yAfmzjOVzgheNMJIPN5BUY TCB6XNE9IHMOPOSFXUBSMAFZROW-
OgHpyMWnaiJ 4AXNUISMOVAOSANmMO07320wQbcC ackSBIDCHELNMPUpi7rinpBLAhjmHC_Wh-k8yFTyg8M4GND-
AvIuXY0coDo5]PJSuhaK 1eBxbt0zyxxFOINWWDEVV 1E61ZMeltf70RNpIGMWICXX-
Cz7jFLEXIdZbBAJBry3cEWBIWzqFréixnIXWm_S5D2fiYr2QeFsTCVE816ukuErlee-S1_CaU81FX4r3d3JaxRDoXNG-
DOBB6kRVN2Q3DY2YUY2gBkTz7Kdco9a_B4gS9_M1tv3hD1XLBOOR_SOAECB_qrQZWRORST8_krsLABgPR5Ia0qTd6cqBIAyxu23z9-
PTLmDelpdsyulOaEjkeuW9iABMOZeAlp3KkLcoehHjLc7ardPhodfBhvbVWa-ckSZYyEd8S7YZwjGCdbFmibcHIJ66GDNNBFdraDsbal1ztdSLpv-
CkQJKCVROr2s3nYWqIYCedESC20hNWAAOXESUCYHCUMEIQINKLO686I90T_ixuquTYgeY Y6sCO2KQEWSY_0uVPDzIWIIPad3VHeGa6VHOWOdOjZ_tWOWnnKqIFVHRzyt
YdhN3U4WIOCW]9QIiEbiMiodigIRMXYgoSwz724-bx2KXjveG9ISHGA4QqB_6H11DK1sfsLOzd51QYjOaWgltDg1azulVD3DXpPboVinVCkNpAG-FHyupyCnUMUZD-
UKZePUOipl-f0jbEZpY-mFVnU8Y65mD-7b-ID-njydxymXMKLLtb8P_| I5Ks\2LC3YseNW 1SUUV4aElZcB\szGxL\NKm\Sk:Wr
iSfgKIMuWiffcjZedmrija9rswOdY1C1xyjyNcY3_b4IQdGAdcydh8AZZD LmjDCEANGZOUYBOEWSSmGZiBIISQYKHVIyVOPLoeqHG-
2qPOr2JLek5MuXg9hnKgsr_woihd, stlkslUWD7MBlupxlEGaG(EpleObKHeernPTbLstz CEIBMJ -qtaWG5|_gC_ftoDiFifRfFQbdrj5_BOO-ROCYiD33K-
929gyrH3g5napyk-ibTAP-
KOWmMETjsebnrFWSfSeKAN4GNODgKFJ24GwYnORmxsZy TOdFBU2wByOBShbY ZXZEZX6EVIAVI30HCsn8ev1pCDWCCXplwgIxiWIUCuF NCAO8evdCAH7LBX3rEIxzPOOE
SJrosh-
L9IKwrdlY JaFihECOUESeZZvhePFVCoBRMoagJK815W6{CJ70hLVOCXS3eaiUHthvHakz9VWIg2_BwBOBE2htPkyQOHA9WGQCZLLTVIY]PIUACANGKMWCGEUfoawz MVYsn
_RmRrHIco0LVhAV9uJOFhnPcOWt5dqeX7ujZ7gxFiF XLRXYRe3CIE-
nz8aHaXXbCiBduThanurpMoUUjVhaC2rvduajKsvG 7k_aKHmMUKZKGKOeAIFdSY_tQawdB4flugRixhNsJhsMBh_FDxR4jZMMOKw6UBIhvOOQKQLXSVXX98Y_SDn1PUDINIV
2JNweHtAPBAEIFTZyAtn9t0SGAIDrx7Mx972a85NIoTDECMQNBL74jiGgs_Hii0_pOK1W79pqHIx8d1T83sX TBLeM_MhBfR53zmLZLI8Plym_M8NypgOQoezSonJhtgzz_SJ
_A3EENRVSQ210hBSGWO7xnXtN64ZxBbfgBJyCWIqcYWMSgR3h7ImTnpgz3niX6POUSBDP7QVLMAFSLKD P 7e7rCt__cwrAqPdUjtsCa9fEAz7t5ppv5SUexA2
MwvcGYdDIs47uQ303NWbFFO2A-RITTQWN00y0A4150ZXk4YNhZSUbSWe9S_sNSi1N522G6g1J9213TucI5hifADuPSBoQ2qBmhwYdvmhi2_6MGEQWQCoJa2cW-
nWIOra2dqMbUyTPv8C3sQgkeklpEOEOPjmkyLAWUztLeSMSFw 7yBQCQ-BCNLYxviiBmKOSmASiZ__JqFVKmK3IG3nDMP8puHvyDFCXNEL3gLTI2ju-
LDyi22W7TPyZSBLKGIV2g10gu3ts_EfBXdiez-DWobTGAIMMKUYjSWIWQWGKOQPLYIPLOKLK|ZICCmEOOOMKENNAGREUDHXPRKA.
GdasaWFtfI3MQ3AaHyxswQCXT{ZEOY ga50ur7qQf2wovbw: DlyhgZ1mjulQ aG YQe9touulplLeEnTAd8zrpoDjZqapUd2
EIpOX3EptDy96U-Vx08aQVLy50K1wThJ-qBMakJS_ehak57cUbtR_MXBmCEKSNGHbrmxZc] FUEKHVDXOQLWMmpnafZPAOkaEyDWEM521J5AU|8N85X7
$81t87qdZLABLNLS{dm4iP1QKV_1pfRIBCNGFDXRANFCzISmBNIH5SGKhIE5AU3BIiB_ CeslvngHchm -

j7m6dJyH397uDcsebW2Npf3jov8VrirVnwgTI1S 2xzleNbQemgjCXdeD! d_wk8I536LyMpe3x0iyWhzZ2NZwRnd6202qBALDBK7S_XDXWyVMNC94MrDGZC
dzGjVy_ZaDD_L 5FnUSkgMMC4 Beb: OBWOLqeuLKJu\SEkISQLIWZAOED Rf8RtPuNwDegMefhngbdDplYLXDFD--

q4qn1H8\wfoulHHN52le JmsfmNAXfemsrDw4qgsWCihPTIPBmlet-

UY31UrL: q JgZ: 7sl kGSdm7 NWzMOng30QqO! MjgzYOAISYxcte9: exs3uoMObOk9DaA397tkKxH3YNBLKY9gix6
V5Vwjvpp_bSGSEJsRdeC1IFDsavr8VBKAJix-elU61 ED. FCUEIeLoRslYCJZM3p5G_VZTCWHCZH7NCA4DI7vI6kz TPhUrSEYdjA-

87jCgBQS67|W. whlwIOUKIEGOxseSJQSBmWNﬂZZeESNzRCgoxEAnlducBaSQETrSPmEEGA

Authentication tag

FEUJIAH_HJEZg7XRuXmV6

Decrypted payload

7B202276657273696F6E223A2022312E32222C20227369676E6174757265416C676F726974686D223A202253484132353677697468525341222C 202273696 76E6174757
26554797065223A2022636D732D7061646573222C20227369676E6174757: D49494B756 76634E4151634: 717A43434371634
341514578447A414E42676C67686B67425A514D45416745464144414C42676B71686B69473977304242774767676763764D4949484B7A434342524F674177 4942416749
4542677A476C44414E42676B71686B69473977304241513046414442354D517377435159445651514745774A475354456A4D4345474131554543677761566D466C63335
276636D567261584E305A584A706132567A6133567A49465246553151784744415742674E564241734D4431526C63335270646D4679625756756447566C644445724D43
6B474131554541777769566C4A4C4946524655315167513045675A6D39 63335167554856796347397A5A584D674C5342484E444165467730784F5441314D

6A41784D5449344D6A4E61467730794E4441794D6A55794D5455354E546C614D483078437A414A42674E5642415954416B5A4A4D513477444159445651514B4441565
564577873615445534D4241474131554542524D4AAF546B 354D 4451 3547 A4S T4DS1347 74441504456 515171444156455255354A557A45554D42494 7413154542417

4C536C565656456C4D51556CA4F525534784A44416942674E5642414D4D4730 41304F5463784D4
44343416149774451594A4B6F5A496875634E4151454242514144676747504144434341596F4367674742414D68594D305533737A557559446F6E2F604C71447567484C
6F734F63637338686862463877694B52527A2F4C48 3376497561 667A31684C 3058786963714839325743566B6D7756366E5

7A684E49753741 \78674843527064796B63787555676: 586E447c 76627646355261586B6C4A78706E6B67435
56E4D4B3261535158436D4368302F6E5366444471336F6342454268704A387A512B7253434764714762757065674777454E33637A4858624C4E724F39716631556C3164
6741736A34436B30504B394F69636A366E7867474C62666A3966387 14761506961 46416C6554734D5¢ 163323743774663486

864643031704C7162386A734468394D41733168393271746D4C474365325877546B34716E31393461634443776E6765654F79776B526241786C476776376D586D6C313
'975357A7476304378396753726943706F774D2F412B5235414930435655507841524D33465063766E3039
70773276774563556B4E36756A6442506F345A35792B4851626B5678773172435379776357477155715030516854564D64344F6972635A456876516479334 FAE66574547
796371543248386A66375A7077355631514944415141426F 3449434E544343416A4577487759445652306A42426777466F4155505A716A74666756456538527975764858
453254674C4C4850384577485159445652304F42425945464C466B77784C6333657945653862335131367073594C62705435654D413447413155644477454 22F 77514541
774947514443427A67594456523067424948474D4948444D49484142676F 716758614542574D4AB675573424D4947784D43634743437347415155464277494 24668746 F64
4852774F693876643364334C6D5A70626D56705A43356D6153396A63484D354F533877675955474343734741515546427749434D486B6164315A6863 6D316C626D356C
634739736158527061577472595342766269427A5957463059585A7062477868494330675132567964476C6D61577468644342776232787059336B675A6D6 C75626E4D6
74C5342445A584A3061575A70593246305A534277623278 61584D6 1577868596D786C49476830644841364C 793933643363755A6D6C755A576
C6B4C6D5A704C324E77637A6B354D43554741315564455151654D427942476D526C626D6C 7A4C6D70316458527062474670626D567551485231624778704C 6D5A704
DA41384741315564457745422F7751464D414D42415141774E77594456523066424441774C6A41736F4371674B49596D6148523063446F764C334279623368354C6D5AT
0626D56705A43356D6153396A636D7776646E4A72644841305979356A636D7777626759494B7759424251554841514545596A42674D4441474343734741515546427A41
436869526F644852774F69387663484A7665486B755A6D6C 755A576C6B4CED5A704C324E684C335A79613352774E43356A636E51774C4159494B775942425155484D4
1474749476830644841364C79397659334E776447567A6443356D6157356C615751755A6D6B76646E4A72644841304D4330474343734741515546427745444243457748
7A4149426759454149354741514577457759474241434F526745474D416BA7427751416A6B59424267457 74451594A4B6F5A496876634E4151454E425141446 767494241
44372B574161763357664: 49695874677053776D452F61 ) 4 164453457A7612BGB753165713357764BAE513650747
447713757634757701 05943514B63544A65 76B4E345A44 030
7941AESGAB6A31395DACGC566236454C714B52473176BC45496970434A725267A650634A6A2BA3765773785A31643SAE30326EAB616A6D477047343A33753 T4A376F4
C78584E574F6742533652735532363243646E394F4B6B 794B70673569586970345079677950494A3663636F30705977442B327A7170626D7577444732514C4747692B59

355435314332764C76676C466C4B4B712B324B426D396652582F65684 74E3853686A37656F76314D6550414537766E744D43613. B5A366352
51607550496C4D 25767 1696E767A302F C69BB6452707534474472363262514 77850354234 324F 55795360 797 AADBSS 14C 73656F AC 7 AEABAFT472344B525661464434
71703635504979713532535. 45, 544852 3462665750 7526830 724974457069787551722B38655944706D6B31644
D49307273343251656C54306742783241392F61554736765671715A7AT04FAETASA4CAF4A394A45486C6DA15! 0535074704C314B736179775A7570714A57
7847594E767469765872537A4E4B35522F696B795A4E6B5A30694452747162466B6B44386A704F6D493561327864637A49306637303772784A4C69583854443543632F
376A7639362B7A71536A736D6A327A73516B6974666C5A2F4F4F 72635367 '33572B786A56427 78316D4C746843336A613745694556372F7 4

412F34766D646F6243394B454D594944547A43434130734341514577675945776554454C4D416B474131554542684D43526B6B78497A416842674E5642416 F4DA76C5A
685A584E3062334A6C61326C7A644756796157746C633274316379425552564E554D526777466759445651514C444139555A584E3061585A68636D316C626 E526C5A5
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851784B7A417042674E5642414D4D496C5A535379425552564E5549454E4249475A76636942555A584E3049464231636E42766332567A49433067527A51434241594D7
87051774451594A59495A49415755444241494242514367676745654D42674743537147534962334451454A417A454C42676B71686B694739773042427745774C77594A4
B6F5A496876634E41516B454D! 562F38667854755333426 6C33384C5573666F395A334B45726430674153625A42704D49485142677371
686B694739773042435241434CTAAT427744434276544342756A4342747A414C42676C67686B67425A514D45416 )72704B367971 1512B6
E665174786B65624138554D626B4841597761794E586239544D4947464D48326B657A42354D517377435159445651514745774A475354456A4D43454741315545436777
61566D466C63335276636D567261584E305A584A706132567A6133567A49465246553151784744415742674E564241734D4431526C63335270646D4679625 7567564475
66C644445724D436B474131554541777769566C4A4C4946524655315167513045675A6D39794946526C63335167554856796347397A5A584D674C5342484E414945426
TTA476C44414E42676B71686B6947397730424151454641415343415943734A316A5A39475167457866764C5831435A5861514375743747634F33716C4375796A514367

65696B34317A537A754577333954357A4 D46356E426F35 1566A68 4730647178755A5755552F6D772F69477947346C75706B39517
549684A694341784D79513267367A 977454746756337703575746E466E7A3079636C5934424D426B704F626445527543626174514C644D436C7A3267
45537037515A74° 7 8353061734D3254424D6F 415269355961567352667444494D7341486F 386445666C 77

714870347065596E 79386D79324C48685844776963635869746F2F534C2B5374314549617878795037647838356E6C3145726E43386C6C795036724864597 66B4ATS555
5325654474E326A626863484F6A4952557745567258456737557939624B752F654963466B36666E5A7133425A6B51316F6166494C5644484B7934755256382B48544C46

6B67364A79754F707849517839675169583: 7796B364F4C3376744: A4A355734576E7569786270384E4B706875727573746961554166427 3534D45325
05A306D393651533572656E4235586F 725669522F6C4D41424A5A35584C56717645432B6C706776706946755655427A6451452F3356614677513965624C34464A71357
8553D222C2022737461747573223A20 0227265617 )30222C20227265617: 8 6E617475726520

67656E65726174656422207D

P 2", "signatureAlgorithm": "SHA256WIthRSA", "signatureType': "cms-pades", "signature”

P|a|ntext payload “"MIIKugYJKoZIhveNAQCCollKqzCCCqeCAQEXD: gEFADAL HKzCCBROg) QOFADBS
MQsWCQYDVQQGEWJIGSTEMCEGALUEC XNOZXJpa: U1QXGDAWB! DIRIc: y IDErMCKGALUEAWWIVIILIFR
FUngQOEmeE‘)yIFR\CSQgUHVyCGQZZXMgLSBHNDAeFWDXOTAlM]AXMTMMJNaFwDyNDAyM]UyMTUSNTIaMHOXCZAJBgNVEAVTAkZJMQAWDAYDVQQKDAVUdWxSaT
ESMBAGA1UEBRMJOTkSMDQSNZEWMQ4WDAYDVQQQDAVERU5JUZEUMBIGAIUEBAWLSIVVVEIMQUIORU4XJDAIBgNVBAMMGOpVVVRITEFJTKVOIERFTKITIDKSOT
AODTCXMDCCAHIWDQ‘(JKOZIthNAQEBEQADggGPADCCAVOCggGEAMhVMDUHSZUVIDOnI\LungHLDS(‘ RRz/LHpVY4 1hLg30hkZD50 Xxicq
HI2WC! yX+nZxgl 5| IxpnkgCUNMK2aSQXCmChO/SDD 182Q+SC 3¢
zHXbLNrOqulUIldgAsJ4Ck0PK90ch6nngLhﬂ9f8yDnEVflaGaF’|aTB95+1FAIeTsMTEVSVAc27CchthdOlquhS]thQMAs1h92q(mLGCeZXwTk4qn194acDCwngsswak
RDAXIGgY7mXmI13i/EH]jz3S0YIToPfeV/7IY nFlyuSztvOCx9gSHiCpowM/A+REAICVUPXARMFPCVR09pw 2vwWECUKN6UIABP04Z5y +HQDKVXWLrCSywcWGqUGPOQhTVMAAOi
rcZEhVQdySONlWEGychZHB]WprSVlQIDAQABQMCNTCCAJEWHWYDVRO]BBQWFOAUPZquVEeERyuvHXEZTgLLHPEEWHQVDVROOBBYEFLFKWXLCSeyEeBbSQleS

YLbpT5eMA4GA1UdDWEB/WQEAWIGQDCBzgYDVROg cGCCsGAQUI 0i8vd3d3LmZpbmVpZC5masS9jcHM
5088wgYUGCCsGAQUFBwICMHkad1Zhcm: Y SBvbiB: lwrquZprthCUg(‘ Bwb: nVangm\uhnMgLSBDZXJUaWZpVZFUZSBWb
2xpY3kgaXMgYXZhaWxhYmxIIGhOdHAGLy93d3cuzmluZWIkLmzZpL UGALUJEQQ mp. QHRIbGxXpL 1UdEWEB/
WQFMAMBAQAWNWYDVROBDAWLjASOCqgKIYmaHROCDovL3Byb3h5LMZpbmVpzC: HAQY /YIKwYBBQUHAQEEYBgMDAGCCSGAQUFBZA
CthodHRwO\EvcHJverqunluZWlkLmZpL2NhL3Zya3RwNCSJchwLAYIKwYBBQb. {ABLYOVY3NWG QuZmkvdnJrdHAOMCOGCCSGAQU
FBWEDBCI AQEWEWYGBACORg| IQAjKY! DQYJIKoZIhveNAQENBQADggQIBAD7+WAav3WIDY2N3WIiXtgpSwmE/aHY SHBskU++mK5Uk
SEldE4WGa+ku1hq3W\/KNQ6Pl(Gq )4SVBhpYCQKcTJevYY ZD6ENCFJ/zS00/cOZRQIwIxdoSEmyYicWyANfKj19PLIVD6ELGKRG1VIEIipCIrRgFPcJj+Cv

WsxZ1d8N02nKajmGpG443x7J70LxXNWOgBSERsU262Cdn90KKyKpg5iXip4PygyP1J6cco0pYwD+2zqpbmuwDG2QLGGi+Y5T51C2vLvgIFIKKg+2KBmOfR X/ehGN8Shj7eo
VIMePAE 7vntMCadFY2hoh7U26+Z6cRQiuYIIM+xqinxz0/LikdR pudGDr62bQGxP5B420UySlyzMeQLseoL 7NHOtr4KRVaF DAqp65Plyq52SQotZITHRq
NGRKOUKCFLIHEpixuQr+8eY Dpmk1dMIOrs42QelT0gBx2A/aUGEWqaZzpONzZL OIS pL1KsaywZupaJWxGY yZNKZOIDR tqbFkkD8]pO
707rxJLIX8TD5Cc/7) Qkitflz/00 1mLthC3ja7EiEV7/tA/4vmdobCIKEMYIDTzCCAOSCAQEWGY EweTELMAKGALU
EBhMCI 1ZhZXNOb: 1c) RURVNUMngFgVDVQQLDA9UZXNDaXthml\banZxQxKZApEgNVBAMMIIZSSyBURVNUIENBIGZvclB
UZXNDIFE1cnEVCZVZICOgRZQCBAYMXpQWDQVJY\Z\AWUDBAIRRH(‘ qGSIb3DQEJAZEL wYJKoZIhveNAQK +DsWV/8fxTu
S3BgUih1138LUsf09Z3KErd0gASbZBpMIHQ JCRACLzGBWDCBVTCBUJCBtzALBglghkgBZQl imrpl qQ+nfQtxkebA8 UMbkHAYwayNXb9T
M\GFMszezBSMQSWCQYDVQQGEWJGSTEJMCEGAlUEnga\/mFlcsvam\/raXNOZXJpaZ\/za3\/zIFRFU1QxGD g D1RIC3RpdmFy DErMCKGA
LUEAWIVILIFRFU1Q0QUEGZmSyIFRIc3Q0U XML O0BAQEFAASCAYCsJ1jZ9GQUEXVLX1CZXaQCut7GeO3qICuyjQCgeikdlz
SZUEW3T! QUIKpFT; WUU ")ulthCAxMyQZgEszDRCS3waGFuc7p5umFnz()ycIY4BMkaOdeRqua&QLdMC|ngES
p7Qzxseppxmw\cnaspa'mmwxuEerEOasMZTm. Ri5YaVSRtDI qHp4peYnyBmy 2L HhXD: +SllE\axxyP7dx85nIlErnCSIIyPGerY\/kJuUUZ\/TG
N2jbhcHOjIRUWEVIXEg7U! q3BZkQ1oaflLVDI LFki N 'Z0m96
QSSrenESXarV\R/IMABJZSXLVQVECHpgvplFuVUBdeBSVaFwQQEbLAFJquU
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2.8 Reason codes

The reason codes for signature creation response messages are modeled after the
HTTP status codes:

e 2xx series indicates a successful operation.

e 4xx series indicates that the operation was cancelled due to some reason,
and

e 5xx series indicates that the SCS is malfunctioning or not supporting
requested functionality.

The reason codes define general categorization of the operation result (e.g., ok, user
cancelled, bad request), and are not intended to give detailed description to the
HTMLS5 application. More detailed error handling should be done internally by the
SCS.

The reason code related response parameters:

e status (string, mandatory): "ok" if the operation was successful, "failed" if the
operation was unsuccessful. If the reasonCode value is 200, then status is
"ok". With any other reasonCode value, the status is "failed".

e reasonCode (integer, mandatory): possible reason code values are listed on
the table below. This field intended for general categorization of the error
class, and should be used generate end user understandable error message
in desired language.

e reasonText (string, mandatory): the textual error description. It is
recommended that description takes the form "<Text>: <Description>" where
<Text> is the text in the Text column in the table below, and the <Description>
contains more detailed description of the error. This field is mainly intended
for developers, and should not be shown to the end user.

Code Text Explanation
200 OK Signature was created successfully
400 Bad request Request was malformed, e.q.,

- unknown Request-URI

- bad JSON format

- missing mandatory parameters in signing
request

- a parameter contains a value that is not
supported

401 Unauthorized End user cancelled operation, e.g.:

- end user did not select a certificate,

- usage of the key was not authorized (e.g.,
PIN mistyped, PIN typing cancelled, or PIN
locked)

- end user does not have any applicable
certificates

403 Forbidden Request was denied, e.g.:

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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- another request is being processed already

- request was made from unidentified origin,
i.e., https protocol was not used to
download HTML5 app requesting the

signature
413 Request Entity Too Request size was too big
Large
500 Internal Server Error SCS is not working properly, e.g., is
misconfigured
501 Not Implemented Requested functionality is not implemented.

An example error response:

HTTP/1.1 200 OK

Content-Length: 88

Content-Type: application/json
Server: SCS 1.2 (2021-12-01)
Access-Control-Allow-Origin: *
Accept: application/json, */*

Date: Wed, 04 Jun 2017 07:38:16 GMT

"status": "failed",
"reasonCode": 401,
"reasonText":"Not Authorized: end user cancelled operation"
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3 Security considerations

This section is non-normative.

3.1 Authentication

The SCS can be used for end user authentication as well. A server creates a
challenge request that has predetermined format, which is then digitally signed by the
SCS using an end user certificate intended for authentication purposes. The
authentication is validated by the server, it the signature is valid for the given
challenge. The challenge should contain nonce and origin header contents, which
the server should check to be valid to prevent replay attacks.

Additionally, the SCS could include a client nonce to the challenge so that the SCS
would generate a different signature even if the challenge remains the same (similarly
as described in section 3.7). This specification does not support this functionality.

3.2 Confidentiality, Integrity, Privacy

In this specification, the connection to the SCS can be protected, i.e., HTTPS
protocol is used (cf. chapter 2.3).

Signature requests can be encrypted between server and SCS (cf. chapter 2.7)
3.3 Local server socket

The SCS server socket uses a server socket that is listening on the localhost
interface. The implementers must make sure that connections to the SCS are
allowed only from the localhost, i.e., connections from other devices should not be
allowed. See also section 3.9 on Malware.

3.4 End user permission

The SCS should request for end user approval each time it receives a request for
digital signature generation, i.e., it should not silently sign any content. Therefore the
SCS will always show the certificate selection dialog when a signature creation
request is received.

3.5 Identifying origin

The SCS should indicate to the end user the origin of the signature creation request.
At its simplest terms, it can show the content of the HTTP header Origin, which is
sent by the browser when it is making the CORS request to the SCS.

3.6 Non-repudiation signatures

In order to make non-repudiation signatures more meaningful, the end user should be
able to approve the content that is being signed. In practice, the SCS should show
the content that is being signed to the end user so that the end user can inspect what
is being signed. However, for instance binary or xml content cannot be displayed to
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3.7

the end user in understandable form. The current specification allows that content

can be signed without showing the end user what is being signed.

Nonce

In order to prevent the SCS to sign data that is completely given by the requestor, the
SCS could be able to add nonce data to the to-be-signed data before it is being
signed. This is typically not possible as it would break that signing procedure.
However, it is possible with XML Signatures where the <Signature> element can be
appended with optional <Object> elements without breaking the application level
logic. However, the current specification does not support this functionality.

3.8 Certificate types

3.9

Typically in PKI, the end entity certificates have three major use cases:

e authentication, where the certificate is used to authenticate the user
(authentication is typically done by digitally signing a piece of data that has
been constructed from nonce values generated by the parties involved)

o decryption, where the key is used to send encrypted data to the holder of the
key (encryption is typically done by a shared key that has then been
encrypted with recipient's public key)

¢ non-repudiation, where the certificate used to digitally sign a piece of data
(this is analogous to handwritten signature, where the signer enters into an
agreement with another party)

The current specification does not limit the use of the certificates based on their
intended usage but only digital signatures are supported (authentication, non-
repudiation) but the decryption (unwrap) functionality is not supported.

Malware

As the SCS exposes a server socket on localhost (see section 3.3), any local
application, e.g., malware, is able to send signature creation requests to the SCS. As
the end user is always prompted with a certificate selection dialog, these requests are
not silently processed, but it will be annoying and essentially a denial of service
attack as the end user will get these dialogs every time there is a request (unless the
SCS is already processing a request). The current specification does not address
this threat.

One solution to address this threat is that the SCS has an admin interface (Ul), where
there would be an authorization view. In the authorization view, there would be an
authorization token shown (e.g., 20 alphanumeric values). The first HTML5
application that tries to use the SCS interface in a particular browser, the SCS would
send a HTTP response 403 Authorization required. The HTML5 application would
then have logic to ask the end user to provide the authorization token. The end user
would go to the authorization view, copy the token, and paste it to the dialog the
HTMLS5 application would be showing. The HTML5 application would then give the
token to the SCS and the SCS would set a permanent cookie with the browser. Any
subsequent request to the SCS by the browser (regardless of the origin of the HTML5
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app) would contain this cookie, which SCS would always check. This means that the
SCS needs to enable the use of credentials in CORS (e.g., use Access-Control-
Allow-Credentials header). After the token has been used once in authorization, it is
discarded, and the SCS generates a new one.

3.10 Multi-user environments

The current specification does not support cases, where the operating system is a
multi-user environment. This is due to the fact that if the system has multiple users
logged on, there also should be as many SCS instances running as well. As the SCS
should be running in predefined port on the localhost interface, it is not possible to
distinguish which SCS instance belongs to which logged on user with the current
specification.

3.11 Browser policies

CORS access from a web page is typically limited to the same scheme that was used
when the corresponding HTML5 application (i.e., web page) was downloaded. In
other words, if a web page was downloaded using https, the subsequent CORS
requests must also be done using https. Similarly, if the web page was downloaded
using plain http, then CORS requests need to be done with http also.

Some browsers (at the writing of this document, Internet Explorer 10 and 11) may by
default restrict the access to the localhost interface using CORS mechanism. In this
case, the end user should enable access via browser settings or and a system
administrator should enable access by changing browser policies remotely.
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4 SCS Profiles

This chapter describes the SCS profiles, i.e., operation parameters for SCS
instances. For instance, a SCS instance can be said to "implement" RSA signature
profile in which case it must follow profiles specifications listed below.

SCS implementations are required to implement support for parameters that
underlined.

4.1 Base profile
Abstract profile.

Server port: 53952 (https port). The SCS shall use the listed port for https based
access.

HTTP methods: GET, POST

HTTP URI: /sign, /version

4.2 RSA signature profile
Extends Base profile.
Hash algorithms: "SHA256" (default), "SHA384", "SHA512"
Signature algorithms: "SHA256withRSA" (default), "SHA384withRSA",

"SHA512withRSA", "SHA256wWithRSASSA-PSS", "SHA384withRSASSA-PSS",
"SHA512withRSASSA-PSS™

Content types (to be signed data): "data”, "digest" (digest allowed only for signing
purposes)

Signature types: "signature", "cms", "cms-pades”
CMS signature content (required fields):
e version: 1
o digestAlgorithms: SHA-256, SHA-384, or SHA-512 object identifier
¢ contentinfo.contentType: CMS Data object identifier
e contentinfo.content: The signed data is included if the original request had
contentType as "data". If the original request had contentType as "digest",
then signed data is not included.

e certificates: Contains the signing certificate and certificate chain.

e cris: Not present

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en



Signature Creation Service 1.2 38 (39)
SPECIFICATION
1.2

Kehitys ja tietohallinto / Jari Pirinen 16.10.2023

e signerinfo.version: 1

¢ signerinfo.issuerAndSerialNumber: The issuer and serial number of the
identity certificate

¢ signerinfo.digestAlgorithm: The same digest algorithm object identifier as in
digestAlgorithms field

¢ signerinfo.authenticatedAttributes (required fields, other fields may be
included):

o contentType: The same value as in contentinfo.contentType field

o messageDigest: Calculated message digest of the signed data using
digest algorithm specified by signerinfo.digestAlgorithm. This value is
either calculated by the implementation (i.e, when to-be-signed data is
given by the requestor) or the value was given by the requester
directly.

o signingTime: The time when this CMS object was signed
¢ signerinfo.digestEncryptionAlgorithm: PKCS#1 rsaEncryption object identifier
¢ signerinfo.encryptedDigest: The result of encrypting the message digest of

the complete DER encoding of the attributes value contained in the
signerinfo.authenticatedAttributes field with signer’s private key.

4.3 ECDSA profile
Extends Base profile.
Hash algorithms: "SHA256" (default), "SHA384", "SHA512"

Signature algorithms: "SHA256withECDSA" (default), "SHA384withECDSA",
"SHA512WithECDSA"

Content types (to be signed data format): "data", "digest" (digest allowed only for
signing purposes)

Signature types: "signature", "cms", "cms-pades"
CMS signature content
All fields are the same as in RSA signature profile except:

e signerinfo.digestEncryptionAlgorithm: ECDSA signature algorithm identifier
(SHA256WIthECDSA, SHA384withECDSA, or SHA512withECDSA)

o Please see
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e signerinfo.encryptedDigest: the result of signing the message digest of the
complete DER enconding of the attributes value contained in the
signerinfo.authenticatedAttributes field with signer’s private key.

4.4 CMS-pades profile
CMS-pades signature content follows CMS signature specification with two
exceptions, defined in PAdES signature specification. Following fields are not
present:
¢ signerinfo.authenticatedAttributes.signingTime

¢ signerinfo.digestEncryptionAlgorithm (=digestAlgorithm)
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