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HTMLS5 and Digital Signatures

1 Introduction

This specification describes a method to generate digital signatures in HTML5
applications [HTML5] that are executed in User Agents, i.e., web browsers. The
specification utilizes the Cross-Origin Resource Sharing (CORS) specification
[CORS] that enables an HTMLS5 application downloaded from Site A to communicate
with a service located in Site B using Javascript's XMLHttpRequest mechanisms
[XHR], for instance. The communication protocol uses HTTP protocol and the
information elements are transferred using JSON format [JSON].

The HTML5 application makes a signature request by sending the data that needs to
be signed to the Signature Creation Service (SCS). Upon receiving the request, the
SCS displays a certificate selection dialog to the end user, who will select the
certificate that will be used to generate the digital signature. If required, the end user
enters the PIN code for accessing the private key to generate the signature. Once
the signature is created, the SCS sends the signature along with the certificate chain
and other needed information to the HTML5 application. Upon receiving the digital
signature, the HTMLS5 application uses it according to its specifications.

1.1 Definitions and Acronyms

CMS Cryptographic Message Syntax
CORS Cross-Origin Resource Sharing
CRL Certificate Revocation List

JSON JavaScript Object Notation

OCSP Online Certificate Status Protocol
oS Operating System

PKCS Public-Key Cryptography Standards
SCs Signature Creation Service

EC Elliptic Curve

ECC Elliptic Curve Cryptography

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en



U

Signature Creation Service 1.3 7 (41)

SPECIFICATION
1.3

Kehitys ja tietohallinto / Jari Pirinen 1.3.2025

1.1 References

[CMS]

[PADES]

[CORS]

[ECDSA]

[X9.62]

[SEC1]

[HTML5]

[HTTP]

[JSON]
[JWT]

[XHR]

[RFC8446]

[PKCS1]

[PKIX]

[HTTPS]

Cryptographic Message Syntax (CMS), September 2009,
http://www.ietf.org/rfc/rfc5652.txt

Electronic Signatures and Infrastructures, ETSI EN 319 142-1 and EN
319 142-2, https://www.etsi.org/standards

Cross-Origin Resource Sharing, W3C Recommendation, January 16,
2014, http://www.w3.org/TR/cors/

Deterministic Usage of the Digital Signature Algorithm (DSA) and Elliptic
Curve Digital Signature Algorithm (ECDSA), August 2013,
http://www.ietf.org/rfc/rfc6979.txt

American National Standards Institute, Inc. (ANSI), Public Key
Cryptography for the Financial Services Industry: the Elliptic Curve
Digital Signature Algorithm (ECDSA), November 2005

Standards for Efficient Cryptography (SEC), SEC 1: Elliptic Curve
Cryptography, Certicom Research, May 21, 2009, Version 2.0

HTML5, W3C Candidate Recommendation, July 31, 2014,
http://www.w3.0rg/TR/html5/

Hypertext Transfer Protocol -- HTTP/1.1, June 1999,
https://www.ietf.org/rfc/rfc2616.txt

JavasScript Object Notation Introduction, http://[son.org
Json Web Tokens; rfc7515 rfc7516 and rfc7519.

XMLHttpRequest Level 1, W3C Working Draft, January 30, 2014,
http://www.w3.org/TR/XMLHttpRequest/

The Transport Layer Security (TLS) Protocol Version 1.3

Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography
Specifications Version 2.1, February 2003,
http://www.ietf.org/rfc/rfc3447 .txt

Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile, May 2008
https://www.ietf.org/rfc/rfc5280.txt

HTTP over TLS, May 2000,
https://www.ietf.org/rfc/rfc2818.txt

DIGITAL AND POPULATION
DATA SERVICES AGENCY

Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en


http://json.org/
http://www.w3.org/TR/XMLHttpRequest/

Signature Creation Service 1.3 8 (41)
SPECIFICATION
1.3

Kehitys ja tietohallinto / Jari Pirinen 1.3.2025

2 Signature Creation Service (SCS)

The SCS functions as a simple web server that provides access to signature creation
functionality via HTTP/1.1 protocol [HTTP].

2.1 Requirements
The SCS SHALL support the following functionality:

e The SCS SHALL support https scheme and it MAY support http scheme for
browser access. The SCS SHALL generate a key pair, generate a server
certificate and import that certificate to device’s trusted certificate store.
Additional requirements can be found in chapter 2.3.

e The SCS SHALL support CORS [CORS]:

o Each HTTP response SHALL contain the Access-Control-Allow-
Origin header with value "".

o When User Agent makes the CORS preflight request, i.e., the
OPTIONS request, the corresponding HTTP response SHALL contain
the following headers: Access-Control-Max-Age header with
default value "3600", Access-Control-Allow-Methods header
with default value "GET, POST", and Access-Control-Allow-—
Headers headers with default value "Content-Type, Accept".

e The SCS SHALL process all HTTP requests.

e The SCS SHALL show certificate selection dialog for every signature creation
request it receives.

e The SCS SHALL process HTTP requests where the Origin header
containing https protocol in the URL. HTTP requests with Origin header
containing http protocol in the URL SHALL not be processed.

e The SCS SHALL show the content of the 0rigin header of the signature
creation request to the end user (so that end user is able to identify the origin
of the signature creation request). It MAY be included in the certificate
selection dialog.

e The SCS SHALL have only one active signature creation request active at a
time. If another signature creation request is received, the SCS shall silently
ignore the request and send a response to the requesting HTML5 application
that another request is already active.

e The SCS SHALL respond to all incoming requests.

e The SCS SHALL be able to handle HTTP requests where content length is up
to 100MB (=100*1024*1024 bytes). The SCS MAY be able to support larger
HTTP requests.

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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e The SCS SHALL be able categorize signature creation requests to be either
in signing purpose category or authentication purpose category. This
categorization SHALL be based on the capabilities of the end entity certificate,
namely by checking the KeyUsage and ExtendedKeyUsage extensions of the
certificate. If the end entity certificate can be used for authentication
purposes, the SCS SHALL allow only operations that are allowed for
authentication purposes.

o An end entity certificate can be used for authentication purposes, if the
KeyUsage extension has the DigitalSignature bit set, or the
ExtendedKeyUsage extension has the ClientAuthentication OID
present or the ServerAuthentication OID present.

o An end entity certificate can be used for signing purposes, if the
KeyUsage extension has the NonRepudiation bit set. In particular, the
end entity certificate SHALL NOT have the authentication purposes
key usages as specified in previous paragraph.

NOTE: With FINEID profile, the end entity certificates that have the
DigitalSignature bit set in the KeyUsage extension can only be used
for authentication purposes. The end entity certificates that have the
NonRepudiation bit set in the KeyUsage extension can be used for
signing purposes.

e The client application SHALL be able to send the data that is to be signed for
signing purposes, i.e., the SCS will receive the full to-be-signed data, and
calculate the digest of this data itself.

e The client application SHALL be able to send a challenge request to be
signed for authentication purposes. The challenge_request SHALL be in the
following format:

origin;nonce
where

origin is the address of the web server from where the HTML5
application application was downloaded from, i.e., origin SHALL be the
same as the content of the CORS’s Origin header (e.g.,
“https://dvv.fineid.fi"), and

nonce is an octet string that SHALL be random and at least 64 octets in
length.

Starting from SCS version 1.3, semicolon must exist between origin and
nonce.

Example challenge in string format:
https://dvvtest.fineid.fi;7134bf29-ee63-4adb-83bf-
7248eb9%0e6al3d247db9-2807-45¢c7-9395-
£3454006a301066e3c40-8765-4c75-bad49-0aad82717c96

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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Example challenge in base64 format:
aHROcHM6Ly9kdnZ0ZXNOLmZpbmVpZComaTs3MTMOYmYyOS11Z2TYzL
TRhZGItODNiZi03MjQ4ZWISMGU2YTEZZDION2Ri0S0yODA3LTQ1YzZ
CctOTM5NS1mMzQ1 ZDAWNME zMDEWNJ Z1M2MOMCO04NzY1LTRINzULYmE
00SOWYWFkODI3MTdjOTY=

The maximum length of the challenge_request SHALL be 1024 octets in
length.

The SCS SHALL validate that the challenge request is in correct format.

When using transaction based signatures, starting from SCS version 1.3 SCS
SHALL append a semicolon and serverKey to the challenge_request before
computing the signature.

origin;nonce;serverkey

serverKey is in the same base64 encoded format as it was presented in the
"Begin Transacton" payload section of the JWS message.

Example in string format:
https://dvvtest.fineid.fi;7134bf29-ee63-4adb-83bf-
7248eb90e6a13d247db9-2807-45¢c7-9395-£345d006a301066e3c40-
8765-4c75-bad9-

0aad82717¢c96; MFkwEWYHKOZIZzj0CAQYIKoZIzj0DAQCDQGAERNUPYd8Y
v8SJ98TPYpRavDrOeqOE32Wa/jQsXgQzQivMv/gY+gKnFQVK4wtOUYYTM
Lyzc9ZaMXhhIpy3M19d6Q==

Example in base64 format:
aHROCHM6Ly9kdnZ0ZXNOLmZpbmVpZC5maTs3MTMOYmYyOS11ZTYzLTRhZ
GItODNiZi03MjQ4ZWISMGU2YTEZZDION2Ri0S0yODA3LTQ1YZzctOTM5NS
1mMzQ1ZDAWNME zMDEWN§ Z1M2MOMCO04NzY1LTRINzUtYmEOOSOwYWFkODT
3MTdjOTY7TUZrd0V3WUhLblpJemowQOFRWU1LblpJemowREFRYORRZOFF
Uk5VUH1kOH120FNKOThUUF1wUnF2RHIPZXEWRTMyV2EvalFzWGdRelFpd
k121.2dZK2dLbkZRVks0d3RPVV1ZVE1MeXpjOVphTVhoaElwe TNNMT1kN1
E9PQ==key

e The client application SHALL be able to send the digest of the data that is to
be signed for signing, i.e., the client application will calculate the digest of the
to-be-signed data and send it to the SCS.

e The client application SHALL NOT send the challenge request in digest
format for authentication purposes. The SCS SHALL not accept signing
requests in the digest format.

e The SCS MAY validate each end entity certificate (that is available on the
device) and its certificate chain. If SCS validates end entity certificates and
finds out that one expired, this end entity certificate is not shown to the end
user as a selection option.

NOTE: Even if the SCS validates end entity certificates, the server
consuming digital signatures generated by SCS must also validate

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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the end entity certificate and its corresponding certificate chain when
checking the signature.

e The SCS MAY pre-filter applicable certificate list (before they are shown to the
end user) and certificate filtering MAY be based on one or more values in end

user certificates:
o Key algorithm type,
o Issuer DN field,
o KeyUsage extension values, and/or
o AuthorityKeyldentifier extension.

This way the HTMLS5 application is able to indicate to the SCS the acceptable
end user certificates.

2.2 Message sequence diagram

Below is an example message sequence diagram of signature generation for HTML5
applications and SCS functionality. This specification concentrates on the interface
between the browser and the SCS, namely steps 5, 6, 7, and 20. Moreover, the steps
5 and 6 are specified by the CORS specification. Steps from 8 to 19 are described for
completeness but the actual steps depend on the OS architecture.

End user device
HTTP Server
orge e scs [ os o

1. Get HTMLS app from origin server

2. GET https://originserver.com, HTTR/1.1

3. HTMLS application

4, HTML app needs signature |

_ 2. QRTIONS for CORS |

7. POST https://localhgst:53952/sign HTTF/1.1

2. Getall available end entity certificates

5. Certificate list

| 10. Pre-filter certificate list |

11. Show pre-filtered certificate list to the end user

12. Picks a cenificaEI

13. Selected certificate

14, Check certificat | -
| Ch GerLTcate purpose 15. Initiate signing

16. Access control guery

17. Access contrzl

18. Access control answer

19. Signature

20. Signature + params

21. HTMLS app processes signature
T
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10.

11.

12.
13.
14.

15.

The end user types the URL of the origin server to the browser.

The browser makes a request to the URL. It is recommended that the URL
uses https scheme.

The browser downloads the HTML5 application, which typically consists of
several HTTP requests being made by the browser to the origin server. If the
HTMLS5 application is downloaded using secure connection, i.e., https
scheme, the HTTP requests to the SCS in step 5 and step 7 must be done
over https scheme as well. If the HTML5 application is downloaded using
unsecure connection, i.e., plain http scheme, the requests to the SCS in step
5 and step 7 must be done over http scheme as well.

At one point, application logic of the HTML5 application requires that a digital
signature is needed.

The browser makes an OPTIONS request to the SCS to discover whether
CORS type requests are allowed. This request may have been done also
earlier.

The SCS returns the CORS options allowing requests being made from the
current HTML5 application context (identified by Origin).

The HTMLS5 application makes a signature creation request.
The SCS queries local crypto API for all available end entity certificates.
The Crypto API returns all available end entity certificates.

The SCS pre-filters the end entity certificate list if signature creation request
contained filters (selectors based on issuer name, authority key identifier or
required key usage parameters). Additionally, the SCS may locally validate
the end entity certificates, and filter out the ones that are not valid.

The SCS presents the end user with a list of (pre-filtered) end entity certificate
list.

The end user selects one of the listed certificates.
The selected certificate is returned to the SCS.

The SCS checks the selected certificate whether it belongs to the signing
purposes category or to the authentication purposes category. If the
certificate belongs to the authentication purposes category, the signature
creation request must in the form of challenge request. If it is not, the SCS
will show a notification the end user that the signature creation request is not
acceptable, and stops processing the request.

The SCS initiates the digital signature generation with the private key
associated with the selected certificate and with given signature parameters
received in the signature creation request.

DIGITAL AND POPULATION

DATA SERVICES AGENCY
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16. Crypto API requests end user to give authorization to the usage of the
selected private key.

17. End user enters the authorization data (e.g., PIN code).

18. Authorization data is returned to the Crypto API. If it was correct, the crypto
API generates the signature.

19. Signature is returned to the SCS.

20. The SCS generates the signature creation response (with the signature,
signature algorithm, and the certificate chain of the selected end entity
certificate) and returns it to the HTML5 application.

21. The HTML5 application processes the signature including validating the
certificate chain of the used end entity certificate (e.g., validity and revocation
status). The validation can also be done by the origin server (not depicted
here).

Variations possibilities:

o After step 4, the HTML5 application may scan through the https ports that are
listed in Base profile (section 4.1), and automatically detect the port that is
being used by the SCS.

e Before showing the end user the certificate list for certificate selection, the
SCS could show a notification what is being signed, i.e., show the actual data
that is being signed. However, if data is not textual (e.g., XML signature
element, or plain binary data), the end user might get confused by this
notification.

2.3 Server certificate

In order for SCS to use https based scheme to communicate with browsers, it must
generate a local key pair and a server certificate that needs to be imported to the
devices trusted certificate store. The browser that wishes to use SCS must then use
that trusted certificate store when validating server certificates.

Upon installation of the SCS to the target device, it SHALL generate two key pairs,
one for the local root certificate that is going to be used sign the server certificate.
After the certificates have been generated, the SCS SHALL delete the key pair of the
root certificate, and store the key pair of the server certificate securely. The
certificate chain, i.e., the root certificate and the server certificate SHALL be imported
to the trusted certificate store of the target environment, or any other certificate store
that the web browsers in the device are using.

The key pairs and the certificates have the following requirements:
e The key pairs SHALL be at least 2048 bits in the case of RSA key pair.

e The server certificate SHALL have the following attributes:

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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o The SubjectDN parameter SHALL include CommonName attribute
containing “127.0.0.1".

o The certificate SHALL contain SubjectAltName extension with at least
following attributes:

= extension is not critical,
=  dNSName: “localhost”, and
= jPAddress: “127.0.0.1".

o The certificate SHALL contain KeyUsage extension with following
attributes:

= extension is critical,
» digitalSignature key usage, and
= keyEncipherment key usage.

o The certificate SHALL contain ExtendedKeyUsage extension with at
least following attributes:

= extension is not critical, and
= serverAuth key usage.

o Additionally, the certificate SHALL include any attributes that are specified in
[PKIX] and [HTTPS].

e The SCS SHALL generate a self-signed root certificate from which the server
certificate is issued. The root certificate SHALL contain attributes as specified
in [PKIX].

2.4 CORS preflight check

A browser that supports CORS will do a preflight check to see if a CORS request is
allowed to be sent to the SCS. This is done by sending an OPTIONS request to the
web server indicating the Origin of the requesting HTML5 application, and the
allowed request methods and headers. An example of such request is below.

OPTIONS /sign HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Access-Control-Request-Method: POST
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like

Gecko) Chrome/36.0.1985.143 Safari/537.36
Access-Control-Request-Headers: accept, content-type
Accept: */*
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

As a response, the SCS should send an HTTP response back with specified CORS
headers. An example of such a response is below.

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Server: SCS 1.3 (2024-09-10)
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headers: Accept, Content-Type
Access-Control-Max-Age: 3600
Access-Control-Allow-Origin: *

Accept: application/json, */*

Date: Wed, 04 Jun 2017 07:38:01 GMT

2.5 Version check
251 Request
The HTMLS5 application checks the version of the SCS as well as discover the
supported mechanisms, and availability of the SCS by sending an XMLHttpRequest
to the SCS.
HTTP parameters:
e HTTP-Method: GET

¢ Request-URI: /version

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1
and CORS specifications.

Example HTTP request for version check.

GET /version HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

DIGITAL AND POPULATION Tel. +358 295 536 000 (exchange)  Contact Information, see www.dvv.fi/en
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2.5.2 Response

The SCS responses to the version check request by sending version check
response.

HTTP protocol parameters:
e Status-Code: 200
e Content-Type: application/json

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1
and CORS specifications.

Version check response:

e version (string, mandatory): the version of the specification the SCS
supports. For this specification the value is "1.3".

e httpMethods (string, mandatory): the allowed HTTP method for signature
creation request. The mandatory value for this specification is "POST".
Optionally, httpMethods may include GET method, resulting “GET, POST”
response.

e contentTypes (string, mandatory): the supported data types supported by the
SCS. The value for this specification is "data, digest".

e signatureTypes (string, mandatory): the supported signature types supported
by the SCS. Only mandatory value for this specification is “signature”.

Recommended optional types are “signature-plain,cms,cms-pades”. Other
types may also be implemented.

o “signature”
= If used key type is RSA, raw operation result is returned.

» |f used key type is ECC, signature is ASN.1 DER encoded
response if R and S integers as follows [X9.62]:

e SEQUENCE { INTEGER =R, INTEGER =S }
o “signature-plain” [RFC8446]
» |f used key type is RSA, operation is compliant with ‘signature’

= |f keytypeis ECC, R and S components are returned as
concatenated octet string: R || S

e Thelength of R and S are padded to the same byte
length as curve field length.

o ‘“cms”; if given content is [CMS]
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=  "data", cms structure becomes attached. Structure includes
plain text data together with digital signature

= "digest", cms structure becomes detached. Structure doesn’t
include signed data.

o ‘“cms-pades”; [PADES]
= Designed to be used for PDF signatures.
» Should be used in detached mode only.

e selectorAvailable (boolean, mandatory): determines whether the SCS
supports the selector functionality. Possible values are "true" or "false".

¢ hashAlgorithms (string, mandatory): the supported hash algorithms
supported by the SCS. The value for this specification is "SHA256, SHA384,
SHA512".

e signatureAlgorithms (string, mandatory): the supported signature algorithms
supported by the SCS. Possible values are "™, "RSA", "RSASSA-PSS" and
"ECDSA".

o Example#l; if SCS contains only ECC keys, value is "ECDSA".

o Example#2; if SCS contains only RSA keys but doesn’t support
RSASSA-PSS padding, value is "RSA".

o Example#3; if SCS contains RSA and ECC keys and RSA key
supports PSS-padding, value is "RSA,RSASSA-PSS,ECDSA".

o Example#4; if there is no security token (like smart card) present,

nn

value is empty; "".

e applicationOIDs (string, optional): Display list of object identifiers introduced
in “EF(DIR) Discretionary ASN.1 data objects”. Currently used OIDs are listed
in the table below.

e The version check can be used by the client application to discover the
service, and validate that it is up and running.

Object Identifier Card type

1.2.246.517.4.2.2.1 IAS ECC token for org. usage (“Toimikortti”)
1.2.246.517.4.2.2.4 IAS ECC token for temp. usage (“Varakortti”)
1.2.246.517.4.2.3.1 IAS ECC token for healthcare (“Ammattikortti”)
1.2.246.517.4.2.3.2 IAS ECC token for healthcare (“Henkilostokortti”)
1.2.246.517.4.2.3.3 IAS ECC token for healthcare (“Toimijakortti”)
1.2.246.517.4.2.3.4 IAS ECC token for healthcare (“Varakortti”)
1.2.246.517.4.2.3.5 IAS ECC token for healthcare students (“Opiskelijakortti”)
1.2.246.517.4.2.4 VRK FINEID ID.me org. card

1.2.246.517.4.2.4.1 ID.me token for org. usage (“Toimikortti”)
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1.2.246.517.4.2.4.4

ID.me token for temp. usage (“Varakortti”)

1.2.246.517.4.2.5

VRK FINEID ID.me sote card

1.2.246.517.4.2.5.1

ID.me token for healthcare (“Ammattikortti”)

1.2.246.517.4.2.5.2

ID.me token for healthcare (“Henkilostokortti”)

1.2.246.517.4.2.5.3

ID.me token for healthcare (“Toimijakortti”)

1.2.246.517.4.2.5.4

ID.me token for healthcare (“Varakortti”)

1.2.246.517.4.1

VRK FINEID S4-1 v1.1 Citizen elD card (1.12.1999-31.3.2003)

1.2.246.517.4.1.1

VRK FINEID S4-1-1 for KELA-FPA-SII (xx.xx.2000-31.12.2003)

1.2.246.517.4.1.2

VRK FINEID S4-1-2 v1.31 Citizen elD card (1.4.2003-->)

1.2.246.517.4.1.3

VRK FINEID S4-1-2 v1.31 Citizen elD card with sv-information (1.6.2004-->)

1.2.246.517.4.1.4

VRK FINEID S4-1 v3.0 Citizen elD card (1.1.2017-->)

1.2.246.517.4.1.5

VRK FINEID S4-1 v3.1 Citizen elD card (11.01.2021-->)

1.2.246.517.4.1.6

VRK FINEID S4-1 v3.2 Citizen elD card with ICAO-applet (03.08.2021-->)

1.2.246.517.4.1.7

DVV FINEID S4-1 v3.2 Citizen elID card with ICAO-applet (13.03.2023-->)

1.2.246.517.4.2.6

DVV FINEID CosmoX org. card

1.2.246.517.4.2.6.1

Cosmo X token for org. usage (“Toimikortti”)

1.2.246.517.4.2.6.4

Cosmo X token for temp. usage (“Varakortti”)

1.2.246.517.4.2.7

DVV FINEID CosmoX sote card

1.2.246.517.4.2.7.1

Cosmo X token for social welfare and healthcare (“Ammattikortti”)

1.2.246.517.4.2.7.2

Cosmo X token for social welfare and healthcare (“Henkilostokortti”)

1.2.246.517.4.2.7.3

Cosmo X token for social welfare and healthcare (“Toimijakortti”)

1.2.246.517.4.2.7.4

Cosmo X token for social welfare and healthcare (“Varakortti”)

Example HTTP response:

HTTP/1.1 200 OK
Content-Length:
Content-Type:
Server: SCS 1.3

XX

Accept:
Date: Wed,

{
"version": "1.2",
"httpMethods":
"contentTypes":
"signatureTypes":

"hashAlgorithms":

"applicationOIDs":

application/json
(2024-09-10)
Access-Control-Allow-Origin:
application/json,
04 Jun 2017 07:35:16 GMT

"GET,
"data,

"selectorAvailable":

"signatureAlgorithms":

*

*/*

POST",

digest",

"signature, cms, cms-pades",

true,

"SHA256, SHA384, SHA512",

"RSA, RSASSA-PSS, ECDSA",
"1.2.246.517.4.2.4.1,1.2.246.517.4.2.5.1"

DIGITAL AND POPULATION
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2.6 Signature creation
2.6.1 Request (POST)

The HTML5 application makes a signature creation request by sending an
XMLHttpRequest to the SCS.

HTTP parameters:
e HTTP-Method: POST
e Request-URI: /sign
o Content-Type: application/json

e Other HTTP parameters are filled in by the browser as specified by HTTP/1.1
and CORS specifications.

Signature creation request parameters:

e version (string, optional) contains the version of the SCS specification version
that the HTML5 application expects the SCS to support (which for this version
is "1.3").

e selector (object, optional) contains the certificate selector parameters

o issuers (array, optional) a list of acceptable issuers of the end user
certificate in string format (e.g., "CN=Trusted CA, OU=Unit,
O=Organization, C=FI") or in ASN1/DER encoded form as it is present
in the end user certificate (i.e., the issuer field in the end user
certificate [PKIX]) in which case the format is “base64:<ASN1/DER
encoded issuer field as it is present in the end user certificate in
base64 encoded format>". Values are case sensitive. If specified, the
end user certificate MUST have one the listed issuers as the issuer.

It is recommended to pre-filter the certificate list using the “akis” array
field instead of the “issuers” array field.

o akis (array, optional) a list of authority key identifiers of acceptable
issuers in base64 format (key identifier is the content of the
“keyldentifier” field in the AuthorityKeyldentifier extension in the end
user certificate as specified in chapter 4.2.1.1 [PKIX], i.e., either the
SHA-1 hash of the authority certificate’s public key or 60 least
significant bits of this hash preceded by ‘0100’ bits as specified in
chapter 4.2.1.2 in [PKIX]). Values are case sensitive. If specified, the
end user certificate MUST have one of the listed keyldentifiers present
in the AuthorityKeyldentifier extension.

o keyusages (array, optional) a list of required keyusages as they are
listed in KeyUsage extension ("digitalSignature", "nonRepudiation”,

"dataEncipherment”, "decipherOnly", "encipherOnly", "keyAgreement",

"keyEncipherment", "keyCertSign", "crlSign"). Values are case
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insensitive. If specified, the end user certificate MUST have all the
listed key usages present in the KeyUsage extension.

o keyalgorithms (array, optional) a list of acceptable key algorithm of
the end user certificate ("rsa”, "ec"). Values are case insensitive. If
specified, the end user certificate SHOULD have one of the listed key

algorithms as type of the subject public key in the end user certificate.

o strictKeyPolicy (Boolean, optional). This selector is used together
with keyalgorithms. If the value is true, selected end user certificate
MUST have one of the listed key algorithms as type of the subject
public key in the end user certificate. Default value is false.

e content (string, mandatory) contains the data to be signed that is base64
encoded.

e contentType (string, optional) specifies the type of the data field. Default is
"data". Options for type are "data" meaning that the data field contains the
data that should be signed, and "digest" meaning that the data field contains
the digest of the data that should be signed. Supported values are "data" and
"digest".

o For authentication purposes, contentType must be “data”, “digest” is
not allowed.

o For signing purposes, contentType can be either “data” or “digest”.

¢ hashAlgorithm (string, optional) specifies the requested signature algorithm.
Default is "SHA256" indicating "SHA256withRSA" signature with RSA keys,
and "SHA256withECDSA" signature with EC keys. Supported values are
"SHA256", "SHA384", and "SHA512".

NOTE: If the contentType parameter value is "digest", the data parameter
must contain a digest calculated using the digest algorithm indicated
in the algorithm parameter.

e signatureAlgorithm (string, optional) specifies the requested signature
algorithm. Supported values are “RSA”, “RSASSA-PSS” and “ECDSA”.
Default algorithm is “RSA” or “ECDSA” depending on used key type.

o “RSA” stands for RSASSA-PKCS1-v1_5 signatures [PKCS1]

o “RSASSA-PSS” stands for PKCS#1 v2.1 padding scheme that is
suggested to be used with new implementations

o “ECDSA” for EC keys [ECDSA].

e signatureType (string, optional) specifies the requested signature format.
Possible values are "signature”,"signature-plain”,"cms" and "cms-pades”, as
defined in “signatureTypes”

o "signature" default value. Indicating plain raw signature.

o ‘“signature-plain” indicates that the returned ECDSA signature is
returned without ASN.1 encoding [RFC8446].
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o “cms” indicates that signature is based in CMS signature format
[CMS].

*» The signed data is included (attached) to the CMS signature
when contentType is “data” or

» signed data is excluded (detached) from the CMS signature
when contentType is “digest”. See CMS content profile in
section 4.

o ‘“cms-pades” indicates that signature is based on CMS signature
format with exact attributes defined in ETSI standard for Advanced
Electronic Signatures [PADES].

» This signature type should be used with “digest” (detached)
contentType only.

Example HTTP POST request of signature creation request:

POST /sign HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Content-Length: 155
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Content-Type: application/json
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;9=0.4,fr;g=0.2

{

"version": "1.2",
"selector": {
"issuers: [
"CN=VRK CA for Qualified Certificates, ..., C=FI",
"CN=VRK CA for Qualified Certificates - G2, ..., C=FI"
1,
"keyusages": [
"nonrepudiation"
]
by
"content": "VGhpcyBpcyB0aGUgZGFO0YSBObyBiZSBzaWduzWQuLid="",
"contentType": "data",
"hashAlgorithm": "SHA256",
"signatureType": "signature"
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2.6.2 Request (GET, optional)
The HTMLS5 application may send the signature creation request also using GET
method. The HTTP protocol and request parameters are the same as with POST
method with following exceptions:
HTTP parameters:
e Request-Method: GET
Signature creation request parameters:

e selector functionality is not supported with GET method.

Example HTTP GET request of sighature creation request:

GET
/sign?content=VGhpc...QulLi4=&hashAlgorithm=SHA256&contentType=digest
HTTP/1.1
Host: localhost:53952
Connection: keep-alive
Accept: application/json, text/javascript, */*; g=0.01
Origin: https://dvv.fineid.fi
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML,
like
Gecko) Chrome/36.0.1985.143 Safari/537.36
Referer: https://dvv.fineid.fi/scstest/
Accept-Encoding: gzip,deflate, sdch
Accept-Language: fi-FI,fi;g=0.8,en-US;g=0.6,en;g9=0.4,fr;g=0.2

2.6.3 Response

The SCS responses to the signature creation request by sending the signature
creation response.

HTTP protocol parameters:
- Status-Code: 200
- Content-Type: application/json

- Other HTTP parameters are filled in as specified by HTTP/1.1 and CORS
specifications.

Signature creation response:

e version (string, mandatory) contains the version of the SCS specification
version that the SCS supports (which for this version is "1.3").

e status (string, mandatory) indicates whether the signature creation operation
was successful.
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o "ok"indicates that the operation was successful,
o "failed" indicates that the operation failed.

e reasonCode (integer, mandatory) gives the reason code of the response
status. Possible values are listed in section O.

e reasonText (string, mandatory) gives textual description of the reason code.

e signature (string, optional) contains the digital signature that is base64
encoded. Present if signature creation operation was successful.

e signatureType (string, optional) contains the type of the signature.

Supported values are "signature”, “cms” and “cms-pades”. Present if
signature creation operation was successful.

e signatureAlgorithm (string, optional) contains the format of the digital
signature. Supported values are:

o "SHA256withRSA"

o "SHA384withRSA"

o "SHA512withRSA"

o "SHA256withRSASSA-PSS"

o "SHA384withRSASSA-PSS"

o "SHA512withRSASSA-PSS"

o "SHA256withECDSA"

o "SHA384withECDSA"

o "SHA512withECDSA"

o Not present or empty value if operation failed

e chain (array, optional) contains the certificate chain of the end user certificate.
The end user certificate is at index 0. All certificates are base64 encoded.
Present if signature creation operation was successful. The chain may be
incomplete and contain only the end user certificate.

Example HTTP response of signature creation response:

HTTP/1.1 200 OK

Content-Length: 5858

Content-Type: application/json
Server: SCS 1.3 (2024-09-10)
Access-Control-Allow-Origin: *
Accept: application/json, */*

Date: Wed, 04 Jun 2017 07:38:16 GMT
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2.7 Transactions
Transactions are designed to fulfill following requirements:
1) Allow SCS to see who is requesting signature
2) Protect communication between SCS and server

3) Allow server to query certificate from SCS before server composes actual
signature request.

Message protection is based on signed and encrypted Json Web Tokens [JWT]. First
two “begin transaction” messages are signed (JWS) messages, followed by two
“execute transaction” messages that are encrypted according JWE.

Message payload follows this specification.

Please note that version 1.3 contains two security enhancements that are related
user authentication. Look chapter 2.1 for more details.

1) Server side; added semicolon between origin and nonce.

2) Client side; append serverKey to challenge_request before computing the

signature.
Serve_r mandatory semicolon in Browser SCS 1 .3
requesting authentication requests ComS o BegirTramsacion
signature 1) P
c Page that contains g Select
ompose | — "Begin Transaction” 1€
» P » "JWS” » Response with certificate chain Certificate
JWS
JWS signed with client ECDHE key Dialog
2)
Responsethat contains
Validate " JWS” selected certificate
certificate L="= 1
(CRL/OCSP), Continue transaction;
compose Page that contains 3 ) REqlzu:gyi\g;da‘JWEm?hpé;fa‘ﬁ;tegdd ::“/u *
“toBeSigned” e "toBeSigned” With signature type definition
L WE ] ” PIN Dialog
Decrypt
encrypted Ahdcil serverKey tot
JsonWeb Response with the signature challenge_reques
Token (JWE) Encrypted response 4) Encrypted JWE with exchanged key before card operation
|—| with the signature
i [ JWE” < « Card operation
composed
signature

2.7.1 Begin transaction

“Begin transaction’-phase allows the SCS user to confirm from where the signature
request was generated. Also, during this phase server and client executes key
exchange routine, that is used to encrypt messages in the “execute transaction”-
phase in the way that only client and server can decrypt transmitted data.

Begin transaction messages are composed as follows:

1) server generates ephemeral EC keypair (ECDHE)
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2) server composes payload JSON message that contains following claims;
version, serverKey, serverCert, strictKeyPolicy and selector.

e version, strictKkeyPolicy and selector are encoded as defined in the chapter
2.6.1.

e serverKey string object (generated ephemeral EC keypair) should be
encoded as follows;

o Value is base64 encoded public key according ANSI X9.62, chapter
6.4, Syntax for Public Keys [X9.62] and SEC 1, chapter C.3, Syntax for
Elliptic Curve Public Keys [SEC1].

» Supported ECDHE curve types are secp256rl, secp384rl
and secp521rl.

e serverCert string object is base64 encoded binary array that contains DER
encoded server certificate. This certificate is used to validate JWS.

3) Server signs payload with its private key.

Example “Begin transaction” message:

POST /Sign HTTP/1.1

Host: localhost:53951

Connection: keep-alive

Content-Length: 2651

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45
Safari/537.36

Content-type: application/jwt

Accept: */*

Origin: http://127.0.0.1:53951

Referer: http://127.0.0.1:53951/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9,fi;g=0.8

eyAiYWxnIjogIlJdTMjU2IiwgImtpZCI6ICIGMEEORD1CQzMWMTAENUM3RDgwOENDND1BODkK5SRUI4QzU4NDMONZVGIiwgInR5cCI6ICIKVIQiIHO . eyA
1dmVyc21vbiI6ICIXLjIiLCALic2VsZWNOb3Ii0iB7ICJIJrZX1hbGdveml0aGlzIjogWyAicnNhIiwiZWMiIF0sICJrZX11c2FnZXMiOiBbICJub25yZX
B1ZGlhdGlvbiIgXSBILCAic2VydmVyS2V5IjogIlklGa3dFd11IS29aSXpgMENBUV1JIS29aSXpgMERBUWNEUWABRVJIOVVB5ZDh5djhTSjk4VFBZcFIxd
kRyT2VXMEUzM1dhL2pRc1hnUXpRaXZNdi9dnWStnS25GUVZLNHAOT1VZWVRNTH16Yz1aYUlYaGhJcHkzTTESZDZRPTO01LCAL1c2VydmVyQ2VydCI6ICIN
SULFQORDQOF2Q2dBd01CQWAJISW1wY3AwcXhVZS9vdORRWUpLblpJaHZj TkFRRUXCUUF3VXpFTE1Ba0dBMVVEFQOmMhNQlJra3hHekFaQmdOVkIJBblRFalo
XYW1sMGMzVWASbWx1YkdGdVpDQ1BlVEVUTUNVROEXVUVBeE11UmMSWcWEYUnpkUOJFYVdkcFUybG51iaUJINYjJ0aGIDQINiMjkwTFVOQk1CNFhEVE14TU
RreU56SXpOVGsxT1ZVvIWERUTXhNRGt5T1RJek5UazFPVmI3VnpFTE1Ba0dBMVVEFQOMhNQlJra3hHekFaQmdOVkIBb1lRFalox YW1 sMGMzVWdSbWx1YkdGd
VpDQ1B1VEVYTUNrROEXVUVBeE1pUmSWCWEYUnpkUOJFYVdkcFUybG5iaUJNY]jJOaGIDQkRaWEowYVdacFkyRjBaVENDQUVNJIdORRWUpLblpJaHZj TKER
RUJCUUFEZ2dFUEFEQONBUW9DZ2dFQkFMUEpMNNVEdX1jZGIxR11YW11RZ1BZamVySGVRAXZDem5UMml IdFFPVD11aWxISG5RT3haOUY2Vz13L24XREV
IbW1RNjZoeEVITExHYXBzUXVUVUMxQXNORHBMKOU4dDEOMzJDbHIWZjZPd2tJaklgqZTIBYXYrR202VXRGZnVieU1nQ1lVOTi90V2FZTW11WitpNmFuY0
NOcUtBa3FQempDRDAhYXJVOTNESnpFYzBMTHAEWktHY21MN2IycVd2WTUOOVB5S0EWT0JicHRoeU4ySzJjMURQTOtWN1UZzcThUR)FOMWVyYY3M3MSszV
JJILdytGdUQYRDNXdzI3TV12ckx1MnF1SVJIiKOdFZFBOQVQ4aGNaSGVJIdmd6Z1cvUlZxV1dVOUFVIWDVIS2gzU3AxdXR1Z2DJIxa2Q2WjZPRUZMVO1uWmlK
UzhiQTVIMERpelpvandaUkV6b2NDQXdFQUFhTOIyekNCMKRBZEInT1ZIU1VFRmpBVUJInZ3JCZ0VGQ1IFjREFRWULILA11CQlFVSEF3SXdEZ11EV1IWUEF
RSCIOCQVFEQWAXZ01DVUdBMVVKRVFRZU1CeUNDV3h2WTJGc2FHOXpkSULIKTVRIMOxXgQXVNQzR4aHASLOFBQUINRUFHQONZROFRVUZCAOVCQkRRAO1gQOX
dCZ2dyQmdFRkJRY3dBb11rYUhSMGNEb3ZMMnh2WTJGc2 FHOXpkRG8XTXprMULTOXpjMnhwYzNOMVpPYSXVZMOowTUI4ROEXVWRJA1IFZTUJhQUZDdUkzS
Ew5WD1pVzdtZXgvNDIrR1hKOEFKbTRNQJBHQTFVZERNUVACQ1R3cE5tOE1CZ1Z240WdJekVtb211dU1XRUSIWHpBTkIna3Foa2lHOXcwQkFRc0ZBQUID
QVFFQU1IVDRpeXowcUd4Ymw0Y09DME4xR0JwaEhgqQVBXZDcxMzVPTGAnbzBNS3EzZNE1hOVZpeGA50HZ INDFCTUS535ktMZ11we3QzaVAdvMVREV11tUnN
1YVA2SHA2TWNpanhQdGJIXMj ZSOHdxbFhnUnpxNCtvQVdtczhsRHpIbmpO0Llk2ako3MWJIhcld5aHVMRVNsOTFuRmh1Y0M4aVNPazF4S0J1eWxwZmlGMW
1PcXplQ21luclINOEs3ZzNiQkVRWULloWVZNeFB2UVgybm9EAC82YU5ucjJHTGNycER3MDFoc3Q5amR1VGhGRzZBaHVBMWhpcXFNRkkyajJxN1Z6dUMIM
OFFSTdPVWRUUORrTmFOeEhBK1V1WFBaTD1GZmRtQUN0aGt0Q1JWb0YObmRIY21DOS9nUTRRelJpdnptalpVeDcObEFiSV1SY2g5aUg4ZzNoeSswQ2ta
dz09IiB9.SDckvDg-hGOeU4NVEUtDkK45Y2K~

z1Pk1bBh47pCMWJJan_e6Z8Tpleu z9gPAjmuTZ32w3EZbAlOx4PLNKOG9332u24LvZ56ExtLOrvsEKh13yDAMXMCz4XhnuoRIFULb3oMlytbrsLvoZ
HD0423L, RHzFjhsfi20I1J423-P£6pI91GFXBQWLB5ypSMEVL—
ob45M25DFYoSunlcCTVggb5nwncltHXEBDKt4R7C6abfxY96GqdWekInnIZ4NWEONQLZibRgB6HKTNWIYNaGbOFS5fCH370HUyYzK1097eNuXSR—
51M2WqZVvvNP£fV1g42ZDbrPxnmUUHUCrxbZNF4w
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JWS Header:
{

"alg": "RS256",
"kid": "BCYCDE58A009D52BFA065FC2114E19188CDEDSBD",
lltyp " : " JWT "

JWS Payload:

"version": "1.3",
"selector": {
"keyalgorithms": [ "rsa","ec" ],
"keyusages": [ "nonrepudiation" ]
}s
"serverKey": "MFkwEwYHKoZIzj...",
"serverCert": "MIIECDCCAVCgAwI..."

Request is validated by SCS and it MUST ask user confirmation to continue.

o After confirmation, response is sent back to caller with SCS side ECDHE key
and certificate chain.

e transaction string object contains ephemeral ECDH public key of SCS side.

o Value is base64 encoded public key according ANSI X9.62, chapter
6.4, Syntax for Public Keys [X9.62] and SEC 1, chapter C.3, Syntax for
Elliptic Curve Public Keys [SEC1].

e chain (array, mandatory) contains the certificate chain of the end user
certificate. The end user certificate is at index 0. All certificates are base64
encoded.

Example response message:

HTTP/1.1 200 POST

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: http://127.0.0.1:53951
Content-Type: application/jwt

Content-Encoding: gzip

Host: localhost

Content-Length: 6601

eyAiYWxnIjogIkVDMjU2IiwgImtpZCI6ICI2MTczREI2RUU20ERBNRGM] YOMzVGM|U1RTMzQzJFMUT 10TU2RUNBI iwgInR5cCI6ICIKV1QiIHO . eyA
1dmVyc21vbiI6ICIXLjIiLCAidHIhbnNhY3Rpb24i0iAiTUZrd0V3WUhLblpJemowQOFRWUlLblpJemowREFRYORRZOFFc04weFMrZ jNrSFBxay8rRk
NJR1FPSnNSRJ YzQUN1cy81R1UrbEN]Z224U1J3SU5xc2ITWNCXTGI3U1pI ZFIXxWGCYMWEFYd3N] eW5%aj 20d2 IwMml pOHc9PSISICIjaGFpbiI6IFsgT
k1JSUhLekNDQ1JPZOF3SUJBZ01FQOmMd6R2XxEQU5CZ2txaGtpRz13MEJBUTBGQURCNU1RCc3dDUVI1EVIFRROV3SkdTVEVQTUNFROEXVUVDZ 3dhVm1GbGMz
UnZjbVZyYVhOMFpYSnBhM1Z6YTNWek1GUkZVMVF4RORBVOJnT1ZCQXNNRDFSbGMzUnBkbUZ5Y 1dWAWRHVMxkREVYTUNrROEXVUVBA3dpVmxKTE1GUkZ
VMVFNUTBFZ1ptOX1JR1JsYzNRZ1VIVnljRz16W1hNZOxXxTQkhOREF1RncweESUQTFNakF4TVRINE1gqTmFGdzB5TkRBeUlgVX1INVFUIT1RsYU1IMHhDek
FKOmdOVkJBWVRBa l1pKTVEOdORBWURWUVFLREFWVWRXeHNhVEVTTUJBROEXVUVCUk1KT1RrNU1EUTVOekV3TVEOdORBWURWUVFXREFWRVJVNUpVekVVT
UJJROEXVUVCQXAMU2xXWV1ZFbE1RVWXPUlUOeEPEQW1CZ05WQkFNTUCcwCcFZWV1JKVEVGS1RrVk9JRVIGVGt sVE1EazVPVEEWT1RjeE1EQONBYUL3RFFZ
Sktvik1lodmNOQVFFQkJRQURNZ0dQQURDQOFZbONNZ0dCQU1oWUOWVTNzelV2aURvbi 9sTHFEAWAITG92zT2NjczhoaGIJGOHdpS1JSei 9MSHBWWTRZczN
2SXVtMmNjNGZ 6MWhMZ zMwaGtaRDUWWHhpY3FIOTJIXQ1ZrbXdWNm5YZWk2bkp6aE5JdTdBeVgrzm5aeGdIQlJwzH1rY3h1ViWdjeEJjaTRSWGSECHBrZF
VisSnZidkY1UmFYa2xKeHBua2dDVW5NSzJhU1FYQ21DaDAvb1NMRERXM2 9)QkVCaHBKOHPRK3JTQ0dkcUdidXB1Z0d3RU4zY3pIWGIMTnJPOXFMMVVsM
WRNQXNgNENrMFBLOU9pY202bnhnR0x1iZmo5Z2jh5RG5FVMZJYUdhUGLhVEISNSsxXRkFsZVRzTVQ4WVNZQWMyNON3RmNIaGRkMDFwTHF1i0GpzRGg5TUFz
MWg5MnF0bUxHQ2UyWHAUazRxbjESNGFJREN3bmd1ZU95d2t SYkF4bEdndjdtWG1sMTNpLOVIamp6MINVWU1Ub1BmZVY3SV1IuRk15dTV6dHYwWQ3g5Z1N
yaUNwb3dNLOErUjVBSTBDV1VQeEFSTTNGUGN2bjA5cHcydndFY1VrT]jZz1amRCUG80W]VSKOhRYmtWeHecxckNTeXdjVOdxVXFQMFFOVFZNZDRPaXJjWk
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VodlFkeTNPTmZXRUA5Y3FUMkg4amY3WnB3NVYxUU1EQVFBOmM80SUNOVENDQWpFAOh3WURWUjBgQkJInd0ZvQVVQWnFqdGZnVkV10OFJ5dXZ IWEUyVGAMT
EhQOEV3SFFZRFZSME9CQ11FRkxGa3d4TGMzZX1FZThiM1EXNnBzWUx1icFQ1ZU1BNEdBMVVkKkRHAFQi 93UUVBA01HUURDQNPpnWURWUjBnQk1IR01JSERN
SUhBOmdvcWdYYUVCV01LZ1VzQk1JR3hNQ2NHQONZROFRVUZCA01CRmMhO0b2RIUNdPaTh2ZDNkMOxXtWnBibVZwWkM1bWFTOWpjSE01T1M4d2dZVUdDQ3N
HQVFVRkJ3SUNNSGthZDFaaGNtMWxibTVsY0c5c2FYUnBhV3RyWVNCAmIpOnpZV0YwWVhacGIJHeGhJQzBnUTJWeWRHbG1hV3RoZENCd2IyeHBZM2 tnWm
1sdWJuTWAMUOJEW1hKMGFXWnBZMkYWW1NCd2IyeHBZM2tnYVhNZ11YWmhhV3hoWW1l4bE1HaDBkSEE2THk5M2QzY3VabWx1Wldsa0xtWnBMMkS3Y3prN
U1DVUdBMVVkRVFRZU1CeUJHbVJIsYmlsekxtcDFkWFJwYkdGcGItVnVRSFIXYkd4cExtWnBNQThHQTFVZEV3RUIVA1FGTUFNQkFRQXdAOd11EV1IwZkJE
0XdMakFzbONxZ0tJWW1hSFIwYORvdkwzQOnliM2glTGlacGJtVnBaQzVtYVMS5amNtd3ZkbkpyZEhBMF15NWpjbXd3YmdZSUt3WUJCUVVIQVFFRV1gOmd
NREFHQONzROFRVUZCekFDaGlSb2RIUndPaTh2Y0hKdmVIa3VabWx1lWldsa0xtWnBMMk50TDNaeWEzUndOQzVqY25RA0xBWULLd11CQ1FVSE1BROAJR2
gwZEhBNkx50XZZM053ZEdWemRDNW1hVzVsYVdRdVpta3ZkbkpyZEhBME1DMEADQ3NHQVEVRkJ3RURCQOV3SHpBSUJINWUVBSTVHQVFFAOV3WUACQUNPU
mdFR01Ba0dCd1FBamt ZQkJnRXAEUV1KS29aSWh2Y05BUUVOQ1FBRGANSUJBRDcrVOFhdjNXZkRZMk4zV01pWHRNcFN3bUUvYUhZUOhCc2tVKyttSzVV
azNCMWRENFdHYStrdTFocTNXdktOUTZQdHRHcTAXY0dXcGRVNENWOGhwWUNRS2NUSMV2WV1vYz1Xa040WkQ2RWS5 jRkove IMWMC 9] T1pSUWx3SXhkbzV
FbX1ZaWNXeUFOZktgMT1QTGxXWYjZFTHFLUkcxdmxFSW1wQOpyUmdGUGNKaitDdldzeFoxZDhOMDJuS2FqbUdwRzQ0OM3g3SjdvTHhYT1dPZ0JTN1JzVT
I2MkNkbjlPS2t5S3BnNW1YaXA0UH1neVBJIS]jZjY28wcF13RCsyenFwYml1dORHM1FMROdpK1k1VDUxQzJ2THZnbEZsS0txKzJLOM0521JYL2VoR044U
2hgN2VvdjFNZVBBRTd2bnRNQ2EOR1kyaD1oN1UyNitaNmNSUW11WUlsTSt4cWlueHowL0xpa2RScHUORORYN]JiUUd4UDVCNDJIPVX1TbH1 6 TWVRTHNL
bOw3TkhPdHIOS1JWYUZENHFWNJVQSX1XNTJTUWIOWmxUSFJIxUINoR1BVRW40YmZXUD1vaDROR1JrMHVLY0ZMckl10RXBpeHVRcis4ZV1EcG1 rMWRNSTB
yczQyUWVsVDBnOngyQTkvYVVHNNZWcXFaenBPTnpaTE 9KOUpFSGxtQVN1K1 IVUFNQAHBMMUt zYX13WnVwcUpXeEdZTnZ0aXZYc1N6Tks1Ui9pa3laTm
taMG1EUnRxYkZra0Q4anBPbUk1YTJ4ZGN6STBmNzA3cnhKTG1YOFRENUN] Lzdgdjk2K3pxU2pzbWoyenNRa210ZmxaL09PcmNTZ3plYzU40UczVytida
1ZCdmtTb0h4MW1MdGhDM2phNOVPRVY3L3RBLzZR2bWRVYKkMS5S0ULiLCINSULIZXpDQO0JXT2dBd01CQWAIJREEXAGPNQTBHQ1NXRINJY jNEUUVCRFFVQU1J
R11NUXN3Q1FZRFZRUUdFdOpHU1RFak1DRUdABMVVFQ2d3YVZtRmxjM1J2Y21WcmFYTjBaWEpwYTJWemEzVnpJR1JGVTFReEtUQW5CZ05WQkFzTULFTmx
jblJwWmlsallYUnBiMjRnUVhWMGFHOX1hWFI1SUZObGNuWNBZM1Z6TVJIrd0Z3WURWUVFMREJCV11YSnRaVzV1W1lhCaGIIWmxiSFYwTVIOdOhBWURWUV
FEREJWV1Vrc2dWRVZUVKNCU2IyOTBJRUSCSUMwZ1J6SXdIaGNOTVRNd01gQTVNVEF3TmpJIMFdoY05Nemd4 TURFA01UQXdOakkwV2pCNU1Rc3dDUVIEV
1FRROV3SkdTVEVQTUNFROEXVUVDZ3dhVm1lGbGMzUnZ jbVZyYVhOMFpYSnBhM1Z6YTNWek1GUkZVMVF4RORBVOJInT1ZCOXNNRDFSbGMzUnBkbUZ5Y1dW
dWRHVmMxKREVyTUNrROExVUVBd3dpVmxKTE1GUkZVMVFNUTBFZ1ptOX1JR1JsYzZNRZ1VIVnljRz16W1hNZ0xXxTQkhORENDQW1JdORRWUpLblpJaHZjTkFE
RRUJCUUFEZ2dJUEFEQONBZ29DZ2dJQkFNYUNORXJBaSt ZYW5SwM2pZeHBFAUtCAOJrZWYwek9LSGI5czhtM3N2SWQ3aXU2eHBWb31jUTBrR2wlTUXYSW
pPSAUNOTWhRbkEvcFdZbjczLzRnd3pRMFpXdkwzbjNIaWptcUdlaDFraHNXSE1DZD15Q2pVROFNT2MweXdsc25QNzhvcEhwakNDT3JqYkkzZGtVQkRub
VEVY1INGUG95SG4wQ1lIyRitjaDN1bUpWZGRuc29Way9FSkl5ejZ0NmFtcUkzVVVrMGInY0VgakU2SEM1aDVVOHFHVEFsVzBLOzFRanRZOnRtV1c4MWVh
czZKMU4xaHp6M1JWWHZmc09ZbjF3eUFZQi 9DYMES5Zkk2MEE2TXZGcWgvbUJXc1hXblgzL3JwdzgzWIMwTmEMW1cvVGV1Z0hhdStjaVR1cGxPRGE2eHp
zZVUEreFhWeW4 zWkwvcUN2WnBnV1djek420FpOMzY5SGRDMSs3ZWE3UzIzYXkxb2t 5MW9nbj 1VaEVCNGlyRnpFcjJjS09ZWEhITEFELUhOR1 1nRUkxa0
VoUmVBbFRNNGZKbm5kZ0dZRGMrRCs5aFJiK1R2dHMyWGRxdVVndnJtNVczbnNXOTRpbTRNYWAJd2pQZHZpc1hMSDM2MTk2Rk01W1llaWExzaTdQQkdS5a
kczQ2dMOmpZWVZQaDZHKzJkSHBrd0x6bFJ4UTRnczBlaEkOL1B2TzNTb05vMzISNE9aQUsyS3RxUzM2ZWlaakFEK1RJaWJtbFNhbXhYOXhHMkYyZTJIX
Z11JNXkONmcvNONXaldIR3pCMWJablMlaEhoM2tvMDZTalNMM1VQRS9tL2pYOEZvc2FXbEl1ocDIJIMGx2R1RmckxYeDhKbWxjWCtramlDd1F2MDcwb3F
yZmtDZUNxMVh6cno3ZEdvWEFNTUJBQUAqZ2dIcUlJSUI1akFmOmdOVkhTTUVHREFXZ0JTR1BhRGGVTEVKS1itUYXZSKOdpMEFHY 2t JS2dUQWRCZ0O5WSE
EORUZnUVVQWNFqdGZnVkV10FJ5dXZ IWEUyVGAMTEhQOEV3RGAZRFZ SMFBBUUgVQkFRREFNRUANSUhPQMAOVKkhTQUVNnY113Z2NNd2djQUdDaXFCZGIRR
113cUJTUUV3Z2JFd2dZVUdDQ3NHQVFVRkJI3SUNNSGthZDFaaGNtMWxibTVsY0c5c2FYUnBhV3RyWVNCAmIpQnpZV0YwiWVhacGJHeGhJdQzBnUTJWeWRH
bG1hV3RoZENCd2IyeHBZM2tnWmlsdWJuTWAMUOJEW1hKMGFXWnBZMkYWWINCd2IyeHBZM2tnYVhNZ11YWmhhV3hoWW1l4bE1HaDBkSEE2THk5M2QzY3V
abWx1WldsaO0xtWnBMMk53Y3prNU1DY0dDQ3NHQVEFVRkJI3SUJGaHRVZEhSdO09pOHZkM2QzTGlacGdtVnBaQzVtYVM5amNITTVPUzh3RWAZRFZSMFRBUU
gvQkFnd0JnRUIVAO1CQURBNUJNT1ZIUJhFTWpBd01DNmdMS0FxaGlob2RIUndPaTh2Y0hKdmVIa3VabWx1Wldsa0xtWnBMMkZ5YkMSMmNtdDBaWE4wT
W1FdVkzSnNNSFFHQONzZROFRVUZCAOVCQkdnd1pgQXZCz2dyQmdFRkJIRY 3dBWV1qYUhSMGNEbL3ZMMj 1Y ZNCMFpPY T3 BMbVpwYm1WcFpDNW1hUzkyY210
MFpYTjBNbU13TXdZSUt3WUJCUVVITUFLROoyaDBkKkSEE2THk5d2NtOTR1UzVtYVcl1bGFXUXVabWt 2WTJFdmRuSnJkR1Z6ZERKakxtTnlkREFOQmdrcih
raUc5dzBCQVEWRKFBTONBZO0VBRkhpODVURNFOV1I4bWJICREdhcEXMUJRMRIEOAWIS5eWxBQ1JESHBKYXAYTGZTOHAXTEI yRmtoRGFzdnFITERpWUNaaE
huWkFydOhpaEpCcmlVbGFPY2ZjaHd5WkxYSNnNFAERSCWRNATBj TU9sYkt1QU9uZkFsdnU2SnFybXdtemhOTnNINTJhME1obFA3TDVRA30oyU3VpWkJLR
UOONnB5VXIyU3JaTVAzZGOOWWNXQi91UUpoMGtNbS95TWQWbEPOMmM4 5SROOwWUD1KTUt1elN1YmNVbOMycFFyeUhZaE1TcTVaSDI4ZFY5SkNyN1EvbnZN
eForY3cyaFJzY1RtdS9mY1k3bXIxNm5mQXNiaHM4TihnQ21EWjArUEPpXZE9ydHowZzDJvaGt 6VnhZR1IhFTTARSJM2aEhKNS9ja005TGFsdi9iTzhUUmE
HM2h1RFJPT11STjFOdnFFRXYrazFmYmdEZVAJOHdMcD14ZmhOZVBS5cTVjRmpWczFtRXV4VkxSSFEWOGxXDQ21IcG14bUsxKOg2REJSTVREMGI1VU9tMz
FpRNFMOXQ4VFJGeGhBelBuY1JQONXZwcjBYWDAZTEt1YUJ5VMNIR1IFGemZMUHZLAEX6T3JZRy81Z01Kb1FaU3hyU0JImVVZwbis2Uml3aytKM]jF1bUdsN
2FzdHkxNFc5UzBRSVFJTJNEdH1hbTdXdGtGYVEWOW1uZFZ4bGNKTGVPZ JRITWS riWWp5Unh4Ym44L3FtNjkva0ZyVINZVKkhGRE5SVHpOM2d1a2NSWCtp
ckFoRVZzRnJWUW1CQTRieHpt ZWVIOEcO0Y0p3Y0dzS30ovZG93eEozQnVWM]FNcExIRzZZUjZtdEl1YVWJaeHpzamRIb3RvaHRaeG1KNm4 yeTVuUXRHVzd
FN1dKanlSTnhRYJjA9IiwiTUlJROVgQONBL3FnNQXdJQkFnSURBMXRNTUEWRONTcUATSWIZRFFFQkRRVUFNSUdZTVEFzdONRWURWUVFHRXdKRINURWPNQO
VHQTFVRUNNd2FWbUZsYzNSdmNtVnJhWE4wW1lhKcGEyVnphM1Z6SUZSR1UXUXhLVEFuQmdOVkJIBc01JRUS5sY25ScFptbGpZWFJwYjI0Z1FYVjBhRz15Y
VhSNU1GTmxjblpwWTJWek1lSa3dGd1l1EVIFRTERCQ1dAZWEpOWlc1ldVpYQOmhiSFpsYkhWME1SNHAIQV1EV1IFRRERCV1dVa3NnVkVWVFZDQ1NiMjkwSUVO
Qk1DMGdSek13SGhjTk1UY3hNREV4TVRBA016TX1XaGNOTXpneE1ERXhNVEF3TXpNeVdqQ0JtREVMTUFrROEXVUVCaE1DUmt reEl 6QWhCZ05WQkFvTUd
sWmhaWE4wY jNKbGEybHpkR1Z5YVdObGMydDFjeUJVU1Z0VU1Ta3dKd11EV1IFRTERDQkRaWEowYVdacFkyRjBhVz11SUVGMWRHaHZ joWwwZVNCVFEPYSJ
JhV05sY3pFWk1CYOdBMVVFQ3d3UVZtRnlivV1Z1Y¥mlWd1l1XeDJaV3gxZERFZULICdOdBMVVFQXd3V1ZsSkxJR1IJGVTFRZ1VtOXZkQOJEUVNBAELFY31NS
UlDSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQWc4QU1JSUNDZ 0t DQWAFQXBkMX1HZ2g5NmNtRD1LVn1PclBEMmMVSaWM4NjBLRmp0S1ZHQ3hZNXA2MTNO
dy90cHgONn1uSFNBMHpaQWtCdzFyUkFaMTgvTUNVZnE4K11rWVEXTT1ZbjJvRFpkeHJ1UHV20Fk3L2g1TGI9wZGdKQWtaODRNRHB1Z jEXZEpKLDR1ZWh
40ENZWFJ5MkcvejM3dUV6QnNVWTHo2U3J1Q0z 1mbGRmRXdyckFaR2YyTzVRAmZCTkFEMVFaMUhaYTQvamFueCtMUzNmVjI5dFRQa290SDJUOWIWSWE2 TW
pOYVh1YTUOdlYveng4c3JwNkxZ2aC9DZUF1THg3M3pFMHFQUUAFS1NmZEJBaGpMdUNve TNoemo5U3d6VG100XpwS0VsR21BZXh30HV1U255SXBxb0ZGN
3Z22d3k0KzczOVQ1VE1QSnhkUmQOdnErcXBKUO1pNU5IbzZDZk5TVnpBeHVLbjVCTW81SXF4aFdrT1d6Z1itKSFE1dkVLQz IxamNpZzVOcGIS5U1JrUDJL
T2xgRDVTbzZ2UEJkZTE3V2puRES5nYkt TODBMQJ VrK3ZkU2pxYVVGbGAMMmMV4 SWRBUXEWDES52ZENXRVVhS2Qwd1RHL1dvOXU2RWVNMGNve HZwbGNMbW5
0Y1cwSSIKWTZhUWUOVE41NC91Z01vYKFFVVAhMTZ5ZJRTUOIvbzVCNXJYOCtJdnhmeTZaT3Y10mdTRkc1Ky9aT1Q4NHhMQOkJiQzZhcjNERDFrNTglUV
hOcmk3cjRLL1ZRWHUVAMR2UHUXUVhwT2xDcGXxWK0xkV2dVZG50dW1ImTE45Q0VzW1Rxe1FYSXpUNzhaK2dQREpoVWISWi 9VOWo3UCtQYmxmaDht ZHhrS
Gc4TU1BCENJaFNPVUJOULIRVQO0rK3d0OWswOHIxcU100TZFQOF3RUFBYUS5QTUdFAOh3WURWUjBgqQkJInd0ZvQVVoVDINNGZ5eENTZmsycjBmaG90QUJIu
SkNDbOV3SFFZRFZSME9CQ11FRk1VOWIPSDhzUWtuNU5x0Ug0YUxRQVp5SUWdxQk1BNEABMVVKRHAFQ193UUVBA01COmpBUEJIJNT1ZIUk1CQWY4RUJUQUR
BUUgVTUEWRONTcUdTSWIzZRFFFQKkRRVUFBNE1DQVFBVHREQzBYbOgvWTZyZ1RVRHBXUHIYREtvZ3JsWHZjcTZallZxajJEWkSRTGMXREp 5SUHADSKkRVOW
tKaEIyOVdlYmE2cj1lGZkFHADR] SOhwMnJaNXFYYWdYMnNNOSWAEdATZ0d3pBeXFCeC9IM2JUbWhTYWpQemJvV1ZyWlpwaGpldTYwaORsaGZZzVTZDOGxJO
VdqVHpjVGNyY1pOd2V1bUpZeVpmOHInb2V6YX1PemZNZk1nVjNFbkdIRW1IBRUZ5T0Q1bz1SZkg0SnMwVXdxaHdhUWVkL2syTmNyTzZPS3VwSmp4cESp
cDdWMS8rM0O1BNWZsc2k1lcFM5VmMg0ZWIRAXFLRzhjWXJhWHB3Qz JKWXgyblZCU3ZDTVFVQTBCRks4MW1VVXVDeWdCZGwzaUE3RFFCNzJ4Uk1KUzFVS1FE
IemZkRDJOWT1WVzJHeUS5JOXBNb2NBT1JVWFF1ZWAES1tpbFh2WGRzOUhMd21qUFV3TzR5bVpxZUFNnSTZ1UVIMQOXNjbUSOMTNwSjJOYkKZYVXhhRW5rV1
grWUV5UDUOb1Z5Kz1wQlEWN1BOZnINWWZCbWN4ZGZmcHFOaEM3N1IzTmpobk5jeEVKSVAvUHFjUlhwcFNNRVQOdktvU2J1iZWNrV2xkSFpDVHArRVhSN
1VIYmxiNG5rT11kUjhZRmZDSDhjV3VHU1BvUnRoM0ZSeHZhal JPSGRJRUZtRkJInUGt jRG1kaUOrbWZIJQWRUeWdJQkhnenUSMDFJW1EXRWErbzVPUO0S
L2x3RWpCZ3VXdnhQU3VKS1hqZGlta3ZYUjQ3Uz1lpcnR6RVPjUHAUWUFML3JKM3VyZmIwTEOyeGoxSEx3aUQwSGIMbmRkZNhMRHRS5AWIMVHNSZ zRUV1FE
0dVJwb30ovTU9hY1RQb242RCIMOMIOOVEIPSIgXSwgInNOYXR1cyI6ICIvayIsICIyZWFzb25Db2R1IjogljIwMCIsICIyZWFzb25UZXh0IjogI1RyYW
5zYWNOaWOuIHNOYXJ0ZWQiIHO .MEUCIFRKxzI09qf1l1l7hXxQdMgsMz 7TwGWi7PUz8sm5NquDJIrbAiEAu-E5ynZHNrHDSKzVFwyQ2poMdZyt Sm—
QkDbeYoPBnl0

JWS Header

{
"alg": "ES256",
"kid": "6173DB6EE68DA64F26435F255E33C2E1B5956ECA",
"typ": "JWT"

}

JWS Payload

{
"version": "1.3",
"transaction": "MFkwEwY...
"chain": [
"MIIHKzCCBROgAWIBAgIE...",
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2.7.2

"MIIHezCCBWOgAWIBAgID...",
"MIIGEjCCA/qgAwIDAltg..."

]I

"status": "ok",

"reasonCode": "200",

"reasonText": "Transaction started"

Execute transaction

Execute transaction and SCS response messages are encrypted JWE tokens. Used
encryption algorithm is AES-GCM.

e Encryption key is the result of ECDH key exchange algorithm. If the key
exchange result exceeds 32 bytes, only leftmost bytes are used.

e Key management mode is “Direct Encryption”

Encrypted signature request payload contains following claims; version, content,
contentType, hashAlgorithm, signatureAlgorithm, signatureType and
displayText.

e version, content, contentType, hashAlgorithm, signatureAlgorithm and
signatureType are encoded as defined in the chapter 2.6.1

e displayText string object is UTF8 encoded and it is displayed to the user
when requesting PIN code.

Example request:

POST /Sign HTTP/1.1

Host: localhost:53952

Connection: keep-alive

Content-Length: 350

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45
Safari/537.36

sec-ch-ua-platform: "Windows"

Content-type: application/jwt

Accept: */*

Origin: https://127.0.0.1:53952

Referer: https://127.0.0.1:53952/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9,fi;g=0.8

eyAiYWxnIjogImRpciIsICJI1bmMiOiAiQTIINkdDTSIgEQ. .UdIVCcZ vwoW8Po7
2 .K40b5TTmJIdAXAgmph2YRtxAekV1owUOpaAgEjduRWFolg 6bTozggDUIzCw3k
tR9dP_343uCp8FoopgOx1xpEo6DpBjHVP33CVSnbllEbLzGvaJGWJIVMD 094HeO
z3cvpzY8ZTkNi9Zkl1RQFo-viWpmU-7wGb0ZM1 z—
MnvvY4AzmxigMIRyuSurW3MGKWH8 skBHJiaotJUEqiQ7T~
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voiDEpC U7Zp9%a cSGolJJPdB57v587NI6wdvONdA7Ce20G7v2HARwW . DpS—
ylmtrvDHI4b5WHSsX9A

Example request details and test vector for developers:

JWE element Value

Header eyAiYWxnljogimRpcilsICIIbmMIiOiAIQTILNkdDTSIgfQ

Decoded header {"alg": "dir", "enc": "A256GCM" }

Encryption key ECDH key exchange result:
658F205270C4C5C6C7217A039870C0337DEA1F41662DFF5
7AC3A8BA7DDFCBCS8B

Initialization Vector | UdlVcZ vwoW8Po72

Payload K40b5TTmJdAXAgmph2YRtxAekVIiowUOpaAgEjduRWFolq_

6bTozqgDUIzCw3ktR9dP_343uCp8FoopgOxIxpEo6DpBjHVp3
3CVSnbl11EbLzGvaJGWJIVMD_094He0z3cvpzYB8ZTKNI9ZK1R
QFo-vWpmU-7wGh0ZM1z-
MnwvY4AzmxigMIRyuSurW3MGKWH8skBHJiaotJUEQIO7T-
voiDEpC_U7Zp9a_cSGolJJPdB57v587NI6wdvONdA7Ce20G7
v2HdRw

Authentication tag | DpS-yImtrvDHI4b5WHsX9A

Decrypted payload | 7B202276657273696F6E223A2022312E32222C2022636F6E
7T4656E74223A202266344F785A582F782F464F354C6347425
34B48575866777453782B6A316E636F5374335341424A746B
476B3D222C2022646973706C617954657874223A202254726
16E73616374696F6E2074657374222C2022636F6E74656E74
54797065223A2022646967657374222C202268617368416C6
7T6F726974686D223A2022534841323536222C20227369676E
617475726554797065223A2022636D732D706164657322207
D
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Plaintext payload { "version": "1.3", "content":
"fAOXZX/XIFO5LcGBSKHWXfwtSx+j1ncoSt3SABJtkGk=",
"displayText": "Transaction test", "contentType": "digest",
"hashAlgorithm": "SHA256", "signatureType": "cms-pades" }

Response:

HTTP/1.1 200 OK
Content-Length: 3991
Content-Type: application/json
Server: SCS 1.3 (2024-09-10)
Access-Control-Allow-Origin: *
Accept: application/json, */*

eyAiYWxnIjogImRpciIsICJ1bmMiOiAiQTI1INkdDTSIgEQ. .3~

ceXbhoZ6ReqFGF . 3VgpdZZAdJrP7EXt6910A] TthPM8kxcGevgx1mPQPopESt fOhMPMLLKwut CIH2iHZ17ke20Tg3_ SiCyvfnfRgEuk83gqC0O2QYwn9
ZnX1ldnazR0O2RuU_FplSXdMiRRk2cUWZb8NoJ Y38QufO7TKCO1fEfgildF7KxC3EXUurEylwZ4wDPmad OwNHiwZfLXx1NRjUuja96VNwQ4yfC8hriHg
BluuKaRATd5AQGBW-7ApC6TPdm7xukzQfpiOvG3nRgUggpeVcEwquSW51LEX-VQcR-9L2jwrtL88rTr1IXZgyBN7psQmbgiIuYgAZY2S-F2c7-
O7VCF_fmpHzxPm0QSTON7CV2_fZJLMh6U_O-

xeTyPd7HbBuTxZ8rtWhwTDdvarIMofrQAt2j yKNgtIZT9LiDzYvL1u27tQskjY8ghK82NiwZBtGdOT9zkM2MBnYmTs8SFAOyxhjUSM5G553~
IARat-YBtXR 46A0d6ubDbZ8nWbm-dtWIpab02yd 7CtEk6CSAEzQO7wEOa8fnNwdEKROgGNRSEAMNOF9Qs-

iwnvyLcBm2621pQ8Mo71LMJIA4Wbys 9g8QZLWKgO—

a79qLO1kH_zV7QL_JBSsWJcj7DvhNbOz2crOmriiGen5XPSs8VhmCm kS1ps7cLsGFBnwVKVQSWBL3nLao7Mn7Rr-EndLHRCgI3pHU 5sZ3j—
SaBgbpgbaHJjiYGV2fTMhOP_Zt4dfoTyleZiv_ 2pxB-
EnUL4F6hyUCo0Tgz0efRgba0Ho3yXalGwOUaC7CJIx2sKhS8MBNCR_EalDoGzF4tUJNtMyRxMT6daiwdrFznxgb—
nogsob8wdmowZ_6gmGAIRLB2CrJH160Qh0Ozt R1YOsv-Ad4agfikXWtKITWUCOwUx06pNz1WUSES8Mte9S0SF131JjsyFHOms87KaYYU GsHclKn8JPL-
GeKh-10n_n2ELBUlH3_n6PX6qllbXa-vIqtwOy8ee3GBKWFUMOWJLKTH-
1gNpYS64UJGUHzbGQCNGa20YBLJICeF703DIEB6zYMx0oYQIdbHaN5y0adzf fFygqXQE8zcgXP7AZ6G7QbPpmKwlJiixowaX7hWpx3b 0kDKKan9M7tZKx
gSZ3L8tVg soHNzdDIr2sLYWVpO7YKpglO200MCY1p30sH6hOXfngme8Xt cdSY00Z1ZDcoHIHGAFONUJ6HOSBGGI4nwYMA8d51SvVYVb7 vVGkghFX
bHtd15xAT6u-WuBYJ0D1sXyWdhPDUKZROUEUISNyOn-ZGBA3aeuAG81NpRLaFk6xgeXuz5Q0Q0inRu9knvQalymFHQ5p4GCexYg767LvNOUW2W—
_J5dKUy11knB36tyAQFz-g4qOEzvo2drX6nfU4Zv-Xvy_ 4GsVKRcBrlIRz4n9sTGAOEix-IBTvTpL3-6vtw7UIdQrz-GS7pdFj—
R2PNW1Z758Sqa060QikeUlbgNcDfN-VIDk09iomETDR104j003QalUy-VmIZ60IG—
Ng208zUOgk6v_1£fVIiCckStXhptWFoikstWo3fAcCKcNOUFxIXE2QqHYhr8itEMTiiReO0eu5PxsyVOMoVaBwz—
gbuioD11U7PpOvg6L995q4sT1WssHWER3JKOIMHVUTp6£5p2017UW1Gi17MEHSsmjOx_F3DoRWnxQe8NgCuVSA06NOYg5W323kXLpTcOFD143TwDPh_
AZT9zPXiB0_ uKYvmwFOB05Ds28DnJyJryr06A41M3TI0_ ORL-fgCChvfmzHgKfTsu i5-

ieVwrtXGMHWEmMi4LtsQw83 xbPmejDeYwcjxHS5vrtTYBn21lkysfGU-KBM2MDWxys82Z2dTi99t6xVFCIk3rfdpDK2ryqjdysHzY1mUtsoS5rhDf-
£xMyGNC9415T6Skh98F_ 7p-gtpLoik bGDUQEH51n5HXHANogBISFR2nqgdm yAfmzjOVzgheNMJIPN5BuyTCB6XNE9HMOPOSFxu35MAFZROW-
OgHpyMWnaiJ4XNUiSMOVAOSdNmo73z0wQbcCucMyxmiHzMFW0S2ZackSBIDCbELNMPupi7r fnpBl1AhjmHc_Wb-k8yFTyg8M4 6ND-
AvIuXYOcoDo5jPJSuhaKleBxbt0zyxxFOiNWWbEVVDFsMkfsf5EeMy9i1E61ZMeItf70RNpIGMwWgCXX—
Cz7JFLExIdZb8AJ8ry3cEW8trWzqFr6ixnIXWm S5D2fiYr2QeFsTCvE8l6ukuErIee-S1_CaU81FX4r3d3JaxRDoXNG—
DOBB6kRvN2Q3DY2YUY2gBkTz7Kdco9a B4gS9 M1tv3hD1XLBOOR SOAEcCB grQZWRoR5r8 krsLA8gPR5Ia0qTd6cgB9Ayxu23z9-
PTLmDelpdsyuIOaEjkeuW9iA8MOZeAlp3kLcoehHjLc7qrdPho4fBhvbVWa-ckSZYyEd8S7YZw]jGCdbFmjbcHIJ66GDNnBFdraDsballztdSLpv—
CkQJKCVRor2s3nYWqIYCcAESC20hNW4AOXESUCYHCUMEJQINKL0686190T ixuquTYgcYY6sCO2kQEwfsY OuVPDzIWlIPa43VHeGa6VHOwodOjZ_ tW
OWnnKgIFVHRzytYdhN3U4WtOCwj9QIi6biMiOdtgIJRmXYgoSwz724~

bx2KXjveG9I1sHG4QgB 6H11DKtsfsLOzd5tQYjOaWgltDglazulVD3DXpPboVinVCkNp4G-FHyupyCnUMuZD-uKZePUOipl-f0jbEZpY—
mEVnU8Y65mD-7b-ID-njydxymXMKLLtb8P_ I5Ks12LC3YeeNW_1SUUY4aEtZc8IzxIGXLINKmISfcW—
iSfgKIMuWiffcjZedmrrj49rsWOdY1ClxyjyNcY3 b4IQdGA4cydh8AZZDOLfAfVVESNWNogmZDvZTWAEIbWVHZLm) DCEANGZz9UYBOEWS5m6ZiBIjSQ
YkfIV1yvOPLoegHG-ZgPOr2JLek5MuXg9hnKg8r woih4 bTstksIUWD7MBIupxl1EGaGtEplCvObKHerxEnPTbLsmjz_ CelBMJ-
qtaWG51_gC_ftoDiFifRfFQbdrj5 BOO-ROcyiD33K-929gyrH3g5napyk-ibTAP-
kOWmEtTjsebnrFWSfSeKAN4GNODgkFJ24GwYnORmxsZyTOdFBU2w8y085hbVZXzEzX6EVtAVi30HCsn8evlpCDWCCXpIlw8IxiWlUcuFNCAO8evdC4H
7LBx3rEIxzPOOESJrOSh-
L91Kwr4lYJaFihEC9uE5eZZvhePFVCoBRMoaqJK815W6fCJI70hLVOCXS3eaiUHthvHakZ9ViWlg2 BwBO6E2htPkyQ0H4 9WqQCzLbTVrYjPIuACaNGkM
WCG6UfoawzMVYsn_ RmRrHIcoOLVhAVr9uJOFhnPcOWt5dgeX7ujZ7gxFiFXLRxYRe3ClE-
nz8aHaXXbCiBduTbanurpMoUUjVh4C2rvduajK5vG7k aKHmMUKZKGKOeAlFdSY tQqwdB4fIu9RixhNsJhsMBh FDxR4jZMMOKw6u89hv0OQKQLXSVX
x98Y_ SDnlPUbINiV2JINweHtAPfBAErFTZyAtn9t0SGAIDrx7Mx972a85N10TDECMON]jBL74jiGgs_Hii0_pOK1W79pqgHIx8d1T83sXTBLeM MhBfRS53
zmLZLJ8PIym M8NypgOQoezSOnJhtgzz_SJ_A3EEnRvSQ210hBSqWO7xnXtN64ZxBbfqgBJyCWIgcYWM5gR3h7ImTnpgz3nIX6POusBDp7QVLMAdfSLKD
fdSguWwpAm6A7e7rCt_ cwrAqPdUjtsCa9fE4z7t5ppv5UexA2MwvcGYdD1s47uQ303NWbFFO2A—

RITTQwn00y0A41s0ZXk4YNhZSUb5wedS_ sNSi1N52z2G691J921JTucI5hifADuPsBoQ2gBmhwYdvmhI2_ 6MgEQwQCoJa2cW-—
nWIOra2dgMbUyTPv8C3sQgkckIpEOEOPImkyL4WUZtLe5SMSFw7yBQCcQ-BCNLYXvti6mKOsmASiZ JQFVKmK31G3nDMP8puHvyDFCXNEL3gLT12ju—
1Dyf2zvv7TPyZs8LKgiV2gtOgw38s EfBXdiez-DWObTGAIMmMKUYI]SWWQIwgkOQPLVfPLIKLMKZ1cCmEOOOmk6Nh4GRCUDHXPRKA-
Gdas4WFt£13MQ3AaHyxswQCXTfzEO0Yga50ur7qQf2wivbwlwoNAemk8SezZhDIyhgZlmjulQ9Iz5eeRglaff2sedsehZBOBH6dtEx0DaGYQe 9t SuulpL
eEnTAd8zrpoDjZgq4pUd2EIpOx3EptDy96U-Vxo8aQVLy50K1wThd—

gBMgkJS_ehak57cUbtR_MXBmCEKSN6HbrmxZzcJ FUEKHrDXO9LWMmpnafZPAOkaEyDWEMS5ZzJ5AUL8N8aX 7~

s8ft879gdZLA8SLNLSjdm4iP1QKV 1pfRJI8CNgFDxR4hFczJ5mBNfH5sGKhJ65AU3BIi8 CeslYw7gEHRCXLil -
j7m6dJyH397uDcsebW2Npf3]j0v8VrrVnwgTJ152xz1eNbQcmg]jCXdeDbxwt 9VxBSFk1FYdpgd wk81536LyMpe3x0iyWbzZ2NZwRnd6z0zg8ALDBK7S
_XDXWyVMNc94MrDGzCdzGjVy_ ZaDD_uhsnSScxiGNOOLSFnUSkgMMC4Xnd80amNIX8e6a08WOLgeuLKjulSEk18QLIt7ZA0eD Rf8RtPuNwDegMefhn
gbdDpIYLXDFD--g4gnlH8iwfoutHHNS5ZxiL JmsfmNAXfemsrDw4qgsWCihPTJPBmlet-—
UY31lUrLaR6ogaFpmJgZz2d1lm9Pj8GIkvM59zEHN8zNwcV7skG3dm73NWzMOng30QgOkIazmkWXw8Er23MjqzY0AISYxcte94elLexs3uoMOb0k9DaA39
TtKxH3YNBLkY9gix6v5Vwjvpp bSGSEJsRdeClIFDsavr8VBKAJix-eIU6lmboEgdepLZEDJgkv3h5AS0u2B5—

eVaFCUEIeLoRs1YCJZM3p5G VZTCwHCZH7NC4D17vJ6kzTPhUrsEydjA-
87jCgBQ567jW_whiwIOUKIEGOxseSJQ3BrnWNf1l3e63NzRCgOyp4niducBaS9pTr8Pmp86A.FFUJIAH_HJIEZg7XRuXmVeég

Response details and test vector for developers:

JWE element Value
Header eyAiYWxnljogImRpcilsICJIbmMiOiAIQTI1INkdDTSIgfQ
Decoded header {"alg": "dir", "enc": "A256GCM" }
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Encryption key ECDH key exchange result:
658F205270C4C5C6C7217A039870C0337DEA1F41662DFF5
7AC3A8BA7DDFCBCS8B

Initialization Vector | 3-ceXbhoZ6ReqFGF

3VgpdZZAdJlP7EXl691QAJT(hPM8kxcGCquImPQPopESﬂOhMF’MLLKWu! C\H2|H217k920T93 SlCyvfnngEuk83qCOZQan92nX1dnaZR02RuU FpISXdMIRRk2cUWZb8

Payload NoJ_Y38QufO7TKCOIfEfgi1dF 7KxC3EXUUrEy1wZ4wD fLXXINR]UU] Qayfcat
7ApCETPUM7xukzQIIOVG3NRGUGIDEVCEWAUSWSILX-VQCR 9L 2IWtLBBI THIXZgyBN7psQmbgILYGAZY2S- F257 ovvc; _{mpHzxPMOQSTONTCV2 {ZILMh6U_O-
xeTyPd7HbBUTXZ8rtWhwTDdvarlMofrQAt2j__yKNgtZT9ILIDzYvL1u27tQskjY8ghK82NiwZBtGdOT! 'mTs8SFAOyxhil R
YBtXR_46A0d6uDbZ8nWbm-dtWipab02yd_7CtEK6CSAEzQO7WEO: gl Qs-iwnvyL Q8Mo71LM. QZLWKqO-
a79qLO1kH_zV7QL_JBSsWJcj7DvhNbOz2crOl 'm_kSIps7cL: )QSWBL3nLao7Mn7Rr-EndLHRcgI3pHU_5sZj-
SaBqbpghaHJjiYGV2fTMhOP_ZtddfoTyleZiv_2pxB- EnUL4F6hyUCoOquOefRqbaOHUByXaleOUaC7CJx25KhSBMBNCR EalDoGzF4tUINtMyRxMT6daiwdrFznxgb-
nogsobBwamowZ_6gmGAIRLB2CrIH16Qh0zt_R1Y0sv-Ad4agfikXWEKITWUCOW! Mte 13iJjsyFHOMS87KaY YU_GsHclKngJPL-Gekh-

10n_n2ELBUIH3_n6PX6qllbXa-vTqtwOy8ee3GBKWFUMOWJILKTH-
1quY564UJGququcNGaonBLJceFmSD\EEszYMxoYQIdeaNSyUadzﬂFyquEazchP7AZeG7QbPmeleuxowax7thx3b UkDKKanQM7IZquSZSLBIVg SOHN

zdDIr2sLYWVp07YKpglO200MC YIp30sHEhO! t_cdSY00ZIZl Vb7, ql bHtd15xAT6!
‘WuBYJODIsXyWdhPDUKZROUEUISNyOn-ZGBA: (‘ ’\)a\ymFHQSpAGCeXVg757LVNOUW2W -_J5dKUy1IknB36tyAQFz-
9490 U4Zv-Xvy. TGAOEix-IBTVTpL3-6vtw7UIdQrz-GS7pdFi-R2PNWIZ 758Sa060QikeU1bgNCDIN-VIDK09iomETDR104/003Qaly-

VmIZ60IG-Ng208zUOgK6v_IVIICckStXhptWFoikstWo3fAcKeNOUFXIXE2QQHY hr8itEMTiiRe0eu5PxsyVOMoVaBwz-
qbuioD11U7PpOVq6LIIEGAS7IWSSHWIR 3IKIIMHVUTP6I5p20I7UWLGH7MtHSSmMjOX_F3DORWnxQeBNGCUVSA0BNOYq5W323KXLpTCOFD143TWDPh_AZT9ZPXIBO_uKYv
MWFOBO5Ds28DNJyJryr06A4IM3IO_ORL-fgCChvimzHGKITSu_i5-ieVWitXGMHWEMI4LSQw83_xbPmejDeYwcjxHSvtTYBn2lkysfGU-
KBM2MDWxys8ZZdTiaotexVFCOkardpDK 2rycjdysHzY 1mUtsoSrhDf-fxMyGNC94i5T6SKh98F_7p-
qtpLoik_bGDUQEH51n5HXHANOgBISFR2ngdm_yAfmzjOVzgheNMIPN5BUY TCBEXNEIHMOPOSFXUBSMAFZROW-
OgHpYMWnaiJ4XNUISMOVA0SANmo73z0wQbcCucMyxmiHzMFW0S2ZackSBJIDCbELAMPUpi7rfnpB1AhjmHC_Wb-k8yFTyg8M46ND-

AVIUXY0coDO5]PISuhaK 1eBxbt0zyxxFO 1E61ZMeltf70RNpIGMWACXX-
C27FLExIdZbBAJ8ry3cEWBtW2qFr6ixnXWm_S5D2fiYr2QeFsTCvEBL6ukuErlee-S1_CaUB1FX4r3d3JaxRDOXNG-

DOBB6KRVN2Q3DY 2YUY2gBKTz7Kdco%a_B4gS9_M1tv3hDIXLBOOR_SOAECB_GrQZWRORSI8_krsLABGPR5Ia0qTd6CcqBIAYXU2329-
PTLmDelpdsyulOaEjkeuW9iABMOZeAlp3kLcoehHjLc7qrdPhodfBhvbVWa-ckSZYYEd8S 7YZwGCdbFmjbcHIJ66GDNNBF draDsbal1ztdSLpy-
CkQIKCVROr2s3nYWqIYCcdESC20hNW4AOXESUCYHCUMIIQINKLOBEBISOT_ixuquTYgeY Y6SCO2KQEWTSY _0uVPDZIWIIPa43VHeGasVHOW0dOjZ_tWOWnNNKgIFVHRzyt
YdhN3U4AWIOCW9QIiebiMiOdtgIRMXYgoSwz724-bx2KXjveGOISHGAQqB_6H11DKtsfsLOzd5tQYjOaWgltDqLazu1VD3DXpPboVinVCkNp4G-FHyupyCnUMUZD-
UKZePUOip-0jbEZpY-mFVnU8BY65mD-7b-ID-njydxymXMKLLtb8P_I5KsI2LC3YeeNW_1SUUY4aEtZc8IzxIGXLINKmIScW-
iSfgKIMuWiffcjZedmrij49rswOdY1C1xyjyNcY3_baiQdGA4cydhBAZZDOIAS DvZTWij LmDCEANGZ9UYBOEWS5M6ZIBIISQYK(IVlyvOP LoeqHG-
ZqPOr2JLek5MuXg9hnKgsr_woihd_bTstkslUWD7MBIupx1EGaGIEPICVObKHerxEnPTbLsmjz_CelBMJ-qtaWG5l_gC_ftoDiFifRfFQbdrj5_BOO-ROCYID33K-
929gyrH3q5napyk-ibTAP-
KOWMELTjsebnrFWS{SeKANAGNODGKFJ24GwYnORMXsZy TOdFBU2wByO85hbV ZXZEZX6E VIAVI30HCsN8ev1pCDWCCXpIWBIXiWIUCUFNCAOBevACAHTLBX3IEIxz POOE
SJrosh-

L9IKwr4lY JaFihECOUESeZZvhePFVCoBRMoagJK815W6{CI7OhLVOCXS3eaiUHthvHakZ9VWig2_BwBOBE 2htPkyQOHAIWGQCZLBTVIY|PIUACANGKMWCG6UfoawzMVYsn
RmRvHIcoOLVhA\/rQuJOFhnPcOWl5dqe><7u|Z7ng|F><LRxYRe3C\Er

nz8aHaXXbCiBduT! JUVha jK5VG7k_aKHmMUK _1Qq JhsMBh_FDxR4j 0QKQL; Y_SDn1PUbONIV
2.]NweHLAP'BAErFrZyAlnQlDSGAgDrx7Mx97ZaBSNInTDECMQn]BL74||Ggs Hi0_ _pOK1W79pqHIx8d1T83sX TBLeM_MhB LI8Plym_M8NypgOQoezSonJhtgzz_SJ
_A3EENRVSQ210hBSqWO7XnXtN64ZxBbfqBJyC Y h7ImTnpgz3nIX6POUSBDP7QVLMAISLKDIdSQUWWPAMBAT7e7rCt__cwrAqPdUjtsCadfEAzTt5ppy5 UexA2

MwvcGYdDIs47uQ303NWhFFO2A-RITTQWn00Y0A4150ZXk4YNhZSUb5We9S_SNSi1N522G6g1J921)TucJ5hifADUPsBoQ2qBmhwYdvmhi2_6MGEQWQCoJa2cW-
nWIOra2dgMbUy TPV8C3sQgkckIpEOEOPjmkyLAWUztLe5MSFw7yBQeQ-BCNLYxvtismKOSMASiZ__JqFVKmK3IG3nDMP8puHvyDFCXNEL3gLTIZju-
1Dyf2zvW7TPyZs8LKgV2gtOgw38s_EfBXdiez-DWobTGAIMmMKUYIjs WWQJIWakOQPLVFPLOKLMKZIcCMEOOOMKENh4GRCUBHXPRKA-
Gdas4WFtfl3MQ3AaHyxswQCXT{ZEOY ga50ur7qQf2wIvbw: hDIlyhgZ1mjulQ! BOBHGEX0DAGYQe9t9uu1pLeEnTAd82rpoDjZqdpUd2
EIpOx3EptDy96U-Vx08aQVLy50K1wThJ-gBMgkJS_ehak57cUbtR_MXBmCEKSN6HbrmxZcJ_FUEKHrDXO9LWMmpnafZPAOkaEyDWEM5ZzJ5AUtBN8aX7-
s8ft87qdZLABLNLS|jdm4iP1QKV_1pfRIBCNgFDxR4hFczI5mBNfH5sGKhI65AU3BII8_ Cesle?gEHRCXLl

|7m6dJyH397chsebWZprS]OvSerVnngJ1Ssz\erQcmq|C deD Ydpgd_wk8I536L nd6202q8ALDBK7S_XDXWyVMNCI4MIDGZC
dzGjvy_zaD 5FNUSKqMMC4 OaWOLqeuLKJu\SEkISQLIWZAOED RfBR(PuNwDegMe'hnqbde\YLXDFDrr
quanS\wfoulHHNSleL JmsmeAstmerqugsWC\hPTJF’Bm\e(

UY31UrLs q Jg: 7skG3dm 1g30QqOl ISYxcte94elLexs3uoMObOkIDaA397tKxH3YNBLKYIgix6
v5Vwjvpp_bSGSEJsRdeC1IFDsavr8VBKAJix-elU61 EDJgkv3h! F UE\ELORSIYCJZMBpSG VZTCwWHCZH7NC4DI7vJ6kz TPhUrsEydjA-

87jCgBQ567)W_whiwlOUKIEG0xseSJQ3BrnWNIl3e63NzRCgOypaniducBaS9pTr8Pmp8eA

Authentication tag | FFUjIAH_HJEZg7XRuXmV6g

7B202276657273696F6E223A2022312E32222C20227369676E6174757265416C676F726974686D223A202253484132353677697468525341222C202273696 76E6174757
D ec rypte d payl Oad 26554797065223A2022636D732D7061646573222C 20227369676 E6174757265223A20224D49494B7567594A4B6F5A496876634E415163436F49494B717A43434371634

341514578447A414E42676C67686B67425A514D45416745464144414C42676B71686B69473077304242774767676763764D4949484B7A434342524F 674177 4942416749
4542677A476C44414E42676B71686B69473977304241513046414442354D517377435159445651514745774A475354456A4D43454741 3155454367776 1566D466C63335
276636D567261584E305A584A706132567A6133567A49465246553151784744415742674E564241734D4431526C63335270646D4679625756756447566C64 4445724D43
6B474131554541777769566C4A4C4946524 15167513045675A6D39 6 167554856796347397A5A584D674C5342484E444165467730784F5441314D
6A41784D5449344D6A4EE1467730794E4441794D6A55794D5455354E546C614D483078437A414A42674E5642415954416B5A4A4D513477444159445651514B4441565
554577873515445534D4241474131554542524D4A4F546B354DM51354E7A4577405134774441594456 5151714441564556255354A557A45554D42494741315545424177

4C536C565656456C4D51556CA4F525534784A44416942674E5642414D4D4 1304F5463784D4
44343416149774451594A4BGF5A496876634E4151454242514144576747504144434341596F4357674742414D58594D305533737A557669446F6E2F604€71447557484C
6F734F6363 7A2FACA8 73337649756L 7A31684C6 86963714839325 D7756366E5

7A684E49753741 \78674843527064796B63787555676: 586E4470 76627646355261586B6C4A78706E6B67435

56E4D4B3261535158436D4368302F6E5366444471336F6342454268704A387A512B7253434764714762757065674777454E33637A4858624C4E724F39716631556C3164
6741736A34436B30504B394F69636A366E7867474C62666A39663879446E45566649614761506961544239352B3146416C6554734D54385953594163323743774663486
864643031704C7162386A734468394D41733168393271746D4C474365325877546B34716E31393461634443776E6765654F79776B526241786C476776376D586D6C313
7A: 75357A7476304378396753726943706F774D2F412B5235414930435655507841524D33465063766E3039
707732767 36756A6442506F 345A35' 73172435379776357477155715030516854564D64344F6972635A456876516479334 FAE66574547
796371543248386A66375A7077355631514944415141426F 3449434E544343416A4577487759445652306A42426777466F4155505A716A74666756456538527975764858
453254674C4C4850384577485159445652304F42425945464C466B77784C6333657945653862335131367073594C62705435654D413447413155644477454 22F 77514541
774947514443427A67594456523067424948474D4948444D49484142676F 716758614542574DAB675573424D4947784D43634743437347415155464277494 24668746F64
4852774F693876643364334C6D5A70626D56705A43356D6153396A63484D354F533877675955474343734741515546427749434D486B6164315A68636D316C626D356C
634739736158527061577472595342766269427A5957463059585A7062477868494330675132567964476C6D61577468644342776232787059336B675A6D6 C75626E4D6
74C5342445A584A3061575A70593246305A5342776232787059336B6761584D6759585A6861577868596D786C49476830644841364C 793933643363755A6D6C755A576
C6B4CED5A704C324E77637A6B354D43554741315564455151654D427942476D526C626D6C 7A4C6D70316458527062474670626D567551485231624778704C 6D5A704
DA41384741315564457745422F7751464D414D42415141774E77594456523066424441774C6A41736F4371674B49596D6148523063446F764C334279623368354C6D5AT
0626D56705A43356D6153396A636D7776646E4A72644841305979356A636D7777626759494B7759424251554841514545506A42674D4441474343734741515546427A41
436869526F644852774F69387663484A7665486B755A6D6C755A576C6B4CED5A704C324E684C335A79613352774E43356A636E51774C4159494B775942425155484D4
1474749476830644841364C79397659334E776447567A6443356D6157356C615751755A6D6B76646E4A72644841304D4330474343734741515546427745444243457748
7A4149426759454149354741514577457759474241434F526745474D416B47427751416A6B5942426745774451594A4B6F5A496876634E4151454E425141446767494241

44372B574161763357664459324E335749695874677053776D452F61. ) 42316445345747612B6B753168713357764B4E513650747
4477137576347577 0594351 BAE345A44 2F7A533030: 16C7749 D7

79414E664B6A3139504C6C56623645457145524731766045496970434A7252674650634A6A2343765773785A3164384E30326E48616A6D47704734343378374A37EF4
C78584E574F674253365! 46E394F4B6B 7948706 0345079677950494A3663636F30705977442B327A7170626D7577444732514C4747692B59

355435314332764C76676C466C4B4B712B324B426D396652582| F6568474E3853656A37E56F76314D6550414537765E744D436134465932583968375532362 B5A366352
51697559496C4D2B7871696E 787A302F4C696B645270753447447236326251477850354234324F5579536C 797A4D65514C 73656F AC374E484F7472344B525661464434
71703635504979713532535. 45, 544852 462665750! 7526830 72497-’14570697575517225386559M706D6531644

DA9307273343251656C543067A2753241392F61554736765671715A7A704FAE7A5AAC 45486C6D41! 074704C314B736179775A7570714A57

7847594E76 AE6BS. 30694452747152455BGBA4356A704F6D493561327864637A49306637303772784A4069553854443543632 F
376A763936ZB7A71535A735D6A327A7351 5A2F4FA4F726353677A65633538394733572B786A564: 78316D4C746843336A613745694556372F7 4
412F34766D646F6243394B454D594944547A43434130734341514577675945776554454C4D416| B474131554542684D43526BGB78497A415842674E5642416 F4D476C5A
SB5A5BAES0623SAAGC61326C7A644756796157746C6332743163/ 5526777466 514C4441: 061 D316C626 E526C5A5

851784B7A417042674E5642414D4D496C5A535379: 3049464231636E42766332567A4943306752 7TA51434241594D7

57051774A51594A59A95AA941575544A24149424251436767674565AD426747A3537 147534962334451454A417A454C42676B71686B694739773042427745774C77594A4
B6F5A496876634E41516B454D! B44 562F386678547553334267556968316C33384C5573666F395A334B45726430674153625A42704D49485142677371
686B694739773042435241434C7A47427744434276544342756A4342747A414C42676C67686B67425A514D45416 )72704B367971 4371512B6
E665174786B65624138554D626B4841597761794E586239544D4947464D48326B657A42354D517377435159445651514745774A475354456A4D43454741315545436777
61566D466C63335276636D567261584E305A584A706132567A6133567A49465246553151784744415742674E564241734D4431526C63335270646D4679625 7567564475
66C644445724D436B474131554541777769566C4A4C4946524655315167513045675A6D39794946526C63335167554856796347397A5A584D674C5342484E414945426

7TA476C44414E42676B71686B6947397730424151454641415343415943734A316A5A39475167457866764C5831435A5861514375743747634F33716C4375796A514367
65696B34317A537A754577333954357A476F6945354D46356E426F357962555351566A6B704654586B424730647178755A5755552F6D772F69477947346C75706B39517
549684A694341784D79513267367A763844524353337977454746756337703575746E466E7A3079636C5934424D426B704F626445527543626174514C644D 43EC7A3267

45537037515A7473365050586272774943626135503954397265302B785545364478353061734D3254424D6F 41 156 444494D7341486F
714870347065596E7938SD7932404B685B447769636358697-’16FZF53ACZB5374314549617E78795037647838356EGC3145726E43386C6C7950367245645976684/—\75555
5325654474E326A626863484F6A49525577455672584567375579396248 71! 564448487934 48544C46

SE6736AA79754F70754951783967516958345036777965364F4C337674-’127252533G7AAA355734576E756978627D384EAE7065757275737469615541664273534D45325
05A306D393651533572656E4235586F725669522F6C4D41424A5A35584C56717645432B6C706776706946755655427A6451452F3356614677513965624C34464A71357
8553D222C2022737461747573223A20226F6B222C2022726561736F6EA436F6465223 030222C 20! 6561 736F 874 6E617475726520
67656E65726174656422207D

. {"version": "1.2", "signatureAlgorithm": "SHA256withRSA", "signatureType": "cms-pades", "signature”

P|a|ntext payload "MIIKugYJKoZlhveNAQcCollKqzCCCqeCAQEXD: \gEFADAL i zccBRc:, iGOWOBAQOF ADBS
MQsWCQYDVQQGEWJGSTE]MCEGALUEC NO: IFRFU1QXGDAWBg DErMCKGALUEAWWIVIILIFR

FUngQOEmeQyIFR\CSQQUHVycGQZZXMgLSEHNDAerOxOTAlM]AxMTMMJNaFwaNDAyMJUyMTUSNTIaMHOxCZAJBgNVEAYTAkZJMQ4wDAYDVQQKDAVUdWxsaT

ESMBAGALUEBRMJOTKSMDQSNZEWMQAWDAYDVQQQDAVERU5JUZEUMBIGALUEBAWLSIVVVEIMQUIORU4XIDAIBGNVBAMMGOpVVVRITEFJTKVOIERF TKITIDKSOT

AOOTexMDCCAAIWDQYJKoZIhveNAQEBBQADgGGPADCCAY0CggGBAMNYMOU3szUviDon/ILgDugHLosO RRz/LHpVY4Y 1hLg30hkzZD50Xxicq
HI2WCVkmwV/ JzhNIu7AyX+nZxgHC JgexBcidIXnDppkdUb. 1xpnkgCUNMK2aSQXCmChO/nSfDDq30cBEBhpJ8zQ+rSCGdqGbupegGWENSC
ZHXBLNrO9f1UI1dgAsj4CkOPK9OIC/6nxgGLb(9f8yDNEVilaGaPiaTB95+1FAIETSMT8YSYAc27CwFcHhdd01pLab8jsDhIMAS 1h92qtmL GCe2XwTkaqn194ac DCwngeeOywk
RbAXIGgV7mXmIL3i/EHjjz3S0YIToPfeV7IY X9gSHC) I0CVUPXARM I Z5y+HQbKVXW1rCSyweWGqUGPOQhTVMA4Oi
vcZEthdy3ONl\NEGych?HB]WprSVlQIDAQABGMCNTCCAJEWHWVDVRO]BBQWFOAUPZquVEESRyuvHXEZTgLLHP8EWHQYDVROOBBYEFLkach3eyEESb3Q16ps
YLbpT5eMA4GA1UdDWEB/WQEAWIGQDCBzgYDVROg! GAQU OiBvd3d3LmzpbmVpzC5mas9icHM
50S8wgYUGCCSGAQUFBWICMHkad1Zhem: YSBvbiBZYV rquZprxthOg(‘ Bwb2xpY3kgZmlubnMgL SBDZXJ0aWZpY2F0ZSBwb
24pY 3kgaXMgYXZhaWshYmxlIGhOAHAGLy93d3cuZ miuZWIKLmZpL UGALUEQQ Mp1dXRpbGFpbmVUQHR1bGXpLMZPMABGALUEWEB/
WQFMAMBAQAWNWYDVROfBDAWLjAS0CqgKIYmaHROCDovL3Byb3h5LmZpbmVpZC: d YIKwYBBQUHAQEEY|BgMDAGCCSGAQUFBZA
CthodHRwO\BvcH.]veruZquZWIkLmZpL2NhLazyaSRwNCSICanLAVIKWVBBQL, 0dHABLYOVY: QuZmkvdnJrdHAOMCOGCCSGAQU
FBWEDBC| gYEAISGAQEWEWYGB/ QAJKY! DQYJK0ZIhveNAQENBQADgGIBAD 7+WAav3WIDY2N3WIiXtgpSwmE/aHY SHBskU++mK5Uk

3EmanGa+ku1hq3wvKNQePan7WcGWpdu4svsnpchKcTJevvvuc9wkN42DssncFJ/z5001coZRQlwlxdosemychyANmusPuvbeELqKRle\EanJngFPcva
WsxZ1dBN02nKajmGpG443x770LXXNWOGBS6RsU262Cdn90KKkyKpg5iXip4PygyP1J6cco0pYWD+22qpbmuwDG2QLGGi+Y5T51C2vLvgIFIKK+2KBMSIRX/ehGNB Shi7eo
VIMePAE 7vntMCa4FY2h9h7U26+Z6cRQiuY Il pu4GDI62bQ OUySlyzMeQLseoL 7NHOU4KRVaFDAgp65Ply52SQotZITHR

NGRKOUKCFLIIE pixuQr+8eYDpmk1dMIOrs42QelTOgBx2AY/aUG6WqqZzpONZZL 030 pL1KsaywZupqWxGYNVIivXr ikyZNkZOIDRtgbFkkD8jpO
mi5a2xdczI0f707rxJLIX8TDSCC/7jv96+2qSjsmj2zsQkitHZ/O0rcS gzec589G 3W-+xjVBVkSoHX ImLthC3] a7E|EV7/|A/4vmdobC9KEMVIDTzCCAOsCAQEngEweTELMAkGAlU
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EBhMCI hZXNOb: 21 1cyBUR\/NUMRgWFgYDVQQLDA9UZXNDaXZhcml\banZXQxKZApBgNVBAMMIIZSSyBUR\/NUIENBIGZVClB
b3DQEJ, WeN, +DsWV/BfxTu

UZXNOIFB1cnBYC2VZIC0gRzQCBAYMXpQWDQYJYIZIAWUDBAIBBQC,
S3BgU\h1I3ELUsV0923KErdOgASDZBpMIHQBgsqhk\GQWOBCRACLZGBWDCBVTCBM]CB(z |= lghkgB: r n0+mQ|xkeDA8UMkaAYwayNXbBT
MIGFMH2kezB5SMQsWCQYDVQQGEWIGS TEJMCEGALUECgwaVmFIc3RvemVraXNOZXJpa2Vza3VzIFRFULQXGD DErMCKGA
1UEAW\MVIJLIFRFU1QgQOEme9yIFRIcSQgUHVycGQzZXMgLSBHNA\EBng\DANEgkqhleSwDEAQEFAASCAVCle]ZQGQgExNLXlCZXaQCuHGcOHqICuy]QCge\kAlz
SZUEW39T! JSQVIKpFT} WUl QuINJICAXMyQ2g62v8DRCS3yWEGFuc7psutnFnzOyclY 4BMBKpObdERUChatQLAMC I2gES
p7QZt56PPXbrw\Cba5P9T9v50+xUE6Dx50asM2TBMOAR\5YaVsRnD\MsAHoEdEquHp4peYnyBmy2LHh><Dw|ch\|uISL+S‘1E\axxyP7d><85nI1EmCEllyP6vHdekJuUUZVTG
N2jbhcHOjIRUWEVIXEG7U 2q3BZkQ1oafILVDF {TLFkg6JyuOpxIQx9gQi oL UAfBSSME2PZ0m96
QS5renBEXONVIRIMABIZXLVAVEC +ipgypiFuVUBZdQE/3VaFWQOebLAFJgXU=", "status' "oK', ‘reasonCode": "200", ‘reasonText" “Slgnature generaled“}
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2.8 Reason codes

The reason codes for signature creation response messages are modeled after the
HTTP status codes:

e 2xx series indicates a successful operation.

e 4xx series indicates that the operation was cancelled due to some reason,
and

e 5xx series indicates that the SCS is malfunctioning or not supporting
requested functionality.

The reason codes define general categorization of the operation result (e.g., ok, user
cancelled, bad request), and are not intended to give detailed description to the
HTMLS5 application. More detailed error handling should be done internally by the
SCS.

The reason code related response parameters:

e status (string, mandatory): "ok" if the operation was successful, "failed" if the
operation was unsuccessful. If the reasonCode value is 200, then status is
"ok". With any other reasonCode value, the status is "failed".

e reasonCode (integer, mandatory): possible reason code values are listed on
the table below. This field intended for general categorization of the error
class, and should be used generate end user understandable error message
in desired language.

e reasonText (string, mandatory): the textual error description. It is
recommended that description takes the form "<Text>: <Description>" where
<Text> is the text in the Text column in the table below, and the <Description>
contains more detailed description of the error. This field is mainly intended
for developers, and should not be shown to the end user.

Code Text Explanation
200 OK Signature was created successfully
400 Bad request Request was malformed, e.q.,

- unknown Request-URI

- bad JSON format

- missing mandatory parameters in signing
request

- a parameter contains a value that is not
supported

401 Unauthorized End user cancelled operation, e.g.:

- end user did not select a certificate,

- usage of the key was not authorized (e.g.,
PIN mistyped, PIN typing cancelled, or PIN
locked)

- end user does not have any applicable
certificates

403 Forbidden Request was denied, e.g.:
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- another request is being processed already

- request was made from unidentified origin,
i.e., https protocol was not used to
download HTML5 app requesting the

signature
413 Request Entity Too Request size was too big
Large
500 Internal Server Error SCS is not working properly, e.g., is
misconfigured
501 Not Implemented Requested functionality is not implemented.

An example error response:

HTTP/1.1 200 OK

Content-Length: 88

Content-Type: application/json
Server: SCS 1.2 (2021-12-01)
Access-Control-Allow-Origin: *
Accept: application/json, */*

Date: Wed, 04 Jun 2017 07:38:16 GMT

"status": "failed",
"reasonCode": 401,
"reasonText":"Not Authorized: end user cancelled operation"
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3 Security considerations
This section is non-normative.

3.1 Server certificate validation

Before signing a document using a smart card, the signer should always verify the
authenticity and validity of the requestor's certificate. This crucial step helps prevent
fraudulent activities and ensures the signer is interacting with the intended recipient.

Verification confirms that the certificate hasn't been revoked, ensuring the recipient's
identity, and preventing the signer from unknowingly signing a document intended for
a malicious actor.

Failing to verify the certificate exposes the signer to risks such as signing documents
they didn't intend to, potentially leading to identity theft, legal, or financial liabilities.
Therefore, verifying the certificate is a fundamental security practice that protects
both the signer and the integrity of the digital signature.

3.2 Authentication

The SCS can be used for end user authentication as well. A server creates a
challenge request that has predetermined format, which is then digitally signed by the
SCS using an end user certificate intended for authentication purposes. The
authentication is validated by the server, it the signature is valid for the given
challenge. The challenge should contain nonce and origin header contents, which
the server should check to be valid to prevent replay attacks.

In addition, the client application SHALL use only the "signature" as "signatureType".
Other types do not validate the origin and do not add a “proof of origin” when using
transaction-based signatures. See chapter 2.1 for more information on how to
generate an proper authentication request.

3.3 Confidentiality, Integrity, Privacy

In this specification, the connection to the SCS can be protected, i.e., HTTPS
protocol is used (cf. chapter 2.3).

Signature requests can be encrypted between server and SCS (cf. chapter 2.7)

3.4 Local server socket

The SCS server socket uses a server socket that is listening on the localhost
interface. The implementers must make sure that connections to the SCS are
allowed only from the localhost, i.e., connections from other devices should not be
allowed. See also section 3.10 on Malware.

3.5 End user permission

The SCS should request for end user approval each time it receives a request for
digital signature generation, i.e., it should not silently sign any content. Therefore the
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3.6

3.7

3.8

3.9

SCS will always show the certificate selection dialog when a signature creation
request is received.

Identifying origin

The SCS should indicate to the end user the origin of the signature creation request.
At its simplest terms, it can show the content of the HTTP header Origin, which is
sent by the browser when it is making the CORS request to the SCS.

Non-repudiation signatures

In order to make non-repudiation signatures more meaningful, the end user should be
able to approve the content that is being signed. In practice, the SCS should show
the content that is being signed to the end user so that the end user can inspect what
is being signed. However, for instance binary or xml content cannot be displayed to
the end user in understandable form. The current specification allows that content
can be signed without showing the end user what is being signed.

Nonce

In order to prevent the SCS to sign data that is completely given by the requestor, the
SCS could be able to add nonce data to the to-be-signed data before it is being
signed. This is typically not possible as it would break that signing procedure.
However, it is possible with XML Signatures where the <Signature> element can be
appended with optional <Object> elements without breaking the application level
logic. However, the current specification does not support this functionality.

Certificate types
Typically in PKI, the end entity certificates have three major use cases:

e authentication, where the certificate is used to authenticate the user
(authentication is typically done by digitally signing a piece of data that has
been constructed from nonce values generated by the parties involved)

¢ decryption, where the key is used to send encrypted data to the holder of the
key (encryption is typically done by a shared key that has then been
encrypted with recipient's public key)

¢ non-repudiation, where the certificate used to digitally sign a piece of data
(this is analogous to handwritten signature, where the signer enters into an
agreement with another party)

The current specification does not limit the use of the certificates based on their
intended usage but only digital signatures are supported (authentication, non-
repudiation) but the decryption (unwrap) functionality is not supported.

3.10 Malware

As the SCS exposes a server socket on localhost (see section 3.4), any local
application, e.g., malware, is able to send signature creation requests to the SCS. As
the end user is always prompted with a certificate selection dialog, these requests are
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not silently processed, but it will be annoying and essentially a denial of service
attack as the end user will get these dialogs every time there is a request (unless the
SCS is already processing a request). The current specification does not address
this threat.

One solution to address this threat is that the SCS has an admin interface (Ul), where
there would be an authorization view. In the authorization view, there would be an
authorization token shown (e.g., 20 alphanumeric values). The first HTML5
application that tries to use the SCS interface in a particular browser, the SCS would
send a HTTP response 403 Authorization required. The HTML5 application would
then have logic to ask the end user to provide the authorization token. The end user
would go to the authorization view, copy the token, and paste it to the dialog the
HTMLS5 application would be showing. The HTML5 application would then give the
token to the SCS and the SCS would set a permanent cookie with the browser. Any
subsequent request to the SCS by the browser (regardless of the origin of the HTML5
app) would contain this cookie, which SCS would always check. This means that the
SCS needs to enable the use of credentials in CORS (e.g., use Access-Control-
Allow-Credentials header). After the token has been used once in authorization, it is
discarded, and the SCS generates a new one.

3.11 Multi-user environments

The current specification does not support cases, where the operating system is a
multi-user environment. This is due to the fact that if the system has multiple users
logged on, there also should be as many SCS instances running as well. As the SCS
should be running in predefined port on the localhost interface, it is not possible to
distinguish which SCS instance belongs to which logged on user with the current
specification.

3.12 Browser policies

CORS access from a web page is typically limited to the same scheme that was used
when the corresponding HTMLS5 application (i.e., web page) was downloaded. In
other words, if a web page was downloaded using https, the subsequent CORS
requests must also be done using https. Similarly, if the web page was downloaded
using plain http, then CORS requests need to be done with http also.

Some browsers (at the writing of this document, Internet Explorer 10 and 11) may by
default restrict the access to the localhost interface using CORS mechanism. In this
case, the end user should enable access via browser settings or and a system
administrator should enable access by changing browser policies remotely.
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4 SCS Profiles

This chapter describes the SCS profiles, i.e., operation parameters for SCS
instances. For instance, a SCS instance can be said to "implement" RSA signature
profile in which case it must follow profiles specifications listed below.

SCS implementations are required to implement support for parameters that
underlined.

4.1 Base profile
Abstract profile.

Server port: 53952 (https port). The SCS shall use the listed port for https based
access.

HTTP methods: GET, POST
HTTP URI: /sign, /version
Hash algorithms: "SHA256" (default), "SHA384", "SHA512"

Content types (to be signed data): "data”, "digest" (digest allowed only for signing
purposes)

4.2 RSA signature profile
Extends Base profile.

Signature algorithms: "SHA256withRSA" (default), "SHA384withRSA",
"SHA512withRSA", "SHA256withRSASSA-PSS", "SHA384withRSASSA-PSS",
"SHA512withRSASSA-PSS"

Signature types: "signature"

4.3 ECDSA profile
Extends Base profile.

Signature algorithms: "SHA256withECDSA" (default), "SHA384withECDSA",
"SHA512withECDSA"

Signature types: "signature","signature-plain”
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4.4 CMS signature profile
Extends Base profile.

Signature types: "cms","cms-pades”
CMS signature content (required fields):
e version: 1
o digestAlgorithms: SHA-256, SHA-384, or SHA-512 object identifier

e contentinfo.contentType: CMS Data object identifier

e contentinfo.content: The signed data is included if the original request had
contentType as "data”. If the original request had contentType as "digest”,
then signed data is not included.

¢ certificates: Contains the signing certificate and certificate chain.
e cris: Not present
¢ signerinfo.version: 1

¢ signerinfo.issuerAndSerialNumber: The issuer and serial number of the
identity certificate

¢ signerinfo.digestAlgorithm: The same digest algorithm object identifier as in
digestAlgorithms field

¢ signerinfo.authenticatedAttributes (required fields, other fields may be
included):

o contentType: The same value as in contentinfo.contentType field

o messageDigest: If the SCS request contentType is “data”, digest is
computed from the given content by using the digest algorithm
specified in signerinfo.digestAlgorithm. If contentType is “digest”,
content is used as it was given by the requester directly.

o signingTime: The time when this CMS object was signed
e signerinfo.digestEncryptionAlgorithm:
o When using RSA key:
= PKCS#1 rsaEncryption object identifier
e When using ECC key:

o ECDSA signature algorithm identifier, SHA256withECDSA,
SHA384withECDSA, or SHA512withECDSA
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¢ signerinfo.encryptedDigest: The result of encrypting the message digest of
the complete DER encoding of the attributes value contained in the
signerinfo.authenticatedAttributes field with signer’s private key.

CMS-pades signature content follows CMS signature specification with two
differences, defined in PAdJES signature specification. Following fields are not
present:

e signerinfo.authenticatedAttributes.signingTime

¢ signerinfo.digestEncryptionAlgorithm (=digestAlgorithm)
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