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Guide
Installation and User Guide - Linux

With Fujitsu mPollux DigiSign Client, you can use your smart card for secure access to electronic services
or organization networks, as well as to digitally sign and encrypt email messages and documents.
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1 DigiSign Client smart card reader software

With Fujitsu mPollux DigiSign Client software, you can use your smart card for secure access to electronic services or
organization networks. The software reads the certificates stored on your smart card and verifies your identity to the service
provider.

You need DigiSign Client when you want to
m log in to an electronic service that requires user identification
m log in to your organization's network either directly or from another network through VPN (virtual private network)

m digitally sign a document
m sign or encrypt an email message.

1.1 Other requirements

In addition to DigiSign Client, you need

m 3 smart card, for example an electronic identity card or an organization card
m the PIN codes that were delivered with the card

m a smart card reader.

1.2 Supported operating systems

Supported operating system versions are listed in the "Technical References" document.

1.3 User guidance
The software is accompanied with the following documentation:

m Fujitsu mPollux DigiSign Client Installation and User Guide - Linux (this guide)
m Fujitsu mPollux DigiSign Client Installation and User Guide - Mac 0S

m Fujitsu mPollux DigiSign Client Installation and User Guide - Windows

m Fujitsu mPollux DigiSign Client Technical References

2 Installing the DigiSign Client software

The installation requires that there are no other smart card reader programs or earlier versions of the DigiSign Client
software installed on the computer.

2.1 Removing other smart card reader programs and earlier versions of DigiSign Client
Before installation, ensure that there are no other smart card reader programs or earlier versions of the DigiSign Client
software installed.
1.Ensure that there are no other smart card reader programs or earlier versions of DigiSign Client. If there is another smart
card reader program, remove it from the computer.
2.If there is a previous version of DigiSign Client, remove it with the following command:
m In SuSE and Red Hat environments:
# sudo rpm -e <DigiSign installation module>

m In Ubuntu environment:
# dpkg -r <DigiSign installation module>

2.2 Installation

You will get the DigiSign Client installation file from the smart card provider or your system administrator. Save the file on
your computer.
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2.2.1 Requirements
Installation requires root installation rights to the computer.

The DigiSign Client installation will install PCSC-Lite as a dependency. After the installation ensure that PCSC-Lite is installed
and the PCSC-Lite daemon (pcscd) is running. This may require a reboot.

DigiSign Client also requires that the card reader has the correct driver installed. If required, you can find the driver from the
card reader vendor’s web site or you can test if a generic USB CCID (Chip/Smart Card Interface Devices) driver works with your
card reader. Go to http://rpm.pbone.net/ and search with"pcsc-ccid”. The package contains a generic driver and a driver for
the serial GemPC Twin card reader, both of which work with PCSC-Lite daemon.

2.2.1 Installation in SuSE Linux Enterprise Desktop environment

These instructions describe how to install DigiSign Client in SuSE Linux Enterprise Desktop environment. If you want to use a
graphical user interface instead, you can use the YaST2 Package Manager.
1.At the command prompt, install the software with the following command:
# sudo rpm -Uvh <DigiSign installation module>.rpm
2.RPM packages may be dependent on other packages. If a necessary package is missing, the following kind of a message
is shown:

error: Failed dependencies:
libpcsclite.so.l is needed by <DigiSign installation module>

Download the missing packages from a web site or SuSE installation media and add them to the command. For example:
# rpm -ivh pcsc-lite-<version>.rpm <DigiSign installation module>.rpm

3. After completing the installation, add the necessary settings to your browser and email program according to the
instructions in Section 2.5 Browser and email program settings.
4. Ensure that the PC/SC Smart Card Daemon (pcscd) starts up automatically when the computer starts up.
a) Open YaST > System > System Services.
b) Ensure that pcscd is set to be run on init 5 level.

2.2.2 Installation in Red Hat Enterprise Linux environment
These instructions describe how to install DigiSign Client in Red Hat Linux Enterprise environment. If you want to use a
graphical user interface instead, you can use the Package Management Tool.

1.At the command prompt, install the software with the following command:
# sudo yum localinstall <DigiSign installation module>.rpm

2.Depending on your operation system version (RHEL 6 and older) ensure that the PC/SC Smart Card Daemon (pcscd) starts
up automatically when the computer starts up

a) For example with the Service Configuration Utility by giving the following command:
# sudo system-config-services

b) Ensure that pcscd is set to be run on init 5 level (graphical multi-user)

On RHEL 7 the Linux systemd will take care of starting the pcscd process when an application tries to communicate to a
socket. This may require a reboot after the DigiSign Client installation though.

3. After completing the installation, add the necessary settings to your browser and email program according to the
instructions in Section 2.5 Browser and email program settings.
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2.2.3 Installation in Ubuntu environment

These instructions describe how to install DigiSign Client in Ubuntu environment. If you want to use a graphical user
interface instead, you can use the Synaptic Package Manager which provides the same functions as apt-get.

1.At the command prompt, install the software with the following command:
# dpkg -i <DigiSign installation module>.deb

2.Deb packages may be dependent on other packages. If a necessary package is missing, the following kind of a message is
shown:

[sudo] password for userl:
Selecting previously deselected package mpollux-digisign-client.
(Reading database ... 133374 files and directories currently installed.)
Unpacking mpollux-digisign-client (from mpollux-digisign-client <version>.deb)
dpkg: dependency problems prevent configuration of mpollux-digisign-client:
mpollux-digisign-client depends on pcscd; however:
Package pcscd is not installed.
dpkg: error processing mpollux-digisign-client (--install):
dependency problems - leaving unconfigured
Errors were encountered while processing:
mpollux-digisign-client
3. Use the Advanced Packaging Tool (apt) to install the package. Add the package to the command:
# sudo apt-get install pcscd

4. After completing the installation, add the necessary settings to your browser and email program according to the
instructions in Section 2.5 Browser and email program settings.

5.Ensure that the PC/SC Smart Card Daemon (pcscd) starts up automatically when the computer starts up.
a) Atthe command prompt, give the following command:
# sysv-rc-conf --list pcscd
b) Ensure that pcscd is set to be run on init 5 level. If not, change the runlevel to 5 with the following command:
# sysv-rc-conf --level pcscd 5 on

¢) Ifthe sysv-rc-conf program is not installed, you can install it with the following command:
# sudo apt-get install sysv-rc-conf

Note that sysv-rc-conf is not available in the new Ubuntu LTS 18.04.

2.3 Activating a new card

In order to use a new ID card, you may need to activate it with an activation PIN. When you use the ID card for the
first time, the card reader software will automatically launch the identity card activation process. During this
process, you will first be prompted to enter your activation PIN, after which you can activate and specify your own
personal PIN codes. After the activation process has been completed, you can use your identity card in e-services.
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Activate PIN (basic PIN)
Activation code

|
New PIN

N ‘: -
Confirm new PIE

2.4 Verifying the installation

With mPollux DigiSign Client Manager, you can verify that the installation succeeded and that the smart card and the card
reader work correctly.

1. Ensure that the card reader is connected to the computer. The card reader can be located in the computer or attached to it
by a cable.

2.Insert the smart card to the card reader. Wait until the icon turns yellow.

3.Right-click the B icon and select Display tokens.
4 Select the Authentication tab.
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DigiSignApplication = =

i | I!IIII! 1)

FUﬁTSU mPollux

DigiSign Client

I F’HIF.I

Readers and tokens Authentication About. ..
Authentication Objects

S5CM Microsystemns Inc. SCR33x USB Smart Card Reader 0: basic PIN
S5CM Microsysterns Inc, SCR33x USB Smart Card Reader 0: signature PIN

Verify PIM
PIM:

Change PIM

Old PIN:

Mew PIM:

il

Mew PIM:

Unblodk PIM

’
[IEN1]

PLIE:
Mew PIM:

Mew PIM:

Close

5.1n the Authentication Objects field, select the first row (first PIN code).

6. Enter your PIN code (PIN 1) in the PIN field under Verify PIN, and click Verify. The program informs you that the PIN code is
correct. If the program informs you that the PIN code is incorrect, ensure that you entered the PIN code correctly.

If you enter the PIN code incorrectly several times in a row, the PIN code is blocked. The exact number of attempts
depends on the card. To unlock the PIN code, follow the instructions in Section 4.6 The PIN code is blocked.

2.5 Browser and email program settings

In some browsers and email programs, DigiSign Client works without any specific settings. In other programs, such as
Mozilla Firefox and Thunderbird, you must add the following settings:

m Load the security module used by DigiSign Client to the program.
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m Load the public certificates of the Certificate Authority (CA) to the program.
Until you have added these settings, the browser claims that the connection is untrusted.

2.5.1 Loading the security module

The installation package tries to load the security module automatically on installation. In case the automatic loading fails,
the following example shows how to load the security module in Mozilla Firefox and Mozilla Thunderbird. The names and
locations of settings may vary slightly across versions.

1.Ensure that the B icon is shown. This means that the smart card is ready for use.

2.1n Mozilla Firefox, select button = > Preferences > Privacy & Security > Certificates. In Mozilla Thunderbird the settings are
located in Account settings -> Security.

Preferences = Mozilla Firefox - o x

¥ Preferences x |+

&« ¢ o | &) Firefox

about:preferences#privacy > | N e

O Find in Preferences

-I:I- General

Q Search v Block dangerous and deceptive content Learn more

Deceptive Content and Dangerous Software Protection

v Block d d load
a Privacy & Security ock dangerous downloads

v Warn you about unwanted and uncommon software
9 Firefox Account

Certificates

When a server requests your personal certificate
® Select one automatically
Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates . .
@ Firefox Support Security Devices ...

3.Under Certificates, select Select one automatically.
4. Click Security Devices and Load.
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Device Manager
Security Modules and Devices Details Value Log In
NS5 Internal PKCS #11 Module _
Generic Crypto Services ERATEE
Software Security Device Change Password
~DigiSign PKCS#11 Module :
Organisaatiokort™ Load
Organisaatiokort Load PKCSH#11 Device o o x
~Builtin Roots Modu Unload
System Trust Enter the information for the module you want to add.
Default Trust Enable FIPS
Module Name: | DigiSign PKCS5#11 Module
Module filename: Browse...
Cancel OK
1 I
oK

5.Name the module DigiSign PKCS#11 Module.

6. Click Browse and navigate to the 1ibcryptoki . so file. By default, itis located in the /usr/1ib64/ directory. Click
OK.

Device Manager X
Pecurity Modules and Devices Details Value Log In
VNSS Internal PKCS #11 Module
Log Out
Generic Crypto Services
Software Security Device Change Password
VBuiltin Roots Module Load
Builtin Object Token
Unload
v DigiSign PKCS#11 Module
Organisaatiokortti Enable FIPS
Organisaatiokortti (PIN2)
OK

If you receive an error message saying that the security module cannot be loaded, close your browser and try again.

7.The DigiSign PKCS#11 Module is shown in the list. Click OK to exit the options.
8. Restart your browser or email program.
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2.5.2 Adding certificates to browsers

Some browsers, such as Mozilla Firefox, require the certificates published by the Certificate Authority (CA) to be set as
trusted before they can be used. If the certificate has not been set as trusted, the page claims that the connection is
untrusted. For example on https://vrk.fineid.fi:

% Your connection is not secure

The owner of vrk.fineid.fi has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

1.Ensure that the BB icon is shown in the information bar. This means that the smart card is ready for use.
2.Select Advanced

vrk.fineid.fi uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.

An additional root certificate may need to be imported.

Error code: SEC_ERROR_UNKNOWRM_ISSUER

Add Exception...

3. Press Add Exception.
4.Add Security Exception window opens.
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:ff You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask
you to do this.

Server

I Location: | https://vrk.fineid.fi/ Get Certificate

Certificate Status

This site attempts to identify itself with invalid
information.

Unknown Identity

View...

The certificate is not trusted because it hasn't been verified as issued
by a trusted authority using a secure signature.

i;'li'fEmarmzar‘uar‘ltb!,.r store this exception

Confirm Security Exception Cancel
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5. Click Get Certificate and press Confirm Security Exception. The site asks you to enter your PIN code.

> User Authentication

FUﬁTSU mPollux

DigiSign Client

Please enter your PIM

basic PIN

u RN

| Cancel |

6. Enter your PIN code and click OK.
7.Refresh the page. You should now be able to access the site.
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2.5.3 Adding certificates to email programs
The public certificates of the Certificate Authority (CA) must be added to the email program before they can be used. Note

that in some programs the email address used must also be included in the smart card.

1.Ensure that the B icon is shown in the information bar. This means that the smart card is ready for use.
2.1n Mozilla Thunderbird, select  Account Settings > Security.

Account Settings x
" sty
Server Settings
Copies & Folders To s.e_nd and receive signed or encrypted messages, you should specify both a digital signing certificate and an encryption
certificate.
Composition & Addressing
. Digital Signing
Junk Settings . N o .
T Use this certificate to digitally sign messages you send:
Synchronization & Storage
Return Receipts o —
Security Digitally sign messages (by default)
+ H| Local Folders
Junk Settings SR
Disk Space Use this certificate to encrypt & decrypt messages sent to you:
it Outgoing Server (SMTP) Select... Clear
Default encryption setting when sending messages:
Never (do not use encryption)
Required (can't send message unless all recipients have certificates)
Certificates
Manage Certificates Security Devices
Account Actions hd

3.Select the certificates you want to use for signing and for encryption and decryption.
4. Click OK.

3 Using DigiSign Client
You need DigiSign Client when you want to

m log in to an electronic service that requires user identification

m log in to your organization's network either directly or from another network through VPN (virtual private network)
m digitally sign a document
m sign or encrypt an email message.

3.1 Basicusage

DigiSign Client starts up with Windows start-up. Using DigiSign Client requires that the smart card reader is connected to the
computer, the reader driver has been installed, and the smart card has been inserted into the reader. Before starting to use
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a program that requires a smart card, ensure that the B icon is shown on your screen. The icon tells that the smart card is
ready for use.

Upon inserting the card into the reader for the first time, you may receive a warning that the certificate is untrusted. Select
Yes if you trust the certificate.

If you encounter any problems when using the smart card, see additional instructions in Section 4 Troubleshooting
instructions for some common problems.

Never enter your PIN code if it is asked unexpectedly. Ensure that you have yourself started the function that asks for the PIN
code.

Never remove the smart card from the card reader while using the service that you are logged in to.

3.2 Managing card readers and smart cards
With DigiSign Client you can manage your card readers and smart cards.

1.Right-click the B icon and select Display tokens. The DigiSign Client Manager dialog opens.
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DigiSignApplication - =

®

FUﬁTSU mPollux

DigiSign Client

Ll AL

Readers and tokens Authentication About...

- Reader is empty (02Micro CCID 5C Reader 0)
* [ S5CM Microsystems Inc. 5CR33x USE Smart Card Reader O
# Serial number: #18524600012000099041
@ Application label: ProfessionalCard
# Manufacturer: VRK-FINEID
# Token label: ProfessionalCard
- @ Authentication chjects
basic PIN
signature PIM
hd B Trusted certificates
% VRK OT TEST Root CA
WRK OT TEST CA for Qualified Certificates
- B User certificates
% auth. and encipherment cert.
signature certificate
hd @ Private keys
auth. and encipherment key

signature key —

Close

2.To view the data stored on the smart card, click on the arrows in front of each piece of text.

Security devices lists the card readers connected to the computer. The Certificate Authority (CA), card label and serial
number are shown under the card reader label, if available.

Authentication objects lists the PIN codes stored on the smart card. Each card usually holds two or three PIN codes, of
which the first one is used for identification (PIN 1), the second one for digital signing (PIN 2) and the third one for
organizational purposes (PIN 3).

Authority certificates lists the CA certificates stored on the card.
Certificates lists the user certificates.
Private keys lists the user keys.

3.Right-click a certificate to open it and verify its data, such as expiry time or the email address to which the certificate is
attached. You can also save the certificate.

4. Right-click a PIN code to verify, change or unlock it.
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5.Right-click a key to test your PIN codes.

3.3 (Changing a PIN code

You can change the PIN codes given to you. In addition to these instructions, you can change the PIN codes through the
Readers and cards tab by holding down the Ctrl key, clicking the code, and selecting Change.

1.Right-click the B icon and select Display tokens. The DigiSign Client Manager dialog opens.
2.Select the Authentication tab.

DigiSignApplication — =

@@

FUﬁTSU mPollux

DigiSign Client

I I T

Readers and tokens Authentication About, ..

Authentication Dhjects

SCM Microsystems Inc. SCR33x USE Smart Card Reader 0: basic PIN
SCM Microsystermns Inc, SCR33x USE Srnart Card Reader O: signature PIN

Verify PIN
PIM:
Change PIM

Qld PIM:
Mew PIM:

Mew PIN: |

Unblodk PIM

PLIE:
Mew PIM:

Mew PIM:

Close

3.In the Authentication Objects field, select the PIN code you want to change.
4.Enter the current PIN code in the OId PIN field under Change PIN.
5.Enter your new PIN code in the New PIN fields. In most cases, the PIN must be 4-8 characters long.
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6. Click Change. Your PIN code has now been changed. Memorize your new PIN code or write it down and keep it in a safe
place.

7.To exit the program, click Close.

3.4 Logging in to an organization network

You can use DigiSign Client to log in to your organization network. Your computer must be connected to the organization
network either directly or through VPN (virtual private network).

1.Ensure that the BB icon is shown on the screen. This means that the smart card is ready for use.
2.Select to log in from the computer.
3.1f the program asks you to verify the certificate, click OK. The program asks for your PIN code.

> User Authentication

FUﬁTSU mPollux

DigiSign Client
Please enter your PIN

basic PIM

|| RN

Cancel

4. Enter your PIN code (PIN 1) in the field and click OK. You are now logged in to your organization's network.
5.When you stop using the network, remember to log out and remove the smart card from the reader.

3.5 Logging in to an electronic service
You can use DigiSign Client to log in to different electronic services that require identification.

1.Ensure that the B icon is shown on the screen. This means that the smart card is ready for use.

2.Go to the service pages and select the button or link that takes you to digital identification. The program asks you which
certificate you want to use.

3.Select the certificate you want to use to log in to this service, and click OK. The program asks for your PIN code.
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P User Authentication
2
FU I ITSU mPollux
DigiSign Client
Flease enter your PIM
basic PIN
[l RN
| Cancel |
4. Enter your PIN code and click OK.
5.When you stop using the service, remember to log out and remove the smart card from the reader.
3.6 Signing a document digitally
You can use DigiSign Client to sign a digital form or document.
The program asks either PIN 1 or PIN 2 for the signature. PIN 1 is used for one-time signatures in, for example, email
messages. PIN 2 is used for signatures in legally binding documents, such as contracts.
1.Ensure that the B icon is shown on the screen. This means that the smart card is ready for use.
2.Select the digital signing function in the service or document. The program asks for your PIN code.
4 Select certificate
oo
FU ] ITSU mPollux
DigiSign Client
L SCM M;c}o stemns Inc, SCR33x USE Smart Card Reader 0t auth. and encipherment cert.
) SCM Microsystems Inc. SCR33x USB Smart Card Reader (. signature certificate
QK ] | Cancel r
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> User Authentication

FUﬁTSU mPollux

DigiSign Client
Please enter your PIM

signature PIM

|| RN

Cancel

3.Enter your PIN code and click OK.

3.7 Signing and encrypting an email message

You can use DigiSign Client to sign and encrypt email messages. Note that some email programs allow a message to be
signed or encrypted only when the address is stored on the card with the certificate.

In addition, the recipient must have your certificate. You can deliver the certificate by sending a digitally signed message to
the recipient.

1.Ensure that the BB icon is shown in the information bar. This means that the smart card is ready for use.

2.Add a digital signature to a message and send it to the recipient. For more detailed instructions, see the email program’s
user guide.

3.The recipient can now reply to you by using the certificate attached to the message. The message is encrypted.
4.Use your certificate to decrypt the message.

4 Troubleshooting instructions for some common problems

This section gives instructions for troubleshooting some common problems when using DigiSign Client. For further
instructions, contact the Certificate Authority (CA).

4.1 The smart card icon is missing

DigiSign Client starts up with system start-up. When DigiSign Client is running, there are two icons shown on the screen, 4

and . IFyou do not see smart card icon, the Certificate Loader may be disabled. For instructions on how to enable it, see
the next section.

4.2 DigiSign Client does not recognize the smart card

The B8 icon on the screen means that DigiSign Client does not recognize the smart card. The card may be faulty or
incorrect. Ensure that the card is meant to be used in the service that you are trying to use.

The 21 icon on the screen means that DigiSign Client does not find the smart card or the certificate stored in the card.
Ensure that the card is inserted chip side up and as far into the card reader as possible.

The problem may also be in the card reader driver. Update the driver according to the vendor’s instructions.

The card may also be dirty. Clean the chip carefully and try again.
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4.3 Removing the card from the reader does not change the icon

I the BB icon remains even though you removed the card from the reader, the reader driver is not working correctly.
Update the driver according to the vendor's instructions.

4.4 The page requires a client certificate

The DigiSign security module must be loaded to the browser before DigiSign Client can be used. If the security module has
not been loaded, the page gives an error message saying that it requires a client certificate. Load the security module
according to in instructions in Section 2.5.1 Loading the security module.

The same error is given if there is no smart card in the card reader.

4.5 This connection is untrusted

Some browsers, such as Mozilla Firefox, require the certificates published by the Certificate Authority (CA) to be set as
trusted before they can be used. If the certificate has not been set as trusted, the page an error message saying that the
connection is untrusted.

Load the certificate to the browser according to the instructions in Section 2.5.2 Adding certificates to browsers.

4.6 The PIN code is blocked

IFyou enter the PIN code incorrectly several times in a row, the PIN code is blocked. To unblock the PIN code, you need a
PUK code. If you do not have a PUK code, request one from the Certificate Authority (CA). Newer cards are accompanied by
an activation PIN letter, indicating the activation PIN of the card. If the PIN is locked for some reason, the user can
reactivate it using the activation PIN indicated in the letter.

1. Right-click the EH icon and select Display tokens.
2.Select the Authentication tab.
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3.1n the Authentication Objects field, select the PIN code that is blocked.
If you have several PIN codes and you do not remember which one is blocked, check that as follows:

a) Select the first PIN code in the Authentication Objects field.
b) Enter the PIN code in the PIN field under Verify PIN, and click Verify.
¢) Ifthe PIN code is blocked, the program responds, "PIN code is blocked".
d) Ifthe PIN code you selected is not blocked, continue by verifying the next PIN code.
4. Ensure that you have selected the blocked PIN code in the Authentication Objects field, and enter your PUK code in the
PUK field under Unblock PIN.

If you enter the PUK code incorrectly several times in a row, the smart card is blocked for good. The number of tries
depends on the card.

5.Enter a new PIN code in the New PIN fields.
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6. Click Unblock. The program responds, “PIN unblocking successful”. Memorize the new PIN code or write it down and keep it
in a safe place.

7.To exit the program, click Close.

4.7 Digital signing does not work in a browser
DigiSign Client uses an internal web server for digital signing. Some firewalls prevent this kind of behaviour by default. If
you cannot sign a digital document through a browser, check the firewall settings.

In some browsers, such as Mozilla Firefox, you must add a security exception for the DigiSign Client signature component
before you can use digital signing.

1.Ensure that the B icon is shown in the information bar. This means that the smart card is ready for use.
2.Go to the following address: https://127.0.0.1:53952 The page says that the connection is untrusted.
Load the certificate to the browser according to the instructions in Section 2.5.2 Adding certificates to browsers.
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